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1. Introduction

During the last few meetings, CT1 has established some working assumptions about the handling of the parameters NAS COUNT and NAS sequence number. Some decisions, e.g. about the size of the parameters, have already been documented in TR 24.801 or TS 24.301, but so far no complete description has been given. The present contribution tries to provide such a description.

2. Principles
1) Fore each UE, the UE and the MME maintain only one uplink and one downlink NAS COUNT parameter. These parameters are shared by all NAS protocols (EPS mobility management, EPS session management).
2) In order to keep NAS signalling messages short, the NAS COUNT parameter (24 bits) is divided into a least significant part, the NAS sequence number (NAS SN) (8 bits), and an overflow counter (16 bits). Only the NAS SN is included in the NAS message and tranmitted via the radio interface. On the receiving side, the NAS SN is treated as an 8 bit counter modulo 2^8. Each time, NAS SN wraps around, the receiver increments the overflow counter by 1. Then the receiver combines the overflow counter with the NAS sequence number to get NAS COUNT.

3) As an exception to item 2), for the Service Request message the NAS SN consists only of 5 bits. When the MME receives a Service Request message, it treats the NAS SN as 5 bit counter modulo 2^5 and the overflow counter as a 19 bit counter. 

4) The NAS COUNT parameters for uplink and one downlink are created together with the EPS security context when the network performs the first authentication procedure after the UE was switched on. The MME sets the NAS COUNT values to zero and uses NAS COUNT (downlink) = 0 to calculate the MAC for the SECURITY MODE COMMAND message, when it starts the first security mode control procedure after a successful authentication procedure. The UE sets the NAS COUNT values to zero, when it receives the first SECURITY MODE COMMAND message after a successful authentication procedure and is able to very the MAC of this message using the NAS SN included in the SECURITY MODE COMMAND message as NAS COUNT (downlink).

(NOTE: For the first transmission of the SECURITY MODE COMMAND message, the MME will include NAS SN = 0, but if the MME needs to retransmit the message,e.g. after timer expiry, it will increase NAS COUNT and thus NAS SN.)

5) Once the network has started security protection, i.e. integrity protection and optionally ciphering, the NAS in the UE and in the MME shall increase the respective NAS COUNT parameter for each message transfer in uplink or downlink direction (for message re-transmissions see item 9 below).
6) After a successful re-authentication, the MME resets the NAS COUNT values to zero and uses COUNT = 0 to calculate the MAC for the SECURITY MODE COMMAND message, when it starts the first security mode control procedure after the re-authentication. The UE resets NAS COUNT (uplink) to zero and NAS COUNT (downlink) to the NAS SN included in the SECURITY MODE COMMAND message, when it receives the first SECURITY MODE COMMAND message after the re-authentication and is able to very the MAC of this message using using the NAS SN included in the SECURITY MODE COMMAND message as NAS COUNT (downlink).

(NOTE: For the first transmission of the SECURITY MODE COMMAND message, the MME will include NAS SN = 0, but if the MME needs to retransmit the message,e.g. after timer expiry, it will increase NAS COUNT and thus NAS SN.)

7) On the receiving side, the NAS COUNT is used to detect replay attacks and re-transmissions on RRC/RLC level: an integrity protected message with a valid MAC shall be discarded by the receiver, unless its NAS COUNT value is higher than the highest NAS COUNT the entity has received since the last reset of NAS COUNT.

A message received without integrity protection or with an invalid MAC shall not cause an increase of the NAS COUNT value of the receiver.

8) The network shall perform a re-authentication before any of the NAS COUNT parameters reaches the maximum value (2^24 –1). When the NAS COUNT value reaches the maximum value for one direction (uplink or downlink), UE and MME shall consider the EPS security context as invalid, i.e. KSIasme is set to "no keys available" and Kasme, NAS ciphering key and NAS integrity key are considered invalid. Thus it is no longer possible to exchange ciphered or integrity protected messages.
9) Retransmission of NAS messages:

9.1) When a message is retransmitted on access stratum level, NAS COUNT and NAS SN remain the same for the re-transmitted message. The NAS is not aware of these retransmissions, and as a consequence of the algorithm for replay protection (item 7), the NAS on the receiving side will discard multiple copies of the same message (which is the correct reaction.)

9.2) When the NAS of the UE or the MME retransmits a message, e.g. after timer expiry or after an indication from the AS that the message was not transmitted successfully, the NAS of the sender shall increment the NAS COUNT value for the retransmitted message and calculate a new MAC.

(NOTE: The justification for this rule is the following: 
i) When the NAS of the UE or the MME retransmits a message after timer expiry, it can happen that it has sent another message between the two transmissions (e.g. between two Authentication Request messages the UE may have sent an Identity Response message). In such a case the sender has to increase the NAS COUNT, as the NAS COUNT should never be decreased from one message to the next one. – As NAS signalling message can be sent by EMM and ESM (and possibly other protocol entities like SMS), it will be easiest to apply this principle always.
ii) When the supervision timer for a NAS procedure expires, the UE or the MME does not know whether it was the request or the response message that was lost. Since the peer entity will use the NAS COUNT value in order to detect re-transmissions or replay attacks, the sender has to assume the "worst case", i.e. that the response message was lost, and has to increase the NAS COUNT value for the retransmission.)

3. Conclusion
It is proposed that CT1 agrees on the principles above and takes these into account when treating corresponding pCRs to TS 24.301. 
