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1. Introduction
This P-CR introduces text on access authentication and authorization for trusted non-3GPP IP access

2. Reason for Change
To specify the procedures for access authentication and authorization for trusted non-3GPP IP access
3. Conclusions

--
4. Proposal

It is proposed to agree the following text for TS 24.302.
* * * First Change * * * *
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* * * Next Change * * * *

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [8] apply:
Evolved packet core network
Evolved packet system
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA
Authentication, Authorization and Accounting

AKA
Authentication and Key Agreement

APN
Access Point Name

DNS
Domain Name System

DSMIPv6
Dual-Stack MIPv6

EAP
Extensible Authentication Protocol

EPC
Evolved Packet Core Network
ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

ESP
Encapsulating Security Payload

FQDN
Fully Qualified Domain Name

HRPD
High Rate Packet Data

IEEE
Institute of Electrical and Electronics Engineers
IKEv2
Internet Key Exchange version 2

IPMS
IP Mobility Mode Selection

NAI
Network Access Identifier

NBM
Network based mobility management

UE
User Equipment

UICC
Universal Integrated Circuit Card

W-APN
WLAN APN

WiMAX
Worldwide Interoperability for Microwave Access
WLAN
Wireless Local Area Network

WMF
WiMAX Forum

* * * End of Next Change * * * *

* * * Next Change * * * *

6.4
Access authentication and authorization in a trusted non-3GPP access network

6.4.1
General


For access to the EPC via the trusted non-3GPP access network, a connection shall be established between the UE and the trusted non-3GPP access network using signalling procedures specific to the trusted non-3GPP access network and is out of scope of this present document.

As part of establishing the connection to the trusted non-3GPP access network, access authentication signalling for access to EPC shall be executed between UE and 3GPP AAA server to ensure mutual authentication of the user and the EPC. Such authentication shall be based on IETF protocols and as specified in 3GPP TS 33.402 [9]

Upon successful user authentication, authorization of EPC access shall be performed by the 3GPP AAA server.

6.4.2
UE procedures

6.4.2.1
Identity Management

Editor's note: The methods of appending to or variations of the NAI for EPS access are still being discussed and studied in CT4 and will for now remain FFS here.
6.4.2.2
EAP AKA based Authentication

The UE shall support EAP AKA based authentication as specified in IETF RFC 4187 [x1]. In trusted non-3GPP access authentication, the UE shall attempt to authenticate using the EAP AKA authentication as the first EAP method.

The UE shall be able to accept EAP AKA based authentication in the EAP method negotiation.

6.4.2.3
Full Authentication and Fast Re-authentication

The UE shall be able to support both full authentication and fast re-authentication for EAP AKA as specified in IETF RFC 4187 [x1].
A full authentication is as in an initial authentication procedure where new keys are generated. For a full authentication the Permanent Identity or the Pseudonym Identity is used.

A fast re-authentication is a new authentication procedure run using the Fast Re-authentication Identity and results in refresh of existing keys. 

The Permanent Identity shall be based on the IMSI of the UE.The Pseudonym Identity or the Fast Re-authentication Identity or both are provided to the UE at the previous authentication procedure. The temparory identity (the Pseudonym Identity or the Fast Re-authentication Identity) shall be used only once by the UE.

If UE receives, as a request for authentication, EAP-Request/AKA-Identity message containing AT_PERMANENT_ID_REQ, the UE shall, when responding to that request for authentication with EAP-Response/AKA_Identity, return in the AT_IDENTITY the Permanent Identity.

If the EAP-Request/AKA-Identity message contains AT_FULLAUTH_ID_REQ, the UE shall return in the AT_IDENTITY within EAP-Response/AKA_Identity message, the Pseudonym Identity if available in the UE, else the Permanent Identity shall be returned.

If the EAP-Request/AKA-Identity message contains AT_ANY_ID_REQ, the UE shall return in the AT_IDENTITY the Fast Re-authentication Identity if available in the UE, else the Pseudonym Identity if available in the UE shall be returned, else the Permanent Identity shall be returned.
6.4.3
3GPP AAA server procedures


6.4.3.1
Identity Management

Editor's note: Management of identities is under study by CT4 and as such it is FFS here.
6.4.3.2
EAP AKA based Authentication

The 3GPP AAA server shall support EAP AKA based authentication as specified in IETF RFC 4187 [x1].

6.4.3.3
Full authentication and Fast Re-authentication

The 3GPP AAA shall be able to support full re-authentication and fast re-authentication as specified in IETF 4187 [x1].

The decision of using the fast re-authentication process is taken by the home network (i.e. the 3GPP AAA server) and is based on operator's policies. If fast re-authentication is to be used, the home network shall indicated this to the UE by providing the Fast Re-authentication Identity to the UE in any authentication process.

When initiating an authentication, the home network shall indicate the kind authentication required by including in the EAP-Request/AKA_Identity message either AT_PERMANENT_ID_REQ or AT_FULLAUTH_ID_REQ for Full authentication and AT_ANY_ID_REQ for Fast re-authentication.

The home network (ie. the 3GPP AAA server) may upon receiving EAP-Response/AKA_Identity containing the Fast Re-authentication Identity in AT_IDENTITY, decide to proceed with the fast re-authentication or choose instead to do a full authentication. This decision is based on operator's policies.

* * * End of Next Change * * * *

