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1 Introduction

The Binding Update and Binding Accept requires the capability to transport PCO information for optional information between the HA and the UE.   The PCO will be carried in a 3GPP vendor specific option in the BU and BA messages. 
2 Reason for Change

The PCO specific option is not yet defined for DSMIPv6 in 3GPP TS 24.303.  
The PCO option is a 3GPP mechanism to inform the UE of network settings that the UE may use.  The use case for PCO in DSMIPv6 is primarily for a DSMIPv6 client whose home network is 3GPP but the client initially attaches to a non-3GPP network. The PCO in the BU/BA exchange gives the client the same information about the home network that would have been obtained in the attach on the home 3GPP link (example: the P-CSCF IP address). 

Usage of PCO is only optional in DSMIPv6 since other mechanisms may exist to give the UE most of the same information (i.e. DHCP, ICMP, UE pre-configured data, etc.). 

The same vendor option will be used for PMIPv6. This is separate contribution C4-081238 that updates TS 29.275 where the actual format of the PCO is defined. TS 24.303 will now refer to the PCO format definition in TS 29.275.   
3 Conclusions

This CR adds the text for outline of any optional PCO usage in DSMIPv6 and the reference to TS 29.275.

4 Proposal 

It is proposed to agree the following changes to 3GPP TS 24.303 v0.3.1 
* * * First Change * * * *
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* * * Next Change * * * 
5.1.2.4
Initial binding registration and IPv4 home address assignment

After establishing the security association and obtaining the IPv6 home address and optionally the IPv4 home address, the UE shall send a Binding Update message as specified in IETF RFC 3775 [6] and draft-ietf-mip6-nemo-v4traversal [2] in order to register its home address and care-of address at the HA.

If there is IPv6 connectivity in the foreign network, the UE shall send the Binding Update message to the IPv6 address of the home agent. In this Binding Update message the H (home registration) and A (acknowledge) bits shall be set.

Editor's note: It is FFS if the Alternate Care-of Address option can be used by the UE to indicate a care-of address different from the source address of the IPv6 packet.

If there is only IPv4 connectivity in the foreign network, the UE shall send the Binding Update as follows (see draft-ietf-mip6-nemo-v4traversal [2]):

-
The IPv6 packet, with the IPv6 home address as the Source Address field of the IPv6 header, shall be encapsulated in UDP.

-
The UE shall include the IPv4 care-of address as the Source Address field of the IPv4 header and the home agent IPv4 address as the Destination Address field of the IPv4 header.

-
The UE shall include the IPv4 Care-of Address option containing the IPv4 care-of address.

-
The UE shall set the H (home registration) and A (acknowledge) bits.

-
If the UE has an IPv4 home address, the UE shall include an IPv4 Home Address option with this IPv4 home address, and if the UE requests an IPv4 home address, the UE shall include an IPv4 Home Address option with the unspecified address in the Binding Update message, as defined in draft-ietf-mip6-nemo-v4traversal [2].

When the UE receives the Binding Acknowledgement from the HA, it shall validate it based on the rules described in IETF RFC 3775 [2] and draft-ietf-mip6-nemo-v4traversal [2]. If the Binding Acknowledgement contains a successful status code, the UE shall create an entry for the registered home address in its Binding Update List and may start sending packets containing its IPv6 home address: the formats of the data packets depend on the connectivity type available in the access network and are specified in IETF RFC 3775 [6] and draft-ietf-mip6-nemo-v4traversal [2].

If the Binding Acknowledgment contains an IPv4 Address Acknowledgement option indicating success, the UE shall create two entries in its Binding Update List, one for the IPv6 home address and another for the IPv4 home address. The UE may then send data traffic either with the IPv6 home address or with the IPv4 home address. The details of the data packets formats based on the connectivity type available in the access network are specified in IETF RFC 3775 [6] and draft-ietf-mip6-nemo-v4traversal [2]. If the Binding Acknowledgement contains the NAT Detection option, the UE shall tunnel data packets in UDP and IPv4 as described in draft-ietf-mip6-nemo-v4traversal [2].
The UE may include the PCO 3GPP Vendor-Specific Mobility Option in the BU using the format in section 9 of 3GPP TS 29.275 [x1] as per IETF RFC 5094 [x2]. The details of the protocol configuration options information element are defined in 3GPP TS 24.008 [x3].
* * * Next Change * * * *

5.1.3.1
Security association establishment and IPv6 home address assignment
The home agent shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for negotiating the IPsec security association to secure DSMIPv6 signalling and shall support EAP over IKEv2 as described in IETF RFC 4306 [14] to perform UE authentication with an AAA server.

The home agent shall support IPsec ESP (see IETF RFC 4303 [11]) in order to provide authentication of Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4].

The home agent shall complete the IKE_SA_INIT exchange as specified in IETF RFC 4306 [14].

Editor's note: It is FFS which identity is used by the home agent in this exchange and how it relates with the target PDN indicated by the UE.

Upon successful authorization and authentication, the home agent shall accept the security association establishment request by sending the IKE_AUTH response message with the CFG_REPLY payload including the IPv6 prefix allocated to the UE in the MIP6_HOME_PREFIX attribute. This prefix information shall include the prefix length as specified in IETF RFC 5026 [10].
If the BU includes the PCO 3GPP Vendor-Specific Mobility Option then the HA shall include the PCO 3GPP Vendor-Specific Mobility Option in the BA and the HA may include PCO in other cases.  The PCO format shall be that in section 9 of 3GPP TS 29.275 [x1] as per IETF RFC 5094 [x2].  The details of the protocol configuration options information element are defined in 3GPP TS 24.008 [x3].

* * * End Changes * * * *
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