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***** BEGIN MODIFICATION *****
K.3.1
UE usage of SDP

The procedures as of subclause 6.1 apply.

K.3.2
P-CSCF usage of SDP

K.3.2.1
Introduction

Subclauses K.3.2.2 through K.3.2.4 describe the SDP related procedures performed by the P-CSCF in support of hosted NAT.

K.3.2.2
Receipt of an SDP offer

When the P-CSCF receives an SDP offer during session establishment, if this offer comes from a UE which does not support the procedures defined in subclause K.5.2.1 and is located behind a hosted NAT, the P-CSCF shall modify the SDP offer by replacing the IP Address(es) and port number(s) received in the SDP offer by the IP address(es) and port number(s) received from the IMS access gateway over the Iq interface.

NOTE:
The P-CSCF can determine if the UE supports the ICE procedures covered in section K.5.2.1 by the presence of a=candidate attributes in the SDP.
When the P-CSCF receives an SDP offer during session establishment, if this offer comes from a UE which does support the procedures defined in subclause K.5.2.1 and is located behind a hosted NAT, the P-CSCF may choose to modify the SDP offer by replacing the IP Address(es) and port number(s) received in the SDP offer by the IP address(es) and port number(s) received from the IMS access gateway over the Iq interface.
K.3.2.3
Receipt of an SDP answer

When the P-CSCF receives any SDP answer to an SDP offer described in subclause K.5.2.1, if this answer comes from a UE which does not support the procedures defined in subclause K.5.2.2 and is located behind a hosted NAT, the P-CSCF shall modify the SDP answer by replacing the IP address(es) and port number(s) received in the SDP answer by the IP address(es) and port number(s) received from the IMS access gateway over the Iq interface.

NOTE:
The P-CSCF can determine if the UE supports the ICE procedures covered in section K.5.2.1 by the presence of a=candidate attributes in the SDP.
When the P-CSCF receives any SDP answer to an SDP offer described in subclause K.5.2.1, if this answer comes from a UE which does support the procedures defined in subclause K.5.2.2 and is located behind a hosted NAT, the P-CSCF may choose to modify the SDP answer by replacing the IP address(es) and port number(s) received in the SDP answer by the IP address(es) and port number(s) received from the IMS access gateway over the Iq interface. .
K.3.2.4
Change of media connection data

After the session is established, it is possible for both ends of the session to change the media connection data for the session. When the P-CSCF receives a SDP offer/answer coming from a UE located behind a hosted NAT with port number(s) or IP address(es) included, there are three different possibilities:

-
IP address(es) or/and port number(s) have been added. In this case, the P-CSCF shall apply the procedures as described in subclause K.3.2.2 and subclause K.3.2.3 as appropriate for those additional IP address(es) or/and port number(s);

-
IP address(es) and port number(s) have been reassigned to the end points. In this case, the P-CSCF shall apply the procedures as described in subclause K.3.2.2 and subclause K.3.2.3 as appropriate for those reassigned IP address(es) and port number(s);

NOTE:
If necessary, the P-CSCF or IBCF will cause the IMS access gateway to release the resources related to the previously assigned IP address(es) and port number(s).

-
no change has been made to the IP address(es) and port number(s). The P-CSCF shall apply procedures described in subclause K.3.2.2 using the previously stored IP address(es) and port number(s).

***** 2nd
MODIFICATION *****
K.5
Application usage of ICE

K.5.1
Introduction

The following subclauses describe the usage of the Interactive Connectivity Establishment (ICE) procedures as documented in draft-ietf-mmusic-ice [99]
K.5.2
UE usage of ICE

K.5.2.1 General

NAT bindings also need to be kept alive for media. draft-ietf-mmusic-ice [99] provides requirements for STUN based keepalive mechanisms. UEs that do not implement the ICE procedures as defined in draft-ietf-mmusic-ice [99] should implement the keepalive procedures defined in draft-ietf-mmusic-ice [99]. In the case where keepalives are required and the other end does not support ICE (such that STUN cannot be used for a keepalive) or the UE can not discover STUN or TURN servers to gather candidates, the UE shall send an empty (no payload) RTP packet with a payload type of 20 as a keepalive as long as the other end has not negotiated the use of this value. If this value has already been negotiated, then some other unused static payload type from table 5 of RFC 3551 [89] shall be used. When sending an empty RTP packet, the UE shall continue using the sequence number (SSRC) and timestamp as the negotiated RTP steam.

K.5.2.2
Call initiation – UE-origination case

The UE should support the agent requirements for ICE as defined by draft-ietf-mmusic-ice [99] when sending the initial INVITE request. draft-ietf-mmusic-ice [99] provides procedures for:

1)
Gathering candidate addresses for RTP and RTCP prior to sending the INVITE;

2)
Encoding the candidate addresses in the SDP that is included with the INVITE;

3)
Acting as a STUN server to receive binding requests from the remote client when it does connectivity checks;

4)
Performing connectivity checks on received candidate addresses for RTP and RTCP;

5)
Determining and possibly selecting a better active address based on the requirements in draft-ietf-mmusic-ice [99];

6)
Subsequent offer/answer exchanges; and

7)
Sending media.

When supporting the ICE procedures, the UE shall also support the STUN agent requirements as described in draft-ietf-behave-rfc3489bis [100] in order to gather STUN addresses, the STUN Relay client requirements as described in draft-ietf-behave-turn [101] in order to gather STUN Relay Server addresses and the STUN Server requirements defined in draft-ietf-mmusic-ice [99] as well as the requirements for STUN Servers defined in draft-ietf-behave-rfc3489bis [100] for responding to connectivity checks.

Draft-ietf-mmusic-ice [99] provides an algorithm for determining the priority of a particular candidate. The following additional requirements are provided to the UE:

1)
The type preference assigned for each type of candidate from least to highest should be: Relayed Transport Address, STUN address, local address; and

2)
If the UE has a dual IPv4/IPv6 stack, IPv6 addresses may be assigned a higher local preference than IPv4 addresses based on the operator's policy.

Draft-ietf-mmusic-ice [99] provides guidance on choosing the in-use candidate and recommends that a UE choose relayed candidates as the in-use address. The following additional requirements are provided to the UE:

1)
If a STUN relay server is available, the Relayed Transport Address should be used as the initial active transport address (i.e. as advertised in the m/c lines of the SDP); and

2)
If a STUN relay server is not available, an address obtained via STUN should be used as the initial active transport address.

Regardless of whether the UE supports the above procedures, the UE shall, upon receipt of an SDP answer with candidate addresses, perform connectivity checks on the candidate addresses as described in draft-ietf-mmusic-ice [99]. In order to perform connectivity checks, the UE shall act as a STUN client as defined in draft-ietf-behave-rfc3489bis [100]. Further, the UE shall also follow the procedures in draft-ietf-mmusic-ice [99] when sending media.

K.5.2.3
Call termination – UE-termination case

The UE should support agent requirements for ICE as defined by draft-ietf-mmusic-ice [99] when receiving an initial INVITE request. draft-ietf-mmusic-ice [99] provides procedures for:

1)
Gathering candidate addresses for RTP and RTCP prior to sending the answer as described in draft-ietf-mmusic-ice [99];

2)
Encoding the candidate addresses in the SDP answer as described in draft-ietf-mmusic-ice [99];

3)
Acting as a STUN server to receive binding requests from the remote client when it does connectivity checks;

4)
Performing connectivity checks on received candidate addresses for RTP and RTCP;

5)
Determining and possibly selecting a better active address based on the requirements in draft-ietf-mmusic-ice [99];

6)
Subsequent offer/answer exchanges; and

7)
Sending media.

When supporting the ICE procedures, the UE shall also support the STUN agent requirements as described in draft-ietf-behave-rfc3489bis [100] in order to gather STUN addresses, the STUN Relay client requirements as described in draft-ietf-behave-turn [101] in order to gather STUN Relay Server addresses and the STUN Server requirements defined in draft-ietf-mmusic-ice [99] as well as the requirements for STUN Servers defined in draft-ietf-behave-rfc3489bis [100] for responding to connectivity checks.

Draft-ietf-mmusic-ice [99] provides an algorithm for determining the priority of a given candidate. The additional requirements for the UE:

1)
The priority of candidate addresses from least to highest should be: Relayed Transport Address, STUN address, local address; and

2)
If the UE has a dual IPv4/IPv6 stack, IPv6 addresses MAY be placed at a higher priority than IPV4 addresses based on the operator's policy.

Draft-ietf-mmusic-ice [99] provides guidance on choosing the in-use candidate and recommends that a UE choose relayed candidates as the in-use address. The following additional requirements are provided to the UE:

1)
If a STUN relay server is available, the Relayed Transport Address should be used as the initial active transport address (i.e. as advertised in the m/c lines of the SDP); and

2)
If a STUN relay server is not available, an address obtained via STUN should be used as the initial active transport address.

Regardless of whether the UE supports the above procedures, the UE shall, upon receipt of an SDP offer with candidate addresses, perform connectivity checks on the candidate addresses as described in draft-ietf-mmusic-ice [99]. In order to perform connectivity checks, the UE shall act as a STUN client as defined in draft-ietf-behave-rfc3489bis [100]. Further, the UE shall also follow the procedures in draft-ietf-mmusic-ice [99] when sending media.

K.5.3
P-CSCF support of ICE

K.5.3.1
General

This subclause describes procedures of a P-CSCF to support ICE [99]. 

If no IMS Access Gateway is inserted, a P-CSCF may transparently pass ICE related SDP attibutes to support ICE. The remaining procedures in subclause K.5.3 are only applicable if the P-CSCF is inserting an IMS Access Gateway on the media plane. 
When the P-CSCF with attached IMS Access Gateway receives SDP candidate information from the offerer it shall not forward the candidate information towards the answerer. When the P-CSCF receives SDP candidate information from the answerer it shall not forward the candidate information towards the offerer. The remaining procedures in subclause K.5.3.1 are optional.

NOTE 1:
An P-CSCF that removes and/or does not provide ICE related SDP attributes (e.g. a=candidate) in the offer/answer exchange will cause the ICE procedures to be aborted and the address and port information in the m and c lines of the SDP offer will be used. If this address and port information contains the relayed candidate address of a STUN Relay server, as recommended by ICE, then an extra media relay server will be used for the session which is not necessary nor desirable.

The P-CSCF with attached IMS Access Gateway performs separate ICE procedures towards the offerer and the answerer. The usage of ICE is negotiated separately with the offerer and answerer, and ICE may be applied independently at either side. Furthermore, the P-CSCF may be configured to apply ICE procedures only towards one network side, e.g. towards the S-CSCF. 

NOTE 2:
Since the P-CSCF is inserting an IMS Access Gateway, it can choose to provide the NAT traversal mechanism defined in Annex F towards the UE. In such case the P-CSCF will not provide ICE support towards the UE, but the P-CSCF can still provide ICE support towards the core network in scenarios where ICE is used in the core network, e.g. to support NAT traversal for other access networks with no deploied IMS access gateways.

Since the P-CSCF is not located behind a NAT, it does not request the IMS Access Gateway to generate keep-alive messages even when acting as a full ICE entity. The P-CSCF only requests the IMS Access Gateway to terminate and generate STUN messages used for the candidate selection procedures.
Since the P-CSCF is not located behind a NAT the P-CSCF shall only include host candidates in SDP offers and answers generated by the P-CSCF.

K.5.3.2
P-CSCF full ICE procedures for UDP based streams

K.5.3.2.1
General

This subclause describes the P-CSCF full ICE procedures for UDP based streams.
K.5.3.2.2
P-CSCF receiving SDP offer
When the P-CSCF receives an SDP offer including ICE candidate information, the P-CSCF shall send the candidate information for each UDP based stream received in the SDP offer towards the IMS Access Gateway. The P-CSCF shall request the IMS Access Gateway to reserve media- and STUN resources towards the offerer, based on the candidate information, in order to allow the IMS Access Gateway to perform the necessary connectivity checks per the ICE procedures.
If the offerer is acting as an ICE controller entity the P-CSCF shall act as an ICE controlled entity in the direction towards the offerer. If the offerer is acting as an ICE controlled entity the P-CSCF shall act as an ICE controller entity in the direction towards the offerer.

K.5.3.2.3
P-CSCF sending SDP offer
Prior to sending an SDP offer, the P-CSCF may choose to apply related ICE procedues, e.g. if it expects to interact with terminals applying procedures as described in subclause K.5.2, and if both the P-CSCF and IMS Access Gateway also support ICE procedures. To invoking these ICE procedures, the P-CSCF shall request the IMS Access Gateway to reserve media- and STUN resources towards the answerer for each UDP based media stream and include a host candidate attribute for each UDP based stream in the SDP offer, providing the reserved address and port at the IMS Access Gateway as destination. 

The P-CSCF shall always act as an ICE controller entity towards the answerer. 

NOTE: The host candidate address included by the P-CSCF in the generated SDP offer matches the c- and m line information for the associcated UDP stream in the SDP offer.

K.5.3.2.4
P-CSCF receiving SDP answer
When the P-CSCF receives an SDP answer including ICE candidate information, the P-CSCF shall send the candidate information for each UDP based stream received in the SDP answer towards the IMS Access Gateway. 

The P-CSCF shall request the IMS Access Gateway to perform ICE candidate selection procedures towards the answerer. The P-CSCF shall request the IMS Access Gateway to inform the P-CSCF, for each UDP stream, which candidate pair has been selected towards the answerer, once the candidate selection procedure towards the answerer has finished.

If the IMS Access Gateway indicates to the P-CSCF that, for at least one UDP stream, the selected candidate pair does not match the c- and m- line address information for the associated UDP stream, exchanged between the P-CSCF and the answerer, and the P-CSCF acts an ICE controller entity towards the answerer, the P-CSCF shall send a new offer towards the answerer in order to allign the c- and m- lines address information with the chosen candidate pair for the associated UDP stream.

K.5.3.2.5
P-CSCF sending SDP answer
When the P-CSCF generates an SDP answer for an offer that included ICE candidate information, it shall request the IMS Access Gateway to reserve media- and STUN resources towards the offerer for each UDP based media stream and include an SDP host candidate attribute for each UDP based stream in the SDP answer, providing the reserved address and port at the IMS Access Gateway as destination. 
The host candidate information included by the P-CSCF in the generated SDP answer shall match the c- and m line information for the associated UDP stream in the SDP answer.

The P-CSCF shall request the IMS Access Gateway to perform ICE candidate selection procedures towards the offerer. The P-CSCF shall request the IMS Access Gateway to inform the P-CSCF, for each UDP stream, which candidate pair has been selected towards the offerer, once the candidate selection procedure towards the answerer has finished.

If the IMS Access Gateway indicates to the P-CSCF that the selected candidate pair towards the offerer does not match the c- and m- line address information for the associated UDP stream, exchanged between the P-CSCF and the offerer, and the P-CSCF acts an ICE controller entity towards the offerer, the P-CSCF shall send an offer towards the offerer (which will now act as an answerer) in order to allign the c- and m- line address information with the chosen candidate pair for the associated UDP stream.

K.5.3.3
P-CSCF ICE lite procedures for UDP based streams

When the P-CSCF is using ICE lite procedures for UDP based streams, the P-CSCF procedures are identical as described in subclause K.5.3.2, with the following exceptions:

-
The P-CSCF always acts as an ICE controlled entity towards the offerer and towards the answerer, and;

-
The P-CSCF requests the IMS Access Gateway to perform ICE lite candidate selection procedures, as defined in [99].

K.5.3.4
ICE procedures for TCP based streams

K.5.3.4.1
General

The P-CSCF shall terminate ICE procedures for TCP based streams. Instead the P-CSCF will use the mechanism defined in RFC 4145 [83] for establishing TCP based streams, as defined in draft-ietf-mmusic-ice-tcp-06 [131].
An entity that supports ICE continues the ICE procedures for UDP based streams, even if no candidates are provided for TCP based streams.
NOTE: The P-CSCF ICE procedures for TCP based streams are identical no matter whether the P-CSCF uses full ICE or ICE lite procedures for UDP based streams.
K.5.3.4.2
P-CSCF receiving SDP offer
When the P-CSCF receives an SDP offer, the P-CSCF shall ignore the candidate attributes for TCP based streams. The P-CSCF shall not send the candidate information for TCP based streams towards the IMS Access Gateway.

K.5.3.4.3
P-CSCF sending SDP offer
When the P-CSCF generates an SDP offer it shall include an "actpass" setup attribute, as defined in RFC 4145 [83], for each TCP based stream, which will cause the answerer to initiate the TCP connections towards the IMS Access Gateway. The P-CSCF shall not include any candidate attributes for TCP based streams in the SDP offer. 

K.5.3.4.4
P-CSCF receiving SDP answer
Since the P-CSCF does not include candidates in the SDP offer towards the answerer, there are no ICE specific procedures when the P-CSCF receives an SDP answer.

NOTE: If the SDP answer contains candidate attributes for TCP based streams, the P-CSCF simply discards the candidate attributes.

K.5.3.4.5
P-CSCF sending SDP answer
When the P-CSCF generates an SDP answer it shall include a "passive" setup attribute, as defined in RFC 4145 [83], for each TCP based stream, which will cause the offerer to initiate the TCP connections towards the IMS Access Gateway. The P-CSCF shall not include any candidate attributes for TCP based streams in the SDP answer. 
***** END
MODIFICATION *****
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