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1. Introduction
This contribution proposes to add a description as well as message definitions for the NAS security command procedure to TS 24.301.
2. Reason for Change
At their recent meetings, SA3 has made progress related to the work on NAS security procedures between UE and EPC network elements that are relevant for CT1. In their new TS 33.abc, procedure descriptions for authentication and key agreement, as well as for security mode command setup has been included.

This contribution proposes to introduce to TS 24.301 descriptions of the related NAS security mode command setup procedure.

3. Proposal

It is proposed to agree the following changes to 3GPP TS TS 24.301.
* * * * First Change * * * *

5.4.2.2
Security mode setup command and algorithm negotiation

5.4.2.2.1
General

The purpose of the NAS security mode command (SMC) procedure is to take the new key set into use, initialise and start NAS signalling security between the UE and the MME, which performs integrity and replay protection as well as enciphering and deciphering of NAS signalling messages.
Editor’s note: It is FFS whether the SMC procedure can be combined or concatenated with the attach and tracking area update procedures  for optimisation purposes.
5.4.2.2.2
NAS security mode setup command initiation by the network

The MME initiates the NAS security mode setup command procedure by sending a SECURITY MODE COMMAND message to the UE. The MME shall integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message. The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities i.e. UTRAN/GERAN if UE included them in the message to network), the selected NAS ciphering and integrity algorithms and the Key Set Identifier (KSIASME).  The MME shall also start timer T3460.
Editor’s note: The handling of the expiry of timer T3460 will be described in the abnormal cases subclause for the SMC procedure.
NOTE: The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.
5.4.2.2.3
NAS security mode setup command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode setup command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities has not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the security mode setup command can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and NAS integrity key based on KASME indicated by the KSIASME indicated in the SECURITY MODE COMMAND message. From now on the UE shall integrity protect and encipher all signalling messages with the selected NAS integrity and ciphering algorithms.
Editor’s note: It is FFS wheter the IMEI(SV) should the sent by the UE in the Security Mode Complete message on a request from the MME and in this case the message have to be encrypted.
5.4.2.2.4
NAS security mode setup command completion by the network

The MME shall, upon receipt of the SECURITY MODE COMPLETE message, stop timer T3460. From now on the MME shall integrity protect and encipher all signalling messages with the selected NAS integrity and ciphering algorithms.

5.4.2.2.5
NAS security mode setup command not accepted by the UE

If the security mode setup command can not be accepted, the UE shall send a SECURITY MODE REJECT message, which shall not be integrity protected. The UE shall include an appropriate reject cause value.
Editor’s note: It is FFS which reject cause shall be used for the above reject case.
Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort the ongoing procedure that triggered the initiation of the NAS security mode setup command procedure.
* * * * Next Change * * * *

8.2.x
Security mode command
This message is sent by the MME to the UE to establish NAS signalling security. See table 8.2.X.1.

Message type:
SECURITY MODE COMMAND
Significance:

dual

Direction:


network to UE

Table 8.2.X.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

9.3
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.4
	M
	V
	1

	
	Selected NAS security algorithms
	FFS
	M
	LV
	FFS

	
	NAS key set identifier
	FFS
	M
	FFS
	FFS

	
	Message authentication code
	FFS
	M
	FFS
	FFS

	
	NAS message sequence number for downlink
	FFS
	M
	FFS
	FFS

	
	Replayed UE security capabilities
	FFS
	O
	FFS
	FFS


8.2.x.1 Replayed UE security capabilities
This IE shall be included if the UE has included this information in a message that triggered the security mode command procedure.
8.2.y
Security mode complete

This message is sent by the UE to the MME in response to a SECURITY MODE COMMAND message. See table 8.2.y.1.

Message type:
SECURITY MODE COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.y.1: SECURITY MODE COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Security mode complete message identity
	Message type

10.4
	M
	V
	1

	
	Message authentication code
	FFS
	M
	FFS
	FFS

	
	NAS message sequence number for uplink
	FFS
	M
	FFS
	FFS


8.2.z
Security mode reject

This message is sent by the UE to the MME to indicate that the corresponding security mode command has been rejected. See table 8.2.z.1.

Message type:
SECURITY MODE REJECT

Significance:

dual

Direction:


UE to network
Table 8.2.z.1: SECURITY MODE REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Security mode reject message identity
	Message type

10.4
	M
	V
	1

	
	EMM cause
	FFS
	M
	V
	FFS

	
	NAS message sequence number for uplink
	FFS
	M
	FFS
	FFS


* * * * End Change * * * *

