
3GPP TSG CT WG1 Meeting #52
C1-081372
Jeju Island, KOREA, 7th – 11th April 2008

Source:
Huawei
Title:
Discussion about trusted and untrusted access
Spec:
3GPP TS 24.302
Agenda item:
9.2.3
Document for:
Discussion / Approval
1. Introduction
According to the discussion on last CT1 and SA2 joint meeting, this contribution aims to compare different potential solutions on it and choose one from them as the standard method.
2. Analysis  
1. The definition of the trusted or untrusted access.
The following is the definition of a trusted and untrusted non-3GPP IP access in TS 23.882:
******************************************************************************************

Trusted non-3GPP IP Access: A non-3GPP IP Access Network is defined as a “trusted non-3GPP IP Access Network” if the 3GPP EPC system chooses to trust such non-3GPP IP access network. The 3GPP EPC system operator may choose to trust the non-3GPP IP access network operated by the same or different operators, e.g. based on business agreements. 

Note that specific security mechanisms may be in place between the trusted non-3GPP IP Access Network and the 3GPP EPC to avoid security threats. It is assumed that an IPSec tunnel between the UE and the 3GPP EPC is not required. 

On the contrary, an untrusted non-3GPP IP access is an IP access network where 3GPP network requires use of IPSec between the UE and the 3GPP network in order to provide adequate security mechanism acceptable to 3GPP network operator. An example of such untrusted non-3GPP IP access is WLAN and it is made trusted in the Interworking WLAN specifications developed within 3GPP.

******************************************************************************************
From the definition above, two conclusions can be drawn:

· Whether an access network is trusted or untrusted is up to the 3GPP EPC system operator to decide. So, even a same access network may be defined as trusted by one operator, while untrusted by other operator;
· If the UE attaches on the EPS network though an untrusted non-3GPP access network, the UE should be notified the access network is defined as untrusted by the EPS operator before it selects one ePDG to initiate IPsec establishment procedure with this ePDG.
2. The possible methods
The following table lists the possible methods that can be used by the network operator to notify UE whether the access network UE used is trusted or not.

	
	Method Intruduction
	Analyse

	· From the broadcast message
	The access network broadcasts the information that the access netwok is trusted or not to all the UE in its radio coerage.
	The broadcast message comes from the access network. The access network should configure both the strategy for HPLMN and the strategy for VPLMN.

	· From ANDSF
	S14 interface between the UE and the ANDSF can be used for getting this information. 
	ANDSF function may not be supported by all the UE and The S14 interface cannot be supported by all the UE and network. 

Since the UE finds an ANDSF though DNS or DHCP quesry, which means the UE can discover the ANDSF after it had an IP connection with the EPC. In case the access network UE used is untrusted, UE should initiate IPsec with an ePDG and establish IP connection with the PDN GW again.

	· Pre-configure in the UE
	The UE is pre-configured with the information for judging the access network is trusted or not.
	In the Roaming scenario, the Pre-configured information may be coherent with the strategy in VPLMN. 

	· During the authentication procedure
	In authorization and authentication procedure, the HSS/AAA obtains the access network information, i.e. RAT type, acess network ID etc.). 
The HSS/AAA judges whether the access network the UE using is trusted or not based on the related strategy that the network operator configures on HSS/AAA. 
For untrusted access, the HSS/AAA sends the indication to UE.
	


3. Conclusions

Through the comparation above, the last solution can work.

In case UE uses unturst access network, twice authentication procedure will be performed. One procedure is performed between the UE, the access network and HSS/AAA; the other one is performed between the UE, ePDG and HSS/AAA.

During authorization and authentication procedure, the UE gets the indication from the HSS/AAA if the access network is figured as untrusted in HSS/AAA.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.302.
* * * First Change * * * *

6.2
Trusted and Untrusted Accesses
Editor's note:
This subclause details what is needed and has to be done by the UE to determine and conclude on whether to attempt trusted or untrusted access.

6.2.1 General
Whether an access network is trusted or untrusted is up to the decision of 3GPP EPC system operator. UE shall be indicated the access network UE connecting is untrusted before the IKEv2 tunnel establishment procedure.
6.2.2 Untrusted Access Network Indication

UE sends EAP Response/Identity message including RAT type information to HSS/AAA. Upon receipt of the response message, the HSS/AAA shall make a decision whether the access network is trusted or not based on the operator’s policy pre-configured in the HSS/AAA.
If the HSS/AAA decides the access network UE connecting is untrusted, an Untrusted Access Network Indication IE shall be included in the EAP Request/AKA Identity message sending to UE.

Upon reception of the EAP Request/AKA Identity message with an Untrusted Access Network Indication IE, the UE shall initiate IPSec tunnel establishment procedure; Otherwise, UE shall perform PDN connectivity procedure directly.
* * * End Change * * * *

