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1. Introduction
In TS 24.301 v 0.1.1 the order of the Information Elements (IE) in the EPS EMM and ESM messages are not consistant regarding the IE:s ‘NAS message sequence number downlink’, ‘NAS message sequence number uplink’ and ‘Message Authentication Code’.

This proposal is to make the organization of these IE:s in a consistant way:

· create a security header which consists of

· a 4 bits Protocol discriminator

· a 4 bits Security header control information field

· a 2 or 4 octets Message Authentication Code (MAC) field

· a 8 bits NAS message sequence number (SN) field

· the security header shall be placed before the NAS message itself
· all the mandatory IE:s shall be placed together after the IE ‘Message Type’.
· all the optional IE:s shall be placed together after the mandatory IE:s.
Creating a security header is in line with the contribution C1-071692 in CT1 #48 meeting.
1.1. Security Functions in the NAS layer


[image: image5.bmp]
The NAS message is first encrypted and then the encrypted NAS message and the SN are integrity protected by calculating the MAC.
1.2. NAS Encryption Algorithm Input Parameters
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OverflowCN = Overflow counter, kept locally in each peer. This overflow counter shall be incremented when the SN wraps around.
SN = Sequence Number, transferred together with the NAS message to the peer node
Bearer = A constant value the same length as the AS BEARER ID parameter
DIR = Direction-bit, uplink or downlink

For further detailed information see contribution C1-080948.
The only input parameter to the E-algorithm transferred between peers is the SN parameter and it shall be transferred unencrypted but integrity protected.

1.3. NAS messages
The NAS message shall be transferred between the network and the UE and vise versa encrypted and integrity protected if a security context is established between then network and the UE. It is required that the security parameters needed to be transferred between the peers are the SN and the MAC. These parameters are proposed to be organized in a security header which also includes NAS message.
How the NAS messageis organized, i.e how many NAS messages and which types of NAS message (EMM and/orESM) the container can hold is FFS.

	Security Header

	NAS Message


2. Reason for Change
Due to requirements that the NAS messages shall be encrypted and integrity protected if a valid NAS security context exists between the network and the UE, this contribution proposes to align all the EPS EMM and ESM messages to be organized in the same way. This means to keep the security IE:s (‘NAS message sequence number’ and ‘Message Authentication Code’) in a security header followed by the NAS message container and that the security IE:s will be treated the same way independent of the NAS message.
3. Conclusions

-
4. Proposal

It is proposed to agree on these principles for the NAS messages and document these principles in a new Annex in the TR 24.801. If this is agreed Ericsson volunteer to create a CR towards TS 24.301 and propose all needed changes to align all NAS messages in the 3GPP TS 24.301. 
* * * First Change * * * *

Annex X (normative):
Agreed Principles for the NAS Message Layout
X.1
Security Functions in the NAS layer

When several EMM messages and/or ESM messages need to be transported in one step typically in the case of linked ESM and EMM procedures e.g. the ESM default EPS bearer context activation procedure and the EMM attach procedure, there shall be one single Sequence Number IE and one single Message Authentication Code IE for the NAS message.

The following figure describes the security function (encryption (Encr) and integrity protection (Intgr)) flow:

[image: image3]
The NAS message is first encrypted and then the encrypted NAS message and the SN are integrity protected by calculating the MAC.

X.2
NAS Encryption Algorithm Input Parameters

As an example the figure below shows which input parameters are needed for the encryption algorithm. For the integrity protection algorithm a simular situation applies.
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OverflowCN = Overflow counter, kept locally in each peer. This overflow counter shall be incremented when the SN wraps around.
SN = Sequence Number, transferred together with the NAS message to the peer node

Bearer = A constant value of the same length as the AS BEARER ID parameter
DIR = Direction-bit, uplink or downlink

The only input parameter to the encryption algorithm transferred between peers is the SN parameter and it shall be transferred unencrypted but integrity protected.
X.3
General security header
The NAS messages shall be encrypted and integrity protected if a valid NAS security context exists and security functions are started. The following figure shows the organization of the security header together with the NAS message:
	8
	7
	6
	5
	4
	3
	2
	1
	

	Security header type
	Protocol discriminator
	octet 1

	
	octet 2

	Message authentication code
	

	
	

	
	octet 5

	Sequence number
	octet 6

	
	octet 7

	NAS message
	

	
	octet n


Figure x.3.1: General security header
Editor’s note: It is FFS how the NAS message IE is organized i.e. concatenated or piggybacked.
X.4
Security header for Service Request

Editor’s note: The organization of the security header for the ‘Service Request’ message is FFS.
X.5
Security header information elements
X.5.1

Protocol discriminator
This IE indicates the protocol discriminator of the message. The total size of this IE is 4 bits. The sender shall encode this IE as EMM protocol discriminator.
X.5.2

Security header type
The Security header type IE occupies parts of the first octet position that in other L3 messages are occupied by the Skip indicator (see 3GPP TS 24.007), and it includes control bits for the security header. The total size of the Security header type IE is 4 bits.
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Figure x.5.2.1: Security header type
The Security header type IE can take the values shown in Table x.5.2.1.

Table x.5.2.1: Security header type
	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	No security header included

	0
	0
	0
	1
	General security header

	
	
	
	
	

	

	


X.5.3
Sequence Number
This IE includes the ‘NAS message sequence number’ (SN). The SN IE shall be included in the security header if a valid NAS security context exists and security functions are started.
X.5.4 
Message Authentication Code
The ‘Message Authentication Code’ (MAC) information element contains the integrity protection information for the message. The algorithm to calculate the integrity protection information is specified in 3GPP TS 33.abc [40], and the integrity protection shall include all IE:s in the Security Header except the MAC IE itself plus all the IE:s in the NAS message IE. The MAC IE shall be included in the security header if a valid NAS security context exists and security functions are started.
X.5.5

NAS message
This IE includes the EMM and/or ESM NAS message(s) according to the 3GPP TS 24.301 [44] which shall be transferred between the peers.
Editor’s note: It is FFS how the NAS message is organized, i.e. how many NAS messages it can consists of and which type of NAS messages (EMM and/or ESM) it may consist of.
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