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*** Change # 1***

5.1.1.2
Initial registration

5.1.1.2.1
General

The initial registration procedure consists of the UE sending an unprotected REGISTER request and, if challenged depending on the security mechanism supported for this UE, sending the integrity protected REGISTER request or other appropriate response to the challenge. The UE can register a public user identity with its contact address at any time after it has acquired an IP address, discovered a P-CSCF, and established an IP-CAN bearer that can be used for SIP signalling. However, the UE shall only initiate a new registration procedure when it has received a final response from the registrar for the ongoing registration, or the previous REGISTER request has timed out.
When registering any public user identity, if the UE has an already active pair of security associations or a TLS session, then the UE shall use those security associations to protect the REGISTER requests. 
If the UE detects that the existing security associations or TLS sessions are no longer active (e.g., after receiving no response to several protected messages), the UE shall: 

-
consider all previously registered public user identities as deregistered; and

-
stop processing all associated ongoing dialogs and transactions, if any (i.e. no further SIP signalling will be sent by the UE on behalf of these transactions or dialogs).

The UE shall send only the unprotected REGISTER requests to the port advertised to the UE during the P-CSCF discovery procedure. If the UE does not receive any specific port information during the P-CSCF discovery procedure, or if the UE was pre-configured with the P-CSCF's IP address or domain name and was unable to obtain specific port information, the UE shall send the unprotected REGISTER request to the SIP default port values as specified in RFC 3261 [26]. 

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B. A public user identity may be input by the end user.

On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
a From header set to the SIP URI that contains the public user identity to be registered;

b)
a To header set to the SIP URI that contains the public user identity to be registered;

c)
a Contact header set to include SIP URI(s) containing the IP address of the UE in the hostport parameter or FQDN. If the UE supports GRUU (see table A.4, item A.4/53), the UE shall include a +sip.instance parameter containing the instance ID. The UE shall include all supported ICSI values (coded as specified in subclause 7.2A.8.2), and IARI values (coded as specified in subclause 7.2A.9.2), for the IMS communication services and IMS applications it intends to use in a g.3gpp.app_ref feature tag as defined in subclause 7.9.2 and RFC 3840 [62];

d)
a Via header set to include the IP address or FQDN of the UE in the sent-by field. For the TCP, the response is received on the TCP connection on which the request was sent;

e)
an Expires header, or the expires parameter within the Contact header, set to the value of 600 000 seconds as the value desired for the duration of the registration;

NOTE 1:
The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy. Registration attempts with a registration period of less than a predefined minimum value defined in the registrar will be rejected with a 423 (Interval Too Brief) response.

f)
a Request-URI set to the SIP URI of the domain name of the home network used to address the REGISTER request;

g)
the Supported header containing the option tag "path", and if GRUU is supported, the option tag "gruu"; and

h)
if a security association or TLS session exists, and if available to the UE (as defined in the access technology specific annexes for each access technology), a P-Access-Network-Info header set as specified for the access network technology (see subclause 7.2A.4).

On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a)
store the expiration time of the registration for the public user identities found in the To header value;

b)
store as the default public user identity the first URI on the list of URIs present in the P-Associated-URI header;

NOTE 2:
The UE can utilize additional URIs contained in the P-Associated-URI header, e.g. for application purposes.

c)
treat the identity under registration as a barred public user identity, if it is not included in the P-Associated-URI header;

d)
store the list of Service-Route headers contained in the Service-Route header, in order to build a proper preloaded Route header value for new dialogs and standalone transactions; and
e)
find the Contact header within the response that matches the one included in the REGISTER request. If this contains a "pub-gruu" parameter or a "temp-gruu" parameter or both, and the UE supports GRUU (see table A.4, item A.4/53), then store the value of those parameters as the GRUUs for the UE in association with the public user identity that was registered.
   f) if a XML body that includes <alternative-pcscf> element(s) is present, the UE should store the indicated P-CSCF address(es) and their supported IP-CAN information until UE last deregistration.

   g) if a XML body that includes <pcscf-supported-ipcan> element(s) is present, the UE should store the indicated supported IP-CAN(s) associated to the being used P-CSCF address until UE last deregistration.
When a 401 (Unauthorized) response to a REGISTER request is received the UE shall behave as described in subclause 5.1.1.5.1.

On receiving a 305 (Use Proxy) response to the unprotected REGISTER request, the UE shall:

a)
release all IP-CAN bearers used for the transport of media according to the procedures in subclause 9.2.2;

b)
initiate either a new P-CSCF discovery procedure as described in subclause 9.2.1, or select a new P-CSCF, if the UE was pre-configured with more than one P-CSCF's IP addresses or domain names;

c)
select a P-CSCF address, which is different from the previously used address, from the address list; and

d)
perform the procedures for initial registration as described in subclause 5.1.1.2.

On receiving a 423 (Interval Too Brief) response to the REGISTER request, the UE shall:

-
send another REGISTER request populating the Expires header or the expires parameter with an expiration timer of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.

On receiving a 408 (Request Timeout) response or 500 (Server Internal Error) response or 504 (Server Time-Out) or 600 (Busy Everywhere) response for an initial registration, the UE may attempt to perform initial registration again.


· 
· 
When the timer F expires at the UE, the UE may:

a)
select a different P-CSCF address from the list of P-CSCF addresses discovered during the procedures described in subclause 9.2.1, from previous storage of P-CSCF address(es) received in 200 OK response of the last successful registration or from its pre-configured list of P-CSCF's IP addresses or domain names;

b)
if no response has been received when attempting to contact all P-CSCFs known by the UE, the UE may get a new set of P-CSCF-addresses as described in subclause 9.2.1; and

c)
perform the procedures for initial registration as described in subclause 5.1.1.2.

NOTE 3:
It is an implementation option whether these actions are also triggered by other means than expiration of timer F, e.g. based on ICMP messages.

After a maximum of 5 consecutive unsuccessful initial registration attempts, the UE shall not automatically attempt any further initial registration via the same network and the same P-CSCF, for an implementation dependant time of at least: 

a)
the amount of time indicated in the Retry-After header of the 4xx, 5xx, or 6xx response received in response to the most recent registration request, if that header was present; or

b)
30 minutes, if the header was not present and the initial registration was automatically performed as a consequence of a failed reregistration; or 

c)
5 minutes, if the header was not present and the initial registration was not performed as a consequence of a failed reregistration.

These limits do not apply if the UE is power cycled.
5.1.1.2.2
Initial registration using IMS AKA

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields as follows:

a)
an Authorization header, with:

-
the username directive, set to the value of the private user identity;

-
the realm directive, set to the domain name of the home network;

-
the uri directive, set to the SIP URI of the domain name of the home network;

-
the nonce directive, set to an empty value; and

-
the response directive, set to an empty value;

NOTE 1:
If the UE specifies its FQDN in the host parameter in the Contact header and in the sent-by field in the Via header, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address that is bound to the security association.

NOTE 2:
The UE associates two ports, a protected client port and a protected server port, with each pair of security association. For details on the selection of the port values see 3GPP TS 33.203 [19].

b)
additionally for the Contact header, if the REGISTER request is protected by a security association, include the protected server port value in the hostport parameter;

c)
additionally for the Via header, for UDP, if the REGISTER request is protected by a security association, include the protected server port value in the sent-by field; and
d)
the Security-Client header field set to specify the security mechanism the UE supports, the IPsec layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall support the setup of two pairs of security associations as defined in 3GPP TS 33.203 [19]. The syntax of the parameters needed for the security association setup is specified in annex H of 3GPP TS 33.203 [19]. The UE shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The UE shall support the IPsec layer algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203 [19], and shall announce support for them according to the procedures defined in RFC 3329 [48].
On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, the UE shall additionally:

a)
set the security association lifetime to the longest of either the previously existing security association lifetime (if available), or the lifetime of the just completed registration plus 30 seconds.
NOTE 3:
If the UE receives Authentication-Info, it will proceed as described in RFC 3310 [49].

5.1.1.2.3
Initial registration using SIP digest

Editor's note: Need identify the difference between "SIP digest plus IP address check (see 3GPP TS 33.203 [19] annex N)" and " SIP digest plus Proxy Authentication (see 3GPP TS 33.203 [19] annex N)" ideally with separate headers in the text. This needs to occur throughout the document.

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields as follows:

a)
an Authorization header as defined in RFC 2617 [21], with:
-
the username directive, set to the value of the private user identity;

-
the realm directive, set to the domain name of the home network;

-
the uri directive, set to the SIP URI of the domain name of the home network;

-
the nonce directive, set to an empty value; and

-
the response directive, set to an empty value.

5.1.1.2.4
Initial registration using SIP digest with TLS

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields as follows:

a)
an Authorization header set in accordance with subclause 5.1.1.2.3; and

b)
the Security-Client header field set to specify the security mechanism the UE supports. The UE shall support the setup of a TLS session as defined in 3GPP TS 33.203 [19]. The UE shall support the "tls" security mechanism, as specified in RFC 3329 [48]. The UE shall support TLS for integrity and confidentiality protection as defined in RFC 3261 [26], and shall announce support for them according to the procedures defined in RFC 3329 [48].
On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, the UE shall additionally:

a)
set the TLS session lifetime to the longest of either the previously existing TLS session lifetime (if available), or the lifetime of the just completed registration plus 30 seconds.
If a UE supports TLS, then the UE shall support TLS ciphersuites as described in 3GPP TS 33.203 [19]. TLS session lifetime is determined by local configuration of the UE.

For SIP digest with TLS, the UE associates a protected server port with the TLS session port on the UE.
5.1.1.2.5
Initial registration using NASS-IMS bundled authentication

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields as follows:

a)
optionally, an Authorization header, with the username field, set to the value of the private user identity;

NOTE:
In case the Authorization header is absent, the mechanism only supports that one public user identity is associated with only one private user identity.
Editor's note: The mapping of the public user identities and the private user identity need to be described. 

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, there are no additional requirements for the UE.

NOTE 1:
When NASS-IMS bundled authentication is in use, a 401 (Unauthorized) response to the REGISTER request is not expected to be received.
*** Change # 2***

5.2.2
Registration

5.2.2.1
General

The P-CSCF shall be prepared to receive only the unprotected REGISTER requests on the SIP default port values as specified in RFC 3261 [26]. The P-CSCF shall also be prepared to receive only the unprotected REGISTER requests on the port advertised to the UE during the P-CSCF discovery procedure.

Editor's note: Some text is required at this point on the coexisting of the different security mechanisms, and how to determine which procedures appropriate to a particular security mechanism apply.

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:

1) determine the current access type used by the UE. If the P-CSCF determines that the access type cannot be handled due to local operator policy, the P-CSCF shall return a 305 (use proxy) and may include a contact header containing the address of an alternative P-CSCF the UE should use. 

· 
· insert a Path header in the request including an entry containing: 

· the SIP URI identifying the P-CSCF;

2) an indication that requests routed in this direction of the path (i.e. from the S-CSCF towards the P-CSCF) are expected to be treated as for the UE-terminating case. This indication may e.g. be in a parameter in the URI, a character string in the user part of the URI, or be a port number in the URI;

3) )
insert a Require header containing the option tag "path";

4) )
insert a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17] and a type 1 orig-ioi parameter. The P-CSCF shall set the type 1 orig-ioi parameter to a value that identifies the sending network of the request. The P-CSCF shall not include the type 1 term-ioi parameter;

5) )
insert a P-Visited-Network-ID header field, with the value of a pre-provisioned string that identifies the visited network at the home network;

6) )
if the P-CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, forward the request to an IBCF in the visited network.

If the selected exit point:

-
does not respond to the REGISTER request and its retransmissions by the P-CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;


the P-CSCF shall select a new exit point and forward the original REGISTER request.
NOTE 1:
The list of the exit points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P-CSCF.

If the P-CSCF fails to forward the REGISTER request to any exit point, the P-CSCF shall send back a 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26] unless local policy allows omitting the exit point; and

NOTE 2:
If the P-CSCF forwards the request to an IBCF in the visited network, the IBCF can determine the entry point of the home network, using the same mechanisms as described in NOTE 1 above. In that case the P-CSCF does not need to determine the entry point of the home network.

7)
determine the entry point of the home network and forward the request to that entry point.


If the selected entry point:

-
does not respond to the REGISTER request and its retransmissions by the P-CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;


the P-CSCF shall select a new entry point and forward the original REGISTER request. 

NOTE 3:
The list of the entry points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P-CSCF.

If the P-CSCF fails to forward the REGISTER request to any entry point, the P-CSCF shall send back a 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26]. 

When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1)
save the list of Service-Route headers preserving the order. The P-CSCF shall store this list during the entire registration period of the respective public user identity. The P-CSCF shall use this list to validate the routeing information in the requests originated by the UE. If this registration is a reregistration, the P-CSCF shall replace the already existing list of Service-Route headers with the new list;

2)
associate the Service-Route header list with the registered public user identity;

3)
store the public user identities and wildcarded public user identities, found in the P-Associated-URI header value, including any associated display names, and associate them to the registered public user identity, i.e. the registered public user identity and its associated set of implicitly registered public user identities and implicitly registered wildcarded public user identities;

4)
store the default public user identity, including its associated display name, if provided, for use with procedures for the P-Asserted-Identity header. The default public user identity is the first on the list of URIs present in the P-Associated-URI header;

NOTE 4:
There can be more than one default public user identity stored in the P-CSCF, as the result of the multiple registrations of public user identities.

5)
store the values received in the P-Charging-Function-Addresses header; and
6) 
if a term-ioi parameter is received in the P-Charging-Vector header, store the value of the received term-ioi parameter.
NOTE 5:
Any received term-ioi parameter will be a type 1 term-ioi. The type 1 term-ioi identifies the home network of the registered user.
When sending the 200 (OK) response for a REGISTER request, the P-CSCF, using local preconfigured information, may indicate the access types it is able to serve in addition to the being used one and may indicate default P-CSCF address(es) for the other access types (for future use avoiding new P-CSCF discovery at the UE, e.g. at IP-CAN change). 
5.2.2.2
IMS AKA as a security mechanism

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

1)
insert the parameter "integrity-protected" (described in subclause 7.2A.2) with a value "yes" into the Authorization header field in case the REGISTER request was either received protected with the security association created during an ongoing authentication procedure and includes an authentication challenge response (i.e. RES parameter), or it was received on the security association created during the last successful authentication procedure, otherwise insert the parameter with the value "no";

2)
in case the REGISTER request was received without protection, then check the existence of the Security-Client header. If the header is present, then remove and store it. If the header is not present, then the P-CSCF shall return a suitable 4xx response; and
3)
in case the REGISTER request was received protected, then:

a)
check the security association which protected the request. If the security association is a temporary one, then the request is expected to contain a Security-Verify header in addition to a Security-Client header. If there are no such headers, then the P-CSCF shall return a suitable 4xx response. If there are such headers, then the P-CSCF shall compare the content of the Security-Verify header with the content of the Security-Server header sent earlier and the content of the Security-Client header with the content of the Security-Client header received in the challenged REGISTER. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx response. If the contents match, the P-CSCF shall remove the Security-Verify and the Security-Client header;

b)
if the security association the REGISTER request was received on, is an already established one, then:

-
the P-CSCF shall remove the Security-Verify header if it is present;

-
a Security-Client header containing new parameter values is expected. If this header or any required parameter is missing, then the P-CSCF shall return a suitable 4xx response; and
-
the P-CSCF shall remove and store the Security-Client header before forwarding the request to the S-CSCF; and

c)
check if the private user identity conveyed in the Authorization header of the protected REGISTER request is the same as the private user identity which was previously challenged or authenticated. If the private user identities are different, the P-CSCF shall reject the REGISTER request by returning a 403 (Forbidden) response.
When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1)
delete any temporary set of security associations established towards the UE;

2)
remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the CK and IK have been removed;

3)
insert a Security-Server header in the response, containing the P-CSCF static security list and the parameters needed for the security association setup, as specified in Annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the IPsec layer algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203 [19] and shall announce support for them according to the procedures defined in RFC 3329 [48];

4)
set up the temporary set of security associations with a temporary SIP level lifetime between the UE and the P-CSCF for the user identified with the private user identity. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48]. The P-CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response to the UE using the security association with which the associated REGISTER request was protected, or unprotected in case the REGISTER request was received unprotected.

NOTE 1:
The challenge in the 401 (Unauthorized) response sent back by the S-CSCF to the UE as a response to the REGISTER request is piggybacked by the P-CSCF to insert the Security-Server header field in it. The S-CSCF authenticates the UE, while the P-CSCF negotiates and sets up two pairs of security associations with the UE during the same registration procedure. For further details see 3GPP TS 33.203 [19].

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

1)
if an existing set of security association is available, set the SIP level lifetime of the security association to the longest of either the previously existing security association lifetime, or the lifetime of the just completed registration plus 30 seconds;

2)
if a temporary set of security associations exists, change the temporary set of security associations to a newly established set of security associations, i.e. set its SIP level lifetime to the longest of either the previously existing set of security associations SIP level lifetime, or the lifetime of the just completed registration plus 30 seconds; and

3)
protect the 200 (OK) response to the REGISTER request within the same security association to that in which the request was protected.

When receiving a SIP message (including REGISTER requests) from the UE over the newly established set of security associations that have not yet been taken into use, the P-CSCF shall:

1)
reduce the SIP level lifetime of the old set of security associations towards the same UE to 64*T1 (if currently longer than 64*T1); and

2)
use the newly established set of security associations for further messages sent towards the UE as appropriate (i.e. take the newly established set of security associations into use).

NOTE 2:
In this case, the P-CSCF will send requests towards the UE over the newly established set of security associations. Responses towards the UE that are sent via UDP will be sent over the newly established set of security associations. Responses towards the UE that are sent via TCP will be sent over the same set of security associations that the related request was received on.

NOTE 3:
When receiving a SIP message (including REGISTER requests) from the UE over a set of security associations that is different from the newly established set of security associations, the P-CSCF will not take any action on any set of security associations.

When the SIP level lifetime of an old set of security associations is about to expire, i.e. their SIP level lifetime is shorter than 64*T1 and a newly established set of security associations has not been taken into use, the P-CSCF shall use the newly established set of security associations for further messages towards the UE as appropriate (see NOTE 2).

When sending the 200 (OK) response for a REGISTER request that concludes a re-authentication, the P-CSCF shall:

1)
keep the set of security associations that was used for the REGISTER request that initiated the re-authentication;

2)
keep the newly established set of security associations created during this authentication;

3)
delete, if existing, any other set of security associations towards this UE immediately; and

4)
go on using for further requests sent towards the UE the set of security associations that was used to protect the REGISTER request that initiated the re-authentication.

When sending the 200 (OK) respone for a REGISTER request that concludes an initial authentication, i.e. the REGISTER request that initiated the authentication was received unprotected, the P-CSCF shall:

1)
keep the newly established set of security associations created during this authentication;

2)
delete, if existing, any other set of security associations towards this UE immediately; and

3)
use the kept newly established set of security associations for further messages sent towards the UE.

NOTE 4:
The P-CSCF will maintain two Route header lists. The first Route header list - created during the registration procedure - is used only to validate the routeing information in the initial requests that originate from the UE. This list is valid during the entire registration of the respective public user identity. The second Route list - constructed from the Record Route headers in the initial INVITE and associated response - is used during the duration of the call. Once the call is terminated, the second Route list is discarded.

The P-CSCF shall delete any security association from the IPsec database when their SIP level lifetime expires.

The handling of the security associations at the P-CSCF is summarized in table 5.2.2-1.

Table 5.2.2-1: Handling of security associations at the P-CSCF

	
	Temporary set of security associations
	Newly established set of security associations
	Old set of security associations

	SIP message received over newly established set of security associations that have not yet been taken into use
	No action
	Take into use
	Reduce SIP level lifetime to 64*T1, if lifetime is larger than 64*T1

	SIP message received over old set of security associations
	No action
	No action
	No action

	Old set of security associations currently in use will expire in 64*T1
	No action
	Take into use
	No action 

	Sending an authorization challenge within a 401 (Unauthorized) response for a REGISTER request
	Create

Remove any previously existing temporary set of security associations 
	No action
	No action

	Sending 200 (OK) response for REGISTER request that concludes re-authentication
	Change to a newly established set of security associations
	Convert to and treat as old set of security associations (see next column)
	Continue using the old set of security associations over which the REGISTER request, that initiated the re-authentication was received.

Delete all other old sets of security associations immediately

	Sending 200 (OK) response for REGISTER request that concludes initial authentication
	Change to a newly established set of security associations and take into use immediately
	Convert to old set of security associations, i.e. delete
	Delete


5.2.2.3
SIP digest as a security mechanism

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

-
if the REGISTER request does not map to an existing IP association, and does not contain a challenge response, not include the integrity-protected parameter; or

-
if the REGISTER request does not map to an existing IP association, and does contain a challenge response, include an integrity-protected parameter with the value set to "ip-assoc-pending"; or

-
if the REGISTER request does map to an existing IP association, include an integrity-protected parameter with the value set to "ip-assoc-yes".
NOTE 1:
The absence of an "integrity protected" parameter in the Authorization header is an indication to the I-CSCF and S-CSCF that this is an initial REGISTER request.

If the P-CSCF receives a 504 (Server Time-Out) response to a REGISTER request, and if the REGISTER request is mapped to an existing IP association, then the P-CSCF shall delete the IP association.

NOTE 2:
The P-CSCF deletes the IP association on receipt of 500 (Server Internal Error) or 504 (Server Time-Out) so that the next REGISTER request received from the UE will look like an initial REGISTER request.

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, and the value of the Expires header field and/or expires parameter in the Contact header is different than zero, the P-CSCF shall additionally:
a)
create an IP association by storing and associating the UE's packet source IP address along with the "sent-by" parameter of the Via header, cf. RFC 3261 [26], of the REGISTER request with the private user identity and all the successfully registered public user identities related to that private user identity. If draft-ietf-sip-outbound [92] is used then the P-CSCF shall also include the UE's packet source port of the REGISTER request as part of the IP association; 

b)
if draft-ietf-sip-outbound [92] is used then overwrite any existing IP association which has the same pair of IP address and port, but a different private user identity. If draft-ietf-sip-outbound [92] is not used then overwrite any existing IP association which has the same IP address, but a different private user identy; and

c)
send the 200 (OK) response to the UE unprotected as defined in clause 4 of RFC 3581 [56A].

5.2.2.4
SIP digest with TLS as a security mechanism

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

-
if the REGISTER request was not received over an existing TLS session, not include the integrity-protected parameter; or

-
if the REGISTER request was received protected with a TLS session and where the Session ID for the TLS session is not bound to a private user identity, include an integrity-protected parameter with the value set to "tls-pending"; or

-
if the REGISTER request was received protected with a TLS session created during an ongoing authentication procedure and includes an authentication challenge response (i.e. response parameter), include an integrity-protected parameter with the value set to "tls-yes"; or
-
if the REGISTER request was received received on the TLS session created during the last successful authentication procedure and with no authentication challenge response (i.e. no response parameter), include an integrity-protected parameter with the value set to "tls-yes". In this case, the TLS Session ID for the TLS session shall be associated with a private user identity from a previously successful registration and the private user identity in the REGISTER request shall match the private user identity associated with the TLS Session ID.
NOTE:
The absence of an "integrity protected" parameter in the Authorization header is an indication to the I-CSCF and S-CSCF that this is an initial REGISTER request.

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, and the value of the Expires header field and/or expires parameter in the Contact header is different than zero, the P-CSCF shall additionally:

-
create an association by storing and associating the UEs IP address and port of the TLS connection with the TLS Session ID, the private user identity and all the successfully registered public user identities related to that private user identity; and

-
protect the 200 (OK) response to the REGISTER request within the same TLS session to that in which the request was protected.

5.2.2.5
NASS-IMS bundled authentication as a security mechanism

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

1)
store an association between the IP source address and port of the initial REGISTER request and the public user identities found in the P-Associated-URI header value and associate them to the public user identity under registration; and
2)
store an association between the IP source address and port of the initial REGISTER request the default public user identity for use with procedures for the P-Asserted-Identity header. The default public user identity is the first on the list of URIs present in the P-Associated-URI header.
Editor's note: It needs to be investigated if the P-CSCF should take some action on the line identifier.

*** Change # 3***

9.2.1
Connecting to the IP-CAN and P-CSCF discovery

Prior to communication with the IM CN subsystem, the UE shall:

a)
establish a connection with the IP-CAN;
b)
obtain an IP address using either the standard IETF protocols (e.g., DHCP or IPCP) or a protocol that is particular to the IP-CAN technology that the UE is utilising. The obtained IP address shall be fixed throughout the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the last deregistration; and
c)
acquire a P-CSCF address(es).


The UE may acquire an IP address via means other than the DHCP. In this case, upon acquiring an IP address, the UE shall request the configuration information (that includes the DNS and P-CSCF addresses) from the DHCP server through a single request and reply exchanged with the DHCP server. In order to avoid unnecessary P-CSCF discovery procedures in mobility situation, when the UE moves from an IP-CAN to another one, it shall register to the being used P-CSCF, except when::
· stored information indicates that the being used P-CSCF (typically P-CSCF discovered at the first IP connectivity) is not able to handle the new access type in which case, to register, it shall use a locally stored P-CSCF address appropriate to the being used IP-CAN if any or perform a new P-CSCF discovery if no appropriate P-CSCF address is available
· 
· timer F expires when trying to register in which case it shall perform procedures specified in section 5.1.1.2.1 

The methods for acquiring a P-CSCF address(es) are:

I.
Employ Dynamic Host Configuration Protocol for IPv4 RFC 2131 [40A] or for IPv6 (DHCPv6) RFC 3315 [40], the DHCP options for SIP servers RFC 3319 [41] and the DHCP options for Domain Name Servers (DNS) RFC 3646 [56C] in case of IPv6 and RFC 3361 [35A] in case of IPv4).


The UE shall either:

-
in the DHCP query, request a list of SIP server domain names of P-CSCF(s) and the list of Domain Name Servers (DNS); or

-
request a list of SIP server IP addresses of P-CSCF(s).

II.
Obtain the P-CSCF address(es) by employing a procedure that the IP-CAN technology supports. (e.g. GPRS).
III.
The UE may use pre-configured P-CSCF address(es) (IP address or domain name).

When acquiring a P-CSCF address(es) the UE can freely select either method I or II or III. 

The UE may also request a DNS Server IP address(es) as specified in RFC 3315 [40] and RFC 3646 [56C] or RFC 2131 [40A].

*** Change # 4 ***
7.6
3GPP IM CN subsystem XML body

7.6.1
General

This subclause contains the 3GPP IM CN Subsystem XML body in XML format. The 3GPP IM CN Subsystem XML shall be valid against the 3GPP IM CN Subsystem XML schema defined in table 7.7A.

Any SIP User Agent or proxy may insert or remove the 3GPP IM CN subsystem XML body or parts of it, as required, in any SIP message. The 3GPP IM CN subsystem XML body shall not be forwarded outside a 3GPP network.

The associated MIME type with the 3GPP IMS XML body is "application/3gpp-ims+xml".

7.6.2
Document Type Definition

The XML Schema, is defined in table 7.7A.

Table 7.7A: IM CN subsystem XML body, XML Schema
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified" version="1">

   <xs:complexType name="tIMS3GPP">

      <xs:sequence>
         <xs:choice>

            <xs:element name="alternative-service" type="tAlternativeService"/>

            <xs:element name="service-info" type="xs:string"/>
            <xs:element name="pcscf-supported-ipcan" type="xs:string"/>
            <xs:element name="alternative-pcscf" type="tAlternativePcscf"/>
         </xs:choice>

         <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>
      <xs:attribute name="version" type="xs:decimal" use="required"/>
      <xs:anyAttribute/>
   </xs:complexType>

   <xs:complexType name="tAlternativeService">

      <xs:sequence>

         <xs:element name="type" type="tType"/>

         <xs:element name="reason" type="xs:string"/>

         <xs:element name="action" type="tAction" minOccurs="0"/>
         <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>

      <xs:anyAttribute/>
   </xs:complexType>

   <xs:complexType name="tType">

      <xs:sequence>

         <xs:element name="emergency" minOccurs="0" maxOccurs="1">

            <xs:complexType/>

         </xs:element>

         <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>

      <xs:anyAttribute/>
   </xs:complexType>

   <xs:complexType name="tAction">

      <xs:sequence>

         <xs:element name="emergency-registration" minOccurs="0" maxOccurs="1">

            <xs:complexType/>

         </xs:element>

         <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>

      <xs:anyAttribute/>
   </xs:complexType>
   <xs:complexType name="tAlternativePcscf">

      <xs:sequence>

        <xs:element name="address" type="xs:string" minOccurs="1" maxOccurs="1">

        <xs:element name="supported-ipcan" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>

   </xs:complexType>
   <xs:element name="ims-3gpp" type="tIMS3GPP"/>

</xs:schema>

7.6.3
XML Schema description

This subclause describes the elements of the IMS Document Type Definition as defined in table 7.7A.

<ims-3gpp>:
This is the root element of the IMS XML body. It shall always be present. XML instance documents of future versions of the XML Schema in table 7.7A shall be valid against the XML Schema in table 7.7A in this document. XML instance documents of the XML Schema in table 7.7A in the present document shall have a version attribute value, part of the ims-3gpp element, that is equal to the value of the XML Schema version described in the present document.
<service-info>:
the transparent element received from the HSS for a particular trigger point are placed within this optional element.

<alternative-service>:
in the present document, the alternative service is used as a response for an attempt to establish an emergency session within the IM CN subsystem. The element describes an alternative service where the call should success. The alternative service is described by the type of service information. A possible reason cause why an alternative service is suggested may be included.


The <alternative-service> element contains a <type> element that indicates the type of alternative service and an <action> element, an optional element. 


The <type> element contains only the value "emergency" in the present document.


The <action> element contains only the value "emergency-registration" in the present document.


The <reason> element contains an explanatory text with the reason why the session setup has been redirected. A UE may use this information to give an indication to the user.
<pcscf-supported-ipcan>:
in the present document, the supported-ipcan element is used in 200 OK response to REGISTER. The element describes another IP-CAN the being used P-CSCF is able to handle. Several supported-ipcan elements may be present..
<alternative-pcscf>:
in the present document, the alternative-pcscf element is used in 200 OK response to REGISTER. This element describes an alternative P-CSCF and the supported IP-CANs that the P-CSCF is able to handle the UE can use in case it moves to a different IP-CAN not supported by the being used P-CSCF. Several alternative-pcscf elements may be present.

The < alternative-pcscf > element contains a <address> element that indicates the P-CSCF address and optionally one ore more <supported-ipcan> element that indicates the IP-CANs supported by that P-CSCF.
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