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1. Introduction
Contribution C1-080948 analyses which input parameters are required for the NAS encryption and integrity algorithms and proposes an answer to be sent in an LS to SA3 on the matter in C1-080949, so that the specification of the security algorithms can be started. In order to document the results of the analysis in CT1, this CR proposes to include a new subclause on the matter in the TR 24.801.
2. Reason for Change
SA3 is awaiting answers to which input parameters are required for the NAS encryption and integrity algorithms and in addition to sending them an LS on the matter it is here proposed to also document these parameter requirements in the CT1 TR 24.801, together with the background analysis providing the rationale for these input parameters from C1-080948.
3. Conclusions

It is proposed to include the results of the analysis on which input parameters are required for the NAS encryption and integrity algorithms into TR 24.801.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 24.801, version 0.7.0.
* * * * First Change * * * *

10.1.1
Security for E-UTRA

10.1.1.x
Input parameters for NAS encryption and integrity algorithms
The same input parameters as were used for UTRAN access, though slightly modified will be used for for E-UTRAN access. These parameters are:

-
NAS BEARER ID
A constant value the same length as the AS BEARER ID parameter (only included for alignment with AS input parameters)
-
NAS COUNT

32 bits
-
DIRECTION


1 bit
-
LENGTH



The maximum size of NAS messages will be less than 2^16 octets
The uniqueness property sought from the input parameters is that no two different NAS messages transmitted between the UE and MME shall have the same input parameters to the security algorithms using the same key.
Of the parameters described above, it is clear that the NAS COUNT is required to ensure that each message has a unique input for any given direction (the NAS protocol is a bi-directional channel). Since the same NAS COUNT may appear in both the uplink and the downlink, it is equally clear that the DIRECTION bit is required. The NAS COUNT parameter is built up form two parts, the Hyper Frame Number (HFN) and the Sequence Number (SN). The SN is the part that is carried with each encrypted unit and is increased for each new encrypted unit. The HFN is kept locally by each peer, and is increased when the SN wraps around.
Under the assumption that there can be only one NAS signalling channel per UE, the NAS COUNT and DIRECTION would be sufficient to uniquely identify any given NAS. Therefore, the use of a BEARER ID input parameter will not be necessary from NAS point of view, but for alignment with AS input parameters, a NAS BEARER ID is defined, but is always constant The length of the NAS BEARER ID parameter shall be the same as it is for the AS.
Editor’s note: Which constant value for the NAS BEARER ID to use is left to SA3 to decide upon.
It is required that the NAS COUNT shall be reset to zero if and only if AKA is run. An implication of this is that a new AKA must be run when the NAS COUNT is approaching the wraparound point.
The COUNT parameters used in UTRAN and in E-UTRAN PDCP for the AS are 32 bits long. Since the user plane in E-UTRAN can be expected to generate vastly more data than the NAS layer, using a 32-bit NAS COUNT is sufficient.
 Note: Only the SN part of NAS COUNT needs to be transmitted together with the NAS message, so there is no loss bandwidth of having a large NAS COUNT. The size of the SN part of the NAS COUNT needs to be large enough to accommodate the expected packet loss and packet re-ordering. That is, if the SN is, e.g., 4 bits long, the NAS layer can tolerate a loss of 15 packets in a row, or packets re-ordered by 15 packets if an appropriate windowing mechanism is used. 
Since EPS is going to be an "all IP network", an upper bound on the length of the NAS messages is the total length of an IP datagram. For IPv4 this length is 2^16 octets (including the header) if one wish to avoid fragmentation. This is clearly more than what is required for NAS messages, including transport overhead, and far less than what will be regarded as insecure (considering the state of modern encryption algorithms).

* * * * End Change * * * *

