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1 Introduction
Last year, SA3 requested information on which input parameters were required for the NAS encryption and integrity algorithms in the LS C1-072977, and the reply LS from CT1 in C1-072985 concluded that the work on the NAS protocol had not progressed far enough to be able to answer the questions posed by SA3. This contribution provides some analysis on the issue. 
2 Analysis
2.1 Parameters proposed by SA3
In the LS C1-072977, SA3 proposed that the same input parameters as were used for UTRAN (possibly slightly modified for EPS). These parameters are:
· COUNT (SA3 noted that COUNT-I and COUNT-C can be the same, so hereafter only the term COUNT will be used)
· BEARER (SA3 assumed that there would be only one NAS signalling connection, but proposed to use a static value for this parameter for alignment with the AS input parameters)

· DIRECTION (this bit is used to ensure that there are no collisions between uplink and downlink sequence numbers).

· Key (encryption or integrity key)

· Length (only used for encryption; length of the message to be encrypted).

2.2 Integrated security vs separate security layer
There are two main approaches to design the security for the NAS protocol. The first being building the security into the NAS protocol itself, and the second being a separate security layer below the NAS layer.
A quick recap of how COUNT is intended to work will aid in the following discussion. COUNT is built up form two parts, the Hyper Frame Number (HFN) and the Sequence Number (SN). The SN is the part that is carried with each encrypted unit and is increased for each new encrypted unit. The HFN is kept locally by each peer, and is increased when the SN wraps around.

In case the security is built into the NAS layer, the sequence number already carried in the NAS messages can be re-used as the least significant part (SN) of the COUNT. If a separate security layer is used below NAS, this layer has to add its own SN (which increases the packet size), or read the sequence number from the NAS layer (which may be unnecessarily complex).
Moreover, if the two-layer approach is taken, there will be other interactions between the layers. For example, keys and configuration data needs to be passed from the NAS layer down to the security layer. Other issues relates to how the security layer shall react to failed verification of integrity protection of incoming NAS messages. It seems prudent that the security layer indicates to the NAS layer if MACs are failing, since the NAS layer may wish to react to such events (e.g., if a large number of MACs are failing, the NAS layer may wish to drop the connection and re-establish it under the assumption that the synchronization with the UE is lost or that some form of attack is taking place). Alternatively the security layer have to report to the NAS layer that a certain number of MACs have failed within a given time period.
Since it seems more complex to use a separate security layer compared to integrating the security in the NAS layer, it is proposed that the NAS layer shall provide its own security processing.
2.3 Uniqueness of parameters
The uniqueness property sought from the input parameters is that no two different NAS messages transmitted between the UE and MME shall have the same input parameters to the security algorithms using the same key.
Of the parameters proposed by SA3, it is clear that the NAS COUNT is required to ensure that each message has a unique input for any given direction (the NAS protocol is a bi-directional channel). Since the same NAS COUNT may appear in both the uplink and the downlink, it is equally clear that the DIRECTION bit is required.
Under SA3's assumption that there can be only one NAS signalling channel per UE, the NAS COUNT and DIRECTION would be sufficient to uniquely identify any given NAS message (modulo re-transmissions of exactly the same NAS message, see more on this below). There seems to be no need for more than one NAS signalling channel between the MME and the UE. For this reason the use of a BEARER input will not be necessary from NAS point of view. However, since SA3 suggests aligning the input parameters for NAS and AS and doing this by using a constant value for the BEARER parameter in case of NAS, it is here proposed to follow the SA3 suggestion. Which constant value to use can be left to SA3 to decide.
Irrespectively of which NAS message re-transmission scheme is chosen, the above choice of parameters will never result in collisions. If re-transmission is done of protected NAS messages, the same NAS message protected using the same set of input parameters will be sent, and this does not provide an attacker with any new useful information w.r.t. the clear-text message or the keys used to protect it. If re-transmission of NAS messages is done by keeping the NAS message payload and increasing the NAS SN, the NAS COUNT for the two messages will be different, and again the attacker learns nothing useful.
It is noted that SA3 requires that the NAS COUNT shall be reset to zero if and only if AKA is run. An implication of this is that a new AKA must be run when the NAS COUNT is approaching the wraparound point.
Since EPS is going to be an "all IP network", an upper bound on the length of the NAS messages is the total length of an IP datagram. For IPv4 this length is 2^16 octets (including the header) if one wish to avoid fragmentation. This is clearly more than what is required for NAS messages, including transport overhead, and far less than what will be regarded as insecure (considering the state of modern encryption algorithms).

2.4 Length of parameters

The COUNT parameters used in UTRAN and in E-UTRAN PDCP are 32 bits long. Since the user plane in E-UTRAN can be expected to generate vastly more data than the NAS layer, using a 32-bit NAS COUNT is sufficient. Note that only the SN part of NAS COUNT needs to be transmitted together with the NAS message, so there is no loss bandwidth of having a large NAS COUNT. The size of the SN part of the NAS COUNT needs to be large enough to accommodate the expected packet loss and packet re-ordering. That is, if the SN is, e.g., 4 bits long, the NAS layer can tolerate a loss of 15 packets in a row, or packets re-ordered by 15 packets if an appropriate windowing mechanism is used. 
Since the BEARER parameter is not necessary for NAS and is only included for alignment with AS parameters, the length of the BEARER parameter should be the same as it is for AS. That is, CT1 does not take a stand on the length of this parameter.
It is noted that the core algorithms chosen for EPS are capable of handling 128-bit initialization vectors, so even though these lengths may be slightly longer than necessary, there will be no problem fitting them into the IV (and still leaving plenty of room for an encryption block counter).
3 Conclusion and proposal
It is proposed that an LS is sent to SA3 informing them about the given values so that the specification of the security algorithms can be started. The following parameters are proposed:
· NAS BEARER ID
A constant value the same length as the AS BEARER ID parameter (only included for alignment with AS input parameters)
· NAS COUNT
32 bits

· DIRECTION
1 bit

· LENGTH
The maximum size of NAS messages will be less than 2^16 octets

It is further proposed that the NAS layer shall provide its own security and not rely on a separate security layer located beneath the NAS layer. 
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