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4.7
Emergency service
The need for support of emergency calls in the IM CN subsystem is determined by national regulatory requirements.

If the UE cannot detect the emergency call attempt, the UE initiates the request as per normal procedures as described in subclause 5.1.2A. Depending on network policies, for a non-roaming UE an emergency call attempt can succeed even if the UE did not detect that an emergency session is being requested, otherwise the network rejects the request indicating to the UE that the attempt was for an emergency service.

The UE procedures for UE detectable emergency calls are defined in subclause 5.1.6.

The P CSCF and E-CSCF procedures for emergency service are described in subclause 5.2.10 and 5.11, respectively.

Access dependent aspects of emergency service (e.g. emergency registration support and location provision) are defined in the access technology specific annexes for each access technology.
4.8 Debugging of signalling 

4.8.1 General 
IMS entities can log SIP signalling, for debugging or tracing purposes, as described in 3GPP TS 32.422[19x]. Debugging of SIP signalling is configured from the debug-event package hosted on the S-CSCF and all entities that are capaable of logging debugging information can subscribe to the debug-event package. 

The HSS sends debugging configuration information to the S-CSCF in a Cx-Put-Response operation (see 3GPP TS 29.228 [16]) and shall include the following trace control and configuration parameters:

•
Public User Identity (i.e. Identity of user initiating/terminating the service to be traced) (M)

•
Service identification (M)

•
Trace reference (M)

•
Triggering events for S-CSCF (M)

•
Trace depth for S-CSCF (M)

•
List of NE types (M)

•
Triggering events for I-CSCF (M), P-CSCF (M), BGCF (M), MGCF (M) and other IMS network entities 

•
Trace depth for I-CSCF (M), P-CSCF (M), BGCF (M), MGCF (M) and other IMS network entities 

The HSS may include the following trace and configuration parameters: 

•
List of interfaces for S-CSCF (O)

•
List of interfaces for I-CSCF (O), P-CSCF (O), BGCF (O), MGCF (O)

The S-CSCF shall use these parameters to update the debug event package. 

4.8.2 Subscription to debug-event 

Entities can subscribe to debug-event for a  public user identity. Because the number of public user identities simultaneouly debugged will be usually be small, entities will typically be configured to use a wildcard public user identity to subscribe to debug-event for all public user identities hosted at connected S-CSCFs. Entities may subscribe as a result of  receiving a SIP REGISTER request (e.g. P-CSCF, I-CSCF, S-CSCF, and ASs), or triggered by other signalling content. 

An entity subscribing to the debug event package shall:

1)
generate a SUBSCRIBE request in accordance with RFC 3680 [43], with the following elements:

-
a Request-URI set to the resource to which the entity wants to be subscribed to, i.e. to a SIP URI that contains a wildcard public user identity or the default public user identity of the user;

-
a From header set to the entity's SIP URI;

-
a To header, set to a SIP URI that contains a wildcard public user identity or the default public user identity of the user;

-
an Event header set to the "debug" event package;

-
if the subscription to debug-event is a result of registration, an Expires header set to a value higher then the Expires header indicated in the 200 (OK) response to the REGISTER request;
-
if the subscription to debug-event is to a wildcard public user identity, an Expires header set to a value of 604800;
-
a P-Asserted-Identity header set to the SIP URI of the entity; and

-
a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17];

2)
if the entity is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, then the entity shall forward the request to an IBCF in the visited network; and

3)
determine the entry point of the home network (e.g., by using DNS services) and send the SUBSCRIBE request to that entry point, according to the procedures of RFC 3261 [26].

NOTE:
The subscription to debug event package is done once per private user identity.

Upon receipt of a 2xx response to the SUBSCRIBE request, the entity shall store the information for the so established dialog and the expiration time as indicated in the Expires header of the received response.

If continued subscription is required the entity shall automatically refresh the subscription to the debug event package either 600 seconds before the expiration time if the initial subscription was for greater than 1200 seconds, or when half of the time has expired if the initial subscription was for 1200 seconds or less. If a SUBSCRIBE request to refresh a subscription fails with a non-481 response, the entity shall still consider the original subscription valid for the duration of the most recently known "Expires" value according to RFC 3265 [28]. Otherwise, the entity shall consider the subscription invalid and start a new initial subscription according to RFC 3265 [28].
*** Change 3 *** .

5.1.1.5
Authentication

5.1.1.5.1
IMS AKA - general
Authentication is performed during initial registration. A UE can be re-authenticated during subsequent reregistrations, deregistrations or registrations of additional public user identities. When the network requires authentication or re-authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

1)
extract the RAND and AUTN parameters;

2)
check the validity of a received authentication challenge, as described in 3GPP TS 33.203 [19] i.e. the locally calculated XMAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN parameter derived from the AUTN part of the challenge must be within the correct range; and

3)
check the existence of the Security-Server header as described in RFC 3329 [48]. If the header is not present or it does not contain the parameters required for the setup of the set of security associations (see annex H of 3GPP TS 33.203 [19]), the UE shall abandon the authentication procedure and send a new REGISTER request with a new Call-ID.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

1)
calculate the RES parameter and derive the keys CK and IK from RAND as described in 3GPP TS 33.203 [19];

2)
set up a temporary set of security associations based on the static list and parameters it received in the 401 (Unauthorized) response and its capabilities sent in the Security-Client header in the REGISTER request. The UE sets up the temporary set of security associations using the most preferred mechanism and algorithm returned by the P-CSCF and supported by the UE and using IK and CK (only if encryption enabled) as the shared key. The UE shall use the parameters received in the Security-Server header to setup the temporary set of security associations. The UE shall set a temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

3)
send another REGISTER request using the temporary set of security associations to protect the message. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing:

-
the realm directive set to the value as received in the realm directive in the WWW Authenticate header;

-
the username directive, set to the value of the private user identity;

-
the response directive that contains the RES parameter, as described in RFC 3310 [49];

-
the uri directive, set to the SIP URI of the domain name of the home network;
-
the algorithm directive, set to the value received in the 401 (Unauthorized) response; and
-
the nonce directive, set to the value received in the 401 (Unauthorized) response. 

The UE shall also insert the Security-Client header that is identical to the Security-Client header that was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header into the request, by mirroring in it the content of the Security-Server header received in the 401 (Unauthorized) response. The UE shall set the Call-ID of the security association protected REGISTER request which carries the authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge.

On receiving the 200 (OK) response for the security association protected REGISTER request, the UE shall:

-
change the temporary set of security associations to a newly established set of security associations, i.e. set its SIP level lifetime to the longest of either the previously existing set of security associations SIP level lifetime, or the lifetime of the just completed registration plus 30 seconds; and

-
use the newly established set of security associations for further messages sent towards the P-CSCF as appropriate.

NOTE:
In this case, the UE will send requests towards the P-CSCF over the newly established set of security associations. Responses towards the P-CSCF that are sent via UDP will be sent over the newly established set of security associations. Responses towards the P-CSCF that are sent via TCP will be sent over the same set of security associations that the related request was received on.

When the first request or response protected with the newly established set of security associations is received from the P-CSCF, the UE shall delete the old set of security associations and related keys it may have with the P-CSCF after all SIP transactions that use the old set of security associations are completed.

Whenever the 200 (OK) response is not received before the temporary SIP level lifetime of the temporary set of security associations expires or a 403 (Forbidden) response is received, the UE shall consider the registration to have failed. The UE shall delete the temporary set of security associations it was trying to establish, and use the old set of security associations. The UE should send an unprotected REGISTER message according to the procedure specified in subclause 5.1.1.2 if the UE considers the old set of security associations to be no longer active at the P-CSCF.

In the case that the 401 (Unauthorized) response is deemed to be invalid then the UE shall behave as defined in subclause 5.1.1.5.3.

5.1.1.5.2
Void
5.1.1.5.3
IMS AKA abnormal cases

If, in a 401 (Unauthorized) response, either the MAC or SQN is incorrect the UE shall respond with a further REGISTER indicating to the S-CSCF that the challenge has been deemed invalid as follows:

-
in the case where the UE deems the MAC parameter to be invalid the subsequent REGISTER request shall contain no AUTS directive and an empty response directive, i.e. no authentication challenge response;

-
in the case where the UE deems the SQN to be out of range, the subsequent REGISTER request shall contain the AUTS directive (see 3GPP TS 33.102 [18]).

NOTE:
In the case of the SQN being out of range, a response directive can be included by the UE, based on the procedures described in RFC 3310 [49].

Whenever the UE detects any of the above cases, the UE shall:

-
send the REGISTER request using an existing set of security associations, if available (see 3GPP TS 33.203 [19]);

-
populate a new Security-Client header within the REGISTER request, set to specify the security mechanism it supports, the IPsec layer algorithms for integrity and confidentiality protection it supports and the parameters needed for the new security association setup; and

-
not create a temporary set of security associations.

5.1.1.5.4
SIP digest – general

On receiving a 401 (Unauthorized) response to the REGISTER request, and where the algorithm parameter is MD5, the UE shall extract the digest-challenge parameters as indicated in RFC 2617 [21] from the WWW-Authenticate header. The UE shall calculate digest-response parameters as indicated in RFC 2617 [21]. The UE shall send another REGISTER request containing an Authorization header. The header fields are populated as defined in subclause 5.1.1.2.3, with the addition that the UE shall include an Authorization header containing a challenge response, cnonce, qop, and nonce-count parameters as indicated in RFC 2617 [21]. The UE shall set the Call-ID of the REGISTER request which carries the authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge. If SIP digest is used without TLS, the UE shall not include RFC 3329 [48] headers with this REGISTER.

On receiving the 200 (OK) response for the REGISTER request, if the algorithm parameter in the Authentication-Info header is MD5, the UE shall authenticate the S-CSCF using the "response-auth" directive in the Authentication-Info header as described in RFC 2617 [21].

5.1.1.5.5
SIP digest – abnormal procedures

On receiving a 403 (Forbidden) response, the UE shall consider the registration to have failed. If performing SIP digest with TLS, the UE should send an initial REGISTER according to the procedure specified in subclause 5.1.1.2 if the UE considers the TLS session to be no longer active at the P-CSCF.
5.1.1.5.6
SIP digest with TLS – general

On receiving a 401 (Unauthorized) response to the REGISTER request, the procedures in subclause 5.1.1.5.3 apply with the following differences:

-
The UE shall check the existence of the Security-Server header as described in RFC 3329 [48]. If the header is not present or the list of supported security mechanisms does not include "tls", the UE shall abandon the authentication procedure and send a new REGISTER request.

In the case that the 401 (Unauthorized) response to the REGISTER is deemed to be valid the UE shall send another REGISTER request using the TLS session to protect the message. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing a challenge response, cnonce, qop, and nonce-count parameters as indicated in RFC 2617 [21]. The UE shall also insert the Security-Client header that is identical to the Security-Client header that was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header into the request, by mirroring in it the content of the Security-Server header received in the 401 (Unauthorized) response. The UE shall set the Call-ID to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge.

When SIP digest with TLS is used, and for the case where the 401 (Unauthorized) response to the REGISTER request is deemed to be valid, the UE shall establish the TLS session as described in 3GPP TS 33.203 [19]. The UE shall use this TLS session to send all further messages towards the P-CSCF.
5.1.1.5.7
SIP digest with TLS – abnormal procedures

The procedures in subclause 5.1.1.5.4 apply.
5.1.1.5.8
NASS-IMS bundled authentication – general

NASS-IMS bundled authentication is only applicable to UEs that contain neither USIM nor ISIM. Authentication is achieved via the registration and re-registration procedures as defined in subclause 5.1.1.2 and subclause 5.1.1.4. NASS-bundled authentication is granted by the network upon receipt by the UE of a 200 (OK) response to the initial REGISTER request. 

There is no separate authentication procedure.

5.1.1.5.9
NASS-IMS bundled authentication – abnormal procedures

There is no separate authentication procedure, and therefore no abnormal procedures.

5.1.1.5.10
Abnormal procedures for all security mechanisms
A UE shall only respond to two consecutive invalid challenges and shall not automatically attempt authentication after two consecutive failed attempts to authenticate. The UE may attempt to register with the network again after an implementation specific time.

5.1.1.5A
Network-initiated re-authentication

At any time, the UE can receive a NOTIFY request carrying information related to the reg event package (as described in subclause 5.1.1.3). If:

-
the state attribute in any of the <registration> elements is set to "active";

-
the value of the <uri> sub-element inside the <contact> sub-element is set to the Contact address that the UE registered; and

-
the event attribute of that <contact> sub-element(s) is set to "shortened";

the UE shall:

1)
use the expiry attribute within the <contact> sub-element that the UE registered to adjust the expiration time for that public user identity; and 

2)
start the re-authentication procedures at the appropriate time (as a result of the S-CSCF procedure described in subclause 5.4.1.6) by initiating a reregistration as described in subclause 5.1.1.4, if required.

NOTE:
When authenticating a given private user identity, the S-CSCF will only shorten the expiry time within the <contact> sub-element that the UE registered using its private user identity. The <contact> elements for the same public user identity, if registered by another UE using different private user identities remain unchanged. The UE will not initiate a reregistration procedure, if none of its <contact> sub-elements was modified.
If the received NOTIFY request contains a P-Debug-ID: header field with the value 000000, the UE shall subscribe to its own debug-event package at the S-CSCF. 

Editor's Note: Control and configuration parameters for debugging are supplied to the UE using OMA device management. Subscribing to debug-event is an alternative method for the core network to provide these parameters. 
5.1.1.5B
Change of Ipv6 address due to privacy

Stateless address autoconfiguration as described in RFC 2462 [20E] defines how an IPv6 prefix and an interface identifier is used by the UE to construct a complete IPv6 address.

If the UE receives an IPv6 prefix, the UE may change the interface identity of the IPv6 address as described in RFC 3041 [25A] due to privacy but this will result in service discontinuity for services provided by the IM CN subsystem.

NOTE:
The procedure described below will terminate all established dialogs and transactions and temporarily disconnect the UE from the IM CN subsystem until the new registration is performed. Due to this, the UE is recommended to provide a limited use of the procedure to ensure a maximum degree of continuous service to the end user.

In order to change the IPv6 address due to privacy, the UE shall:

1)
terminate all ongoing dialogs (e.g., sessions) and transactions (e.g., subscription to the reg event);

2)
deregister all registered public user identities as described in subsclause 5.1.1.4;

3)
construct a new IPv6 address according to the procedures specified in RFC 3041 [25A];

4)
register the public user identities that were deregistered in step 2 above, as follows:

a)
by performing an initial registration as described in subsclause 5.1.1.2; and 

b)
by performing a subscription to the reg event package as described in subsclause 5.1.1.3; and

5)
subscribe to other event packages it was subscribed to before the change of IPv6 address procedure started.

*** Change 4 *** 
5.2.3
Subscription to the user's registration-state event package

Upon receipt of a 200 (OK) response to the initial REGISTER request, the P-CSCF shall:

1)
generate a SUBSCRIBE request in accordance with RFC 3680 [43], with the following elements:

-
a Request-URI set to the resource to which the P-CSCF wants to be subscribed to, i.e. to a SIP URI that contains the default public user identity of the user;

-
a From header set to the P-CSCF's SIP URI;

-
a To header, set to a SIP URI that contains the default public user identity of the user;

-
an Event header set to the "reg" event package;

-
an Expires header set to a value higher then the Expires header indicated in the 200 (OK) response to the REGISTER request;

-
a P-Asserted-Identity header set to the SIP URI of the P-CSCF,which was inserted into the Path header during the registration of the user to whose registration state the P-CSCF subscribes to; and

-
a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17];

2)
if the P-CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, then the P-CSCF shall forward the request to an IBCF in the visited network; and

3)
determine the entry point of the home network (e.g., by using DNS services) and send the SUBSCRIBE request to that entry point, according to the procedures of RFC 3261 [26].

NOTE:
The subscription to reg event package is done once per private user identity.

Upon receipt of a 2xx response to the SUBSCRIBE request, the P-CSCF shall store the information for the so established dialog and the expiration time as indicated in the Expires header of the received response.

If continued subscription is required the P-CSCF shall automatically refresh the subscription to the reg event package either 600 seconds before the expiration time if the initial subscription was for greater than 1200 seconds, or when half of the time has expired if the initial subscription was for 1200 seconds or less. If a SUBSCRIBE request to refresh a subscription fails with a non-481 response, the P-CSCF shall still consider the original subscription valid for the duration of the most recently known "Expires" value according to RFC 3265 [28]. Otherwise, the P-CSCF shall consider the subscription invalid and start a new initial subscription according to RFC 3265 [28].
5.2.3A
Subscription to the debug event package 

Upon receipt of a 2xx response to the initial registration, the P-CSCF shall subscribe to the debug event package for the public user identity or all public user identities registered at the user's registrar (S-CSCF) , if a subscription does not already exist, as described in 4.8.2. 
5.2.4 
Registration of multiple public user identities

Upon receipt of a 2xx response to the SUBSCRIBE request the P-CSCF shall maintain the generated dialog (identified by the values of the Call-ID, To and From headers).

Upon receipt of a NOTIFY request on the dialog which was generated during subscription to the reg event package of the user, the P-CSCF shall perform the following actions:

1)
for each public user identity whose state attribute in the <registration> element is set to "active", i.e. registered; and

-
the state attribute within the <contact> sub-element is set to "active"; and

-
the value of the <uri> sub-element inside the <contact> sub-element is set to the contact address of the user's UE; and

-
the event attribute of that <contact> sub-element(s) is set to "registered" or "created";

the P-CSCF shall: 

-
bind the indicated public user identity as registered to the contact information of the respective user; and 

-
add the public user identity to the list of the public user identities that are registered for the user; 

2)
for each public user identity whose state attribute in the <registration> element is set to "active", i.e. registered: and 

-
the state attribute within the <contact> sub-element is set to "terminated"; 

-
the value of the <uri> sub-element inside the <contact> sub-element is set to the contact address of the user's UE; and 

-
the event attribute of that <contact> sub-element(s) is set to "deactivated", "expired", "probation", "unregistered", or "rejected";


the P-CSCF shall consider the indicated public user identity as deregistered for this user, and shall release all stored information for the public user identity bound to the respective user; and

3)
for each public user identity whose state attribute in the <registration> element is set to "terminated", i.e. deregistered; and

-
the value of the <uri> sub-element inside the <contact> sub-element is set to the contact address of the user's UE; and

-
the event attribute of that <contact> sub-element(s) is set to "deactivated", "expired", "probation", "unregistered", or "rejected"; 


the P-CSCF shall consider the indicated public user identity as deregistered for this UE, and shall release all stored information for these public user identity bound to the respective user and remove the public user identity from the list of the public user identities that are registered for the user.

If all public user identities, that were registered by the user using its private user identity, have been deregistered, the P-CSCF, will receive from the S-CSCF a NOTIFY request that may include the Subscription-State header set to "terminated", as described in subclause 5.4.2.1.2. If the Subscription-State header was not set to "terminated", the P-CSCF may either unsubscribe to the reg event package of the user or let the subscription expire.

NOTE 1:
Upon receipt of a NOTIFY request with the Subscription-State header set to "terminated", the P-CSCF considers the subscription to the reg event package terminated (i.e. as if the P-CSCF had sent a SUBSCRIBE request with an Expires header containing a value of zero).

NOTE 2:
There may be public user identities which are implicitly registered within the registrar (S-CSCF) of the user upon registration of one public user identity. The procedures in this subclause provide a mechanism to inform the P-CSCF about these implicitly registered public user identities.

*** Change 5 *** .

5.3.1.3
Abnormal cases

In the case of SLF query, if the SLF does not send HSS address to the I-CSCF, the I-CSCF shall send back a 403 (Forbidden) response to the UE.

If the HSS sends a negative response to the user registration status query request, the I-CSCF shall send back a 403 (Forbidden) response.

If the user registration status query procedure cannot be completed, e.g. due to time-out or incorrect information from the HSS, the I-CSCF shall send back a 480 (Temporarily Unavailable) response to the UE.

If a selected S-CSCF:

-
does not respond to the REGISTER request and its retransmissions by the I-CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

and:

-
the REGISTER request did not include an "integrity-protected" parameter in the Authorization header; or 

-
did include an "integrity-protected" parameter with a value different from "yes" in the Authorization header;

then:

-
if the I-CSCF has received the list of capabilities from the HSS, the I-CSCF shall select a new S-CSCF as described in subclause 5.3.1.2, based on the capabilities indicated from the HSS. The newly selected S-CSCF shall not be one of any S-CSCFs selected previously during this same registration procedure; or 

-
if the I-CSCF has received a valid SIP URI from the HSS because the S-CSCF is already assigned to other UEs sharing the same public user identity, it will request the list of capabilities from the HSS and, on receiving these capabilities, the I-CSCF shall select a new S-CSCF as described in subclause 5.3.1.2, based on the capabilities indicated from the HSS. The newly selected S-CSCF shall not be one of any S-CSCFs selected previously during this same registration procedure.

If a selected S-CSCF does not respond to a REGISTER request and its retransmissions by the I-CSCF and the REGISTER request did include an Authorization header with the "integrity-protected" parameter set to a value other than "no", the I-CSCF shall send back a or 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26].

If the I-CSCF cannot select a S-CSCF which fulfils the mandatory capabilities indicated by the HSS, the I-CSCF shall send back a 600 (Busy Everywhere) response to the user.
5.3.1.4
Subscription to the debug event package 

Upon receipt of a 2xx response to the initial registration, the I-CSCF shall subscribe to the debug event package for the public user identity or all public user identities registered at the user's registrar (S-CSCF) , if a subscription does not already exist, as described in 4.8.2. 
*** Change 6 ***
5.4.1.6
Network-initiated reauthentication

The S-CSCF may request a subscriber to reauthenticate at any time, based on a number of possible operator settable triggers as described in subclause 5.4.1.2.

If the S-CSCF is informed that a private user identity needs to be re-authenticated, the S-CSCF shall generate a NOTIFY request on all dialogs which have been established due to subscription to the reg event package of that user. For each NOTIFY request the S-CSCF shall:

1)
set the Request-URI and Route header to the saved route information during subscription;

2)
set the Event header to the "reg" value;

3)
in the body of the NOTIFY request, include as many <registration> elements as many public user identities the S-CSCF is aware of the user owns:

a)
set the <uri> sub-element inside the <contact> sub-element of each <registration> element to the contact address provided by the UE;

b)
set the aor attribute within each <registration> element to one public user identity;

c)
set the state attribute within each <registration> element to "active";

d)
set the state attribute within each <contact> element to "active";

e)
set the event attribute within each <contact> element that was registered by this UE to "shortened";

f)
set the expiry attribute within each <contact> element that was registered by this UE to an operator defined value; and

g)
set the <pub-gruu> and <temp-gruu> sub-elements within each <contact> element as specified in subclause 5.4.2.1.2; 
NOTE 1:
There might be more than one contact information available for one public user identity. The S-CSCF will only modify the <contact> elements that were originally registered by this UE using its private user identity. The S-CSCF will not modify the <contact> elements for the same public user identitity, if registered by another UE using different private user identity.

4)
set a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17]; and 
5)
if the network requires the UE to subscribe to its debug event package, set a P-Debug-ID header with the value 000000.
Afterwards the S-CSCF shall wait for the user to reauthenticate (see subclause 5.4.1.2).

NOTE 2:
Network initiated re-authentication may occur due to internal processing within the S-CSCF.

The S-CSCF shall only include the non-barred public user identities in the NOTIFY request.

When generating the NOTIFY request, the S-CSCF shall shorten the validity of all registration lifetimes associated with this private user identity to an operator defined value that will allow the user to be re-authenticated.

*** Change 7 *** 
5.5.2
Subscription and notification

The MGCF can subscribe to the debug-event package hosted at the S-CSCF connected to the MGCF. 

Editor's Note: It is FFS when the MGCF subscribes to the debug-event package. 
*** Change 8 *** 
5.6.2
Common BGCF procedures
When determining where to route the received request, the originating BGCF may use the information obtained from other protocols or any other available databases.

The BGCF may support retrieval of NP data as part of the procedures to determine where to route the request. Retrieval of NP data by the BGCF is subject to local policy. Retrieval of NP data is relevant only if the Request-URI contains an international public telecommunications number. The interface used at the BGCF to retrieve the NP data is out of scope of this specification. If the Request-URI contains a tel-URI with an "npdi" tel-URI parameter, as defined in RFC 4694 [112], NP data has been obtained previously and NP data retrieval is only performed if required by local policy. If NP data is retrieved by the BGCF, the BGCF shall add the tel-URI NP parameters to the Request-URI as defined in RFC 4694 [112]: an "npdi" tel-URI parameter is added to indicate that NP data retrieval has been performed, and if the number is ported, an "rn" tel-URI parameter is added to identify the ported-to routeing number. The "rn" tel-URI parameter may be used by the BGCF for routeing the request.

The BGCF NP procedures also apply when the request contains a Request-URI in the form of a SIP URI user=phone, where the "npdi" and "rn" tel-URI parameters are contained in the userinfo part of the SIP URI.

When the BGCF receives a request, the BGCF shall forward the request: 

-
to an MGCF within its own network; or
-
to another network containing a BGCF, or I-CSCF; or

-
where the request is for another network, to an IBCF in its own network, if local policy requires IBCF capabilities towards another network; or 

-
where the Ici interface is used to interconnect two networks and the destination network is beyond such interface, to an IBCF in its own network..

When forwarding the request to the next hop, the BGCF may leave the received Request-URI unmodified.

The BGCF need not Record-Route the INVITE request. While the next entity may be a MGCF acting as a UA, the BGCF shall not apply the procedures of RFC 3323 [33] relating to privacy. The BGCF shall store the values received in the P-Charging-Function-Addresses header. The BGCF shall store the value of the icid parameter received in the P-Charging-Vector header and retain the icid parameter in the P-Charging-Vector header.

NOTE 1:
The means by which the decision is made to forward to an MGCF or to another network is outside the scope of the present document, but may be by means of a lookup to an external database, or may be by data held internally to the BGCF.

If the BGCF supports carrier routeing, then the BGCF shall support the following procedures, based on local policy:

a)
if the BGCF is configured to populate an operator configured preassigned carrier into a tel-URI contained in the Request-URI, and a preassigned carrier is required for this call, then the BGCF shall include the "cic" tel-URI parameter in the Request-URI identifying the preassigned carrier (as described in RFC 4694 [112]). The BGCF shall also populate the "dai" tel-URI parameter (as described in draft-yu-tel-dai [113]) to identify how the "cic" parameter was obtained; or

b)
if the BGCF is configured to populate the freephone carrier ID, and a freephone carrier is required for this call, then the BGCF shall include the "cic" tel-URI parameter in the Request-URI identifying the freephone carrier (as described in RFC 4694 [112]).

The BGCF carrier routeing procedures also apply when the Request-URI is in the form of a SIP URI user=phone, where the "dai" and "cic" tel-URI parameters are contained in the userinfo part of the SIP URI.

The BGCF shall not add the "cic" or "dai" tel-URI parameter values in the Request-URI if the parameter(s) already exist in the tel-URI.
NOTE 2:
Local policy should be able to control the interaction and precedence between routeing on "cic" parameter versus routeing based on "rn" parameter. 

NOTE 3:
The means to configure the BGCF with the pre-assigned carrier is outside the scope of this document.
When the BGCF receives an INVITE request, if the BGCF inserts its own Record-Route header, the BGCF may require the periodic refreshment of the session to avoid hung states in the BGCF. If the BGCF requires the session to be refreshed, the BGCF shall apply the procedures described in RFC 4028 [58] clause 8. 

NOTE 4:
Requesting the session to be refreshed requires support by at least one of the UEs. This functionality cannot automatically be granted, i.e. at least one of the involved UEs needs to support it. 

5.6.3
Subscription to debug configuration 

The BGCF can subscribe to the debug-event package hosted at an S-CSCF. 

Editor's Note: It is FFS when the BGCF subscribes to the debug-event package.
5.7
Procedures at the Application Server (AS)

5.7.1
Common Application Server (AS) procedures

5.7.1.1
Notification about registration status

The AS may support the REGISTER method in order to discover the registration status of the user. If a REGISTER request arrives and the AS supports the REGISTER method, the AS shall store the Expires parameter from the request and generate a 200 (OK) response or an appropriate failure response. For the success case, the 200 (OK) response shall contain Expires value equal to the value received in the REGISTER request. The AS shall store the values received in P-Charging-Function-Addresses header. Also, the AS shall store the values of the icid parameter and orig-ioi parameter if present in the P-Charging-Vector header from the REGISTER request. The AS shall insert a P-Charging-Vector header containing the orig-ioi parameter, if received in the REGISTER request and a type 3 term-ioi parameter in the response to REGISTER. The AS shall set the type 3 term-ioi parameter to a value that identifies the service provider from which the response is sent and the orig-ioi parameter is set to the previously received value of orig-ioi.

Upon receipt of a third-party REGISTER request, the AS may subscribe to the reg event package for the public user identity registered at the user's registrar (S-CSCF) as described in RFC 3680 [43].

On sending a SUBSCRIBE request, the AS shall populate the header fields as follows:

a)
a Request URI set to the resource to which the AS wants to be subscribed to, i.e. to a SIP URI that contains the public user identity of the user that was received in the To header field of the third-party REGISTER request;

b)
a From header field set to the AS's SIP URI;

c)
a To header field, set to a SIP URI that contains the public user identity of the user that was received in the To header field of the third-party REGISTER request;

d)
an Event header set to the "reg" event package;

e)
a P-Asserted-Identity header field set to the SIP URI of the AS; and

NOTE 1:
The S-CSCF expects the SIP URI used in the P-Asserted-Identity header to correspond to the SIP URI, which identified this AS in the initial filter criteria of the user to whose registration state the AS subscribes to.

f)
a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17] and a type 3 orig-ioi parameter. The type 3 orig-ioi identifies the service provider from which the request is sent. The AS shall not include the type 3 term-ioi parameter.

Upon receipt of a 2xx response to the SUBSCRIBE request, the AS shall store the information for the so established dialog and the expiration time as indicated in the Expires header of the received response.

Upon receipt of any response, the AS shall store the value of the term-ioi parameter received in the P-Charging-Vector header if present. 

NOTE 2:
Any received term-ioi parameters will be any type term-ioi but includes the adjacent network term ioi in frst position. The first term-ioi identifies the network operator from which the response was originated for a release 5 S-CSCF and the network operator from which the request was sent otherwise. 

NOTE 3:
Upon receipt of a NOTIFY request with all <registration> element(s) having their state attribute set to "terminated" (i.e. all public user identities are deregistered) and the Subscription-State header set to "terminated", the AS considers the subscription to the reg event package terminated, i.e. as if the AS had sent a SUBSCRIBE request with an Expires header containing a value of zero.

Upon receipt of a NOTIFY request, the AS shall store the value of the orig-ioi parameters if present in the P-Charging-Vector header. The AS shall insert a P-Charging-Vector header in the response to the NOTIFY rquest containing the orig-ioi parameter, if received in the NOTIFY request and a type 3 term-ioi. The AS shall set the type 3 term-ioi parameter to a value that identifies the service provider from which the response is sent and the orig-ioi parameter is set to the previously received value of orig-ioi. 
5.7.1.1A Subscription to debug configuration 

Upon receipt of a third-party REGISTER request, the AS may subscribe to the debug-event package for the public user identity registered at the user's registrar (S-CSCF).
Editor's Note: It is FFS when an AS subscribes to debug-event.
*** Change 9 *** 
5.10.6.3
IBCF procedures for SIP message bodies

If IP address translation (NA(P)T or IP version interworking) occurs on the user plane, the IBCF shall modify SDP according to the annex F and G as appropriate;

Additionally, the IBCF may take the followings action upon SIP message bodies:

1)
examine the length of a SIP message body and if required by local policy, take an appropriate action (e.g. forward the message body transparently, reject the request, remove the body);

2)
examine the characteristics of the message body (i.e. check the values of any Content-Type, Content-Disposition, and Content-Language headers), take an appropriate action defined by local policy (e.g. forward the body unchanged, remove the body, reject the call); and

3)
examine the content of SIP bodies, and take appropriate action defined by local policy (e.g. forward the body unchanged, remove the body, reject the call). 
5.10.7 
Subscription to debug configuration 

The IBCF can subscribe to the debug event package at  an S-CSCF.

Editor's Note: It is FFS when the IBCF subscribes to debug-event. 
5.11
Procedures at the E-CSCF

5.11.1
General

The PSAP may either be directly connected to the IM CN subsystem or via the PSTN. 
The E-CSCF retrieves a PSAP URI, based on the location of the UE. The PSAP URI can be retrieved from LRF or from local configuration. The PSAP address will either point to a PSAP connected to the IM CN subsystem or to a PSAP connected to the PSTN.

If the E-CSCF fails to select a PSAP based on the received location information contained in an INVITE request, the E-CSCF can interrogate an LRF or an external server in order to retrieve location information.

NOTE 1:
The protocol used between an E-CSCF and an LRF and between an E-CSCF and an external server is not specified in this version of the specification.

5.11.2
UE originating case

The E-CSCF may either forward the call to a PSAP in the IP network or forward the call to a PSAP in the PSTN. In the latter case the call will pass a BGCF and a MGCF before entering the PSTN.

Upon receipt of an initial request for a dialog, or a standalone transaction, or an unknown method including a Request-URI with an emergency service URN, i.e. a service URN with a top-level service type of "sos" as specified in draft-ietf-ecrit-service-urn [69], or an emergency number the E-CSCF shall: 

1)
remove its own SIP URI from the topmost Route header;

2)
if the PSAP is the next hop, store the value of the icid parameter received in the P-Charging-Vector header and remove the received information in the P-Charging-Vector header, else keep the P-Charging-Vector if the next hop is an exit IBCF or a BGCF;

3)
if the PSAP is the next hop remove the P-Charging-Function-Addresses headers, if present, else keep the P-Charging-Function-Addresses headers if the next hop is an exit IBCFor an BGCF;

4)
if an IBCF or BGCF is the next hop insert a type 2 orig-ioi parameter into the P-Charging-Vector header. The E-CSCF shall set the type 2 orig-ioi parameter to a value that identifies the sending network. The E-CSCF shall not include the term-ioi parameter;

5)
get location information as

-
geographical location information received as a location object from a message body with the content type application/pidf+xml in accordance with draft-ietf-sip-location-conveyance [89]; and
-
location identifier as derived from the P-Access-Network-Info header, if available. 

NOTE 1:
The E-CSCF can request location information from an LRF. The protocol used to retrieve the location information from the LRF is not specified in this version of the specification.

NOTE 2:
As an alternative to retrieve location information from the LRF the E-CSCF can also request location information from an external server. The address to the external server can be received in the Geolocation header as specified in draft-ietf-sip-location-conveyance [89]. The protocol used to retrieve the location information from the external server is not specified in this version of the specification.

6)
select, based on location information and optionally type of emergency service:

-
a PSAP connected to the IM CN subsystem network and add the PSAP URI to the topmost Route header; or

NOTE 3:
The E-CSCF conveys the P-Access-Network-Info header containing the location identifier, if defined for the access type as specified in subclause 7.2A.4, to the PSAP.
-
a PSAP in the PSTN, add the BGCF URI to the topmost Route header and add a PSAP URI in tel URI format to the Request-URI with an entry used in the PSTN/CS domain to address the PSAP;

NOTE 4:
The E-CSCF conveys the P-Access-Network-Info header containing the location identifier, if defined for the access type as specified in subclause 7.2A.4, towards the MGCF. The MGCF can translate the location information if included in INVITE (i.e. both the geographical location information in PIDF-LO and the location identifier in the P-Access-Network-Info header) into ISUP signalling, see 3GPP TS 29.163 [11B].

NOTE 5:
The E-CSCF can request location information and routeing information from the LRF. The E-CSCF can for example send the location identifier to LRF and LRF maps the location identifier into the corresponding geographical location information that LRF sends to E-CSCF. The LRF can invoke an RDF to convert the location information into a proper PSAP/EC URI. Both the location information and the PSAP URI are returned to the E-CSCF.
NOTE 6:
The way the E-CSCF determines the next hop address when the PSAP address is a tel URI is implementation dependent.

7)
if the E-CSCF receives a reference number from the LRF the E-CSCF shall include the reference number in the P-Asserted-Identity header;

NOTE 7:
The reference number is used in the communication between the PSAP and LRF.

8)
if due to local policy or if the PSAP requires interconnect functionalities (e.g. PSAP address is of an IP address type other than the IP address type used in the IM CN subsystem), put the address of the IBCF to the topmost route header, in order to forward the request to the PSAP via an IBCF in the same network;

9)
create a Record-Route header containing its own SIP URI

10)
if the request is an INVITE request, save the Contact, Cseq and Record-Route header field values received in the request such that the E-CSCF is able to release the session if needed; and

11)
route the request based on SIP routeing procedures.

Editor's Note: It needs to be investigated whether the E-CSCF also needs (under specific circumstances) to release an emergency session.

NOTE 8:
Depending on local operator policy, the E-CSCF has the capability to reject requests relating to specific methods in accordance with RFC 3261 [26], as an alternative to the functionality described above.

Upon receipt of an initial request for a dialog, a standalone transaction, or an unknown method, that does not include a Request-URI with an emergency service URN or an emergency number, the E-CSCF shall reject the call by sending a 403 (Forbidden) response.

When the E-CSCF receives the request containing the access-network-charging-info parameter in the P-Charging-Vector, the E-CSCF shall store the access-network-charging-info parameter from the P-Charging-Vector header. The E-CSCF shall retain access-network-charging-info parameter in the P-Charging-Vector header.

When the E-CSCF receives any request or response (excluding ACK requests and CANCEL requests and responses) related to a UE-originated dialog or standalone transaction, the E-CSCF may insert previously saved values into P-Charging-Vector and P-Charging-Function-Addresses headers before forwarding the message.

When the E-CSCF receives an INVITE request from the UE, the E-CSCF may require the periodic refreshment of the session to avoid hung states in the E-CSCF. If the E-CSCF requires the session to be refreshed, the E-CSCF shall apply the procedures described in RFC 4028 [58] clause 8. 

NOTE 9:
Requesting the session to be refreshed requires support by at least the UE or the PSAP or MGCF. This functionality cannot automatically be granted, i.e. at least one of the involved UAs needs to support it in order to make it work. 
5.11.3 Subscription to debug configuration 

The E-CSCF can subscribe to the debug event package.

Editor's Note: It is FFS when the E-CSCF subscribes to debug-event. 
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