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1. Introduction
This Tdoc suggests text for subclause 4.1 providing the genral overview of trusted and untrusted access.
2. Discussion & Reason for Change

In CT1#51bis, C1-080725 discussed the topic of trusted and untruisted IP access. C1-080725 was revised to C1-080755 which was further discussed in the joint session with SA2 in Athens, Greece.

Whilst many of the questions and issues raised in C1-080755 were left for SA2 to ponder, the points raised in subclause 2.1 on viewing an IP access as trusted or untrusted were considered basis generalities that were not challenged. This Tdoc here proposes to take what is non-controversial and not in dispute in subclause 2.1 of C1-080755 and introduce those points in 24.302 subclause 4.1. These points are:-

· A trusted IP access network is one in which there is a trusted relationship between that access network and the EPC of the EPS.
· An untrusted IP access network is one in which there is no trusted relationship between that access network and the EPC and so the EPS.
· For a trusted IP access network, all communication between the access network and the EPC is secure.
· For an untrusted IP access network, there is no secured communication between access network and the EPC. An IPSec tunnel needs to be established, if required, for that secured communication.
· The definition of what is trusted non-3GPP IP access exist in TR 23.882 and in TR 33.922
Furthermore to the above points, it seem clear that enough common ground has been reached that it is operator's choice whether an IP access network is trusted or untrusted. Thus we can note that too in 24.302.
[Note: There is no suggestion here that there cannot be other influences to this which SA2 are studying and which remain TBD for CT1.]

In addition, the definition of trusted non-3GPP IP access exist in TR 23.882 and TR 33.922. So what is further proposed is to bring that definition that exists in the TRs of SA2 and SA3 to the Stage 3 TS.

3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.302 v0.2.0


* * * First Change * * * *

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].



Evolved packet core network: the successor to the 3GPP Release 7 packet-switched core network, developed by 3GPP within the framework of the 3GPP System Architecture Evolution (SAE).
Evolved packet system: The evolved packet system (EPS) or evolved 3GPP packet-switched domain consists of the evolved packet core network and the evolved universal terrestrial radio access network. Definition derived from 3GPP TS 23.401 [3].
Trusted non-3GPP IP access: A non-3GPP IP Access Network is defined as a "trusted non-3GPP IP Access Network" if the 3GPP EPC system chooses to trust such non-3GPP IP access network. The 3GPP EPC system operator may choose to trust the non-3GPP IP access network operated by the same or different operators, e.g. based on business agreements. Specific security mechanisms may be in place between the trusted non-3GPP IP Access Network and the 3GPP EPC to avoid security threats. The decision whether a specific non-3GPP IP Access Network is trusted or untrusted is up to the 3GPP EPC operator, and is not based on the specific link-layer technology adopted by the non-3GPP IP Access Network.
Untrusted non-3GPP IP access: An "untrusted non-3GPP IP access" is an IP access network where 3GPP network requires use of IPSec between the UE and the 3GPP network in order to provide adequate security mechanism acceptable to 3GPP network operator.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].


DSMIPv6
Dual-Stack MIPv6

EPC
Evolved Packet Core Network
EPS
Evolved Packet System
ePDG
Evolved Packet Data Gateway

HRPD
High Rate Packet Data

IPMS
IP Mobility Mode Selection

NBM
Network based mobility management
SAE
System Architecture Evolution
UE
User Equipment

UICC
Universal Integrated Circuit Card

* * * End of First Change * * * *

* * * Next Change * * * *

4
General
4.1
Trusted and untrusted accesses


It is an operator's choice whether an IP access network that connects to its EPC is a trusted or untrusted IP access network.

For a trusted IP access network the communication between the UE and the EPC is secure. For an untrusted IP access network the communication between the UE and the EPC is not trusted to be secure.
For a trusted IP access network, all communication between the access network and the EPC is transferred over pre-established secure links. For an untrusted IP access network an IPSec tunnel needs to be established on a per access basis, if required, to secure communication between the UE and the EPC.

Editor's note:
Whether and if there are other information in the classification of trusted or untrusted IP access network is FFS.
4.2
cdma2000 HRPD Access System

Editor's note:
This subclause intends to provide a non normative general overview of the cdma2000 HRPD access system at a level consistent with the scope of what needs to be specified in this TS. For instance no cdma2000 HRPD radio procedures will be described.

The cdma2000 HRPD system is a wireless mobile system developed under the auspices of 3GPP2. The cdma2000 HRPD system and its access network subsystem is compliant with 3GPP2 P.R0001 [8]. The protocol architecture and signalling of the cdma2000 HRPD system are specified in 3GPP2 X.S0011 [9] series which supports the cdma2000 HRPD air interface defined in 3GPP2 C.S0024-0 [10] and 3GPP2 C.S0024-A [11].

Editor's note:
At present it is unclear whether the cdma2000 HPRD UE is equipped with a UICC in order to access the EPC via the cdma2000 HRPD access network. The expected input for this will come from SA1.

4.3
WiMAX Access System

Editor's note:
This subclause intends to provide a non normative general overview of the WiMAX access system at a level consistent with the scope of what needs to be specified in this TS. For instance no WiMAX radio procedures will be described.

4.4
UE Identities
Editor's note:
This subclause is to detail the identities, based on TS 23.003 [2], needed by the UE to get services from and support of the EPC.

The user identification shall be either the root NAI, or the decorated NAI as defined in 3GPP TS 23.003 [7], when the UE accesses the EPC via non-3GPP access networks, and gets authentication, authorization and accounting services from the EPC. 

User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP.

* * * End of Next Change * * * *




3GPP


