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1. Introduction

This contribution adds information element definitions to Sub-Clause 9.5.3 “EPS Mobility Management (EMM) information elements” of 24.301 v0.1.0.
2. Reason for Change

New information elements contained in Authentication messages are added.
3. Conclusions

-

4. Proposal

Accept for next version of 24.301.
* * * Begin Change * * * *

9.5.3.3
Security 
9.5.3.3.1 Security information elements

The Security information elements are used in the UE authentication procedures to authenticate the UE and to establsih a security association between the UE and network.
9.5.3.3.2 Security algorithms information element 

The Security algorithms information element is used to carry security algorithm information the UE and the network as part of the authentication procedure. It is used by the UE to indicate the security algorithms that it supports and by the network to indicate the algorithms to use for the security association that results from a successful authentication procedure.
 The Security Algorithms is a type 4 information element.

The Security Algorithms information element is coded as shown in figure 9.5.3.3.1 and table 9.5.3.3.1.
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	octet 3*


Figure 9.5.3.3.2.1: Security algorithm information element
Table 9.5.3.3.2.1: Security algorithm type information element

	Security Algorithm IEI (octet 1) identifies this IE as specifying security algorithms.  This information element shall be used by the UE to inform the network of its supported security algorithms.  This information element shall be used by the network to echo back the security algorithms supported by the UE, and to indicate the algorithms which shall be used for the UE / network security association.

	

	Length of Security Algorithm contents (octet 2) is  the number of security algorithms included in this IE – one octet per security algorithm (coded as a binary number)

	

	Bit 8 of (octet 3+) indicates if the function specified by bits 7, 6 and 5 of this octet using the algorithm specified in bits 4, 3, 2 and 1 have been chosen by the network for use in the UE / network security association.  When this IE is included in a NAS message from a UE to the network, Bit 8 shall be set to 0.  The UE shall not set bit 8 of octet 3+.

	Bit

	8
	

	0
	The function identified in bits 7,6 and 5 of octet 3+ using the algorithm identified in bits 4, 3 2 and 1 if contained is a NAS message sent from the network to the UE is not selected for the security assoc.  If contained is a NAS message sent from the UE to the network bit 8 shall be set to ‘0’ and ignored by the network.

	1
	If contained is a NAS message sent from the network to the UE, this bit set to ‘1’ indicates that the algorithm identified in bits 4, 3, 2 and 1 for the function identified in bits 7,6 and 5 of this octet is selected for the security assoc.

	

	Bits

	7
	6
	5
	
	

	0
	0
	1
	
	NAS encryption algorithm

	0
	1
	0
	
	RRC encryption algorithm

	0
	1
	1
	
	User plane data encryption algorithm

	1
	0
	0
	
	User plane data integrity algorithm

	1
	0
	1
	
	NAS Signaling integrity Algorithm

	1
	1
	0
	
	RRC Signaling integrity algorithm

	

	Bits 4, 3, 2, and 1 identify the specific algorithm that is used for the purpose indicated in bits 7, 6, and 5.

	Bits

	4
	3
	2
	1
	

	0
	0
	0
	0
	Null ciphering algorithm

	0
	0
	0
	1
	SNOW 3G

	0
	0
	1
	0
	AES

	

	Example:  If octet 3 bits 8 through 1 are set to ‘00100010, it represents RRC encryption using the AES algorithm.  If octet 3 bits 8 through 1 are set to ‘10100010’ in a message sent from the network to the UE, it indicates that the UE and network shall use the AES algorithm for RRC encryption.

	


9.5.3.3.3 Authentication Parameter AUTN (UMTS and EPS authentication challenge only)
The purpose of the Authentication Parameter AUTN information element is to provide the MS with a means of authenticating the network.

The Authentication Parameter AUTN information element is coded as shown in figure 10.5.75.1/3GPP TS 24.008 and table 10.5.89.1/3GPP TS 24.008.
9.5.3.3.4
Authentication Response parameter

See subclause 10.5.3.2 in 3GPP TS 24.008 [6].
9.5.3.3.5
Authentication parameter RAND
The purpose of the Authentication Parameter RAND information element is to provide the mobile station with a non-predictable number to be used to calculate the authentication response signature SRES and the ciphering key Kc (for a GSM authentication challenge), or the response RES and both the ciphering key CK and integrity key IK (for a UMTS or EPS authentication challenge).

The Authentication Parameter RAND information element is coded as shown in figure 10.5.75/3GPP TS 24.008 and table 10.5.89/3GPP TS 24.008.
* * * End Change * * * *
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