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Abstract: Figure and text to describe the PN access control execution flow at the PNM AS is introduced.
4.2
PN access control concepts 

The PN access control is one of the PNM applications specified in 3GPP TS 22.259 [1] that enables PN-users to exercise access control to restrict accesses to certain UE(s) of their PNs. In order to perform such PN access control the PN-users need to configure a PN access control list for each UE of the PN. The configuration can be done either in a static or a dynamic way. Besides other additional information, the PN access control list of a UE within a PN contains all identities (e.g., a SIP URI) which are permitted to be used to initiate sessions to that UE. In this document, the UE of a PN that is used by the PN-user to exercise access control is referred to controller UE, whereas the UE of the PN, over which an access control is enabled, is referred to controllee UE. The controller UE of a PN-user’s PN is assigned by provisioning and the controller UE can configure any UE of the PN as controllee UE. The PN access control list of the controllee UE is only configurable by the controller UE.
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Figure 4.2-1: Relationship of various service profiles in PN access control 

An example of the service profiles configuration for PN access control is shown in the above Figure 4.2-1. The arrows indicate the direction of control. Some of the aspects involved are:

· A PN-user’s PN consists of two UEs, i.e., UE 1a and UE 1b, where UE 1b is the controllee UE and UE 1a is the controller UE.

· The service profile of UE 1b is referred to as the controllee UE Service Profile. 

· The service profile of UE 1a is referred to as the controller UE Service Profile. 

· 

· The assignment of controller UE service profile is done during provisioning.

· Access control of UE 1b by UE 1a is performed with the help of a SIP Application Server (AS), referred to as PNM AS.

· From UE 1a, the PN-user configures a PN access control list that contains details of PN access control regarding UE 1b’s service profile. This configuration is done over the Ut interface. For example: this PN access control list can contain a list of UE identities that are allowed to initiate sessions with UE 1b.

· The PNM AS executes the actual PN access control procedures.

· The PNM AS performs PN access control by utilizing the PN access control list.

· If inadequate information present in the access control list to enable PN access control, the PNM AS can query the controller UE about the information with how to precede the received initial request.
7.1
General

Upon receiving a UE-terminating initial request, the PNM AS shall first invoke the PN access control application if it is enabled. If no access control list exists for the terminating UE, and if the PNM AS does not invoke the PN UE redirection for the terminating UE, the PNM AS sends the initial request to the terminating UE (i.e., a UE of a PN). Otherwise, the PNM AS verifies whether the originating UE of the initial request is a valid entry contained in the PN access control list for the terminating UE, before it initiates session towards the terminating UE. With a successful verification, the PNM AS sends the initial request to the terminating UE. With an unsuccessful verification, if the terminating UE is not a controllee UE, then the PNM AS rejects the initial request. If the terminating UE is a controllee UE, the PNM AS queries the controller UE whether the session to the controllee UE is allowed to be established. If it is allowed, and if the PNM AS does not invoke the PN UE redirection for the terminating UE, the PNM AS sends the initial request to the controllee UE. Otherwise, the PNM AS rejects the initial request. Figure 7.1-1 gives a snapshot of the scenario.
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Figure 7.1-1: Overview of privacy based access control Procedures and Information Flows
Note:
The Solid line refers to access control handled by the PNM AS itself, since the identity of the originating caller is present in the access control list of the PNM AS. The dashed line refers to access control handled by the controller UE when the identity of the caller is not present in the access control list of the PNM AS. 
The procedures at the PNM AS to accomplish the PN access control execution are described with the assistance of figure 7.1-2.

When the PNM AS receives a SIP initial request and its PN access control logic is switched-on, if the Request URI of the initial request identifies with the controllee UE(s), the PNM AS shall further decide whether the Request URI uniquely identify a controllee UE within a PN:

1)
if a controllee UE is uniquely identifiable, the PNM AS shall check whether the Caller is in the PN access control list;

a)
if the Caller is in the PN access control list, the PNM AS shall send the initial request to the controllee UE;

b)
if the Caller is not in the PN access control list, 

i)
if there is no need to interrogate the controller UE, the PNM AS shall reject the initial request;

ii)
if there is a need to interrogate the controller UE, the PNM AS shall interrogate the controller UE and handle the initial request message based on the interrogation results from the PN-user.
Editor’s note: The use of GRUU as described in 3GPP TS 23.228 [4] can assist the PNM AS with uniquely identifying a controllee UE.
2)
if a controllee UE is not uniquely identifiable, the PNM AS shall perform the PN access control without invoking the controller UE (i.e., without any PN-user interaction) and check whether the Caller is in the PN access control list;

a)
if the Caller is in the PN access control list, the PNM AS shall send the initial request back to the S-CSCF (see 3GPP TS 23.228);

b)
if the Caller is not in the PN access control list, the PNM AS shall reject the initial request.
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Figure 7.1-2: PN access control execution flow at the PNM AS (AC and ACL stand for Access Control and Access Control List, respectively)
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