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1
Introduction

At the last meeting CT1#49, CT1 agreed to use a 24.008-like state model for the EPS mobility management (EMM) [1, 2]. The relationship between the EMM state machine and the GMM state machine, however, was left "FFS" [1].

In the following we will attempt to derive some requirements for the relationship between EMM and GMM state machine from the message flows in the EPS stage 2 specification, TS 23.401, v 1.3.0, and from the NAS protocol stage 3 specification, TS 24.008, which CT1 agreed to use as a model for the new NAS protocol to be developped for EPS.

For the following analysis we will consider a system without idle mode signalling reduction (ISR), as the description of this optional functionality is not yet stable enough. It may become necessary to revisit this analysis once SA2 has made further progress with ISR. Nevertheless, in our opinion it is possible already now to derive some basic principles for the relationship between the EMM and GMM state machine.  
2
Model for the relationship between EMM and GMM state machine

In the extreme case, the state machines for EMM and GMM could be thought of either as two separate, independent entities, each communicating internally only with its "own" access stratum and externally with the corresponding core network node (fig. 1a), or as a single, common state machine (fig. 1b). In the following we will use a model of two "linked state machines" (fig. 1c), i.e. we will start with separate entities for EMM and GMM and try to derive from TS 23.401 and TS 24.008 which additional communication between EMM and GMM is needed in order to fulfil the requirements set by these specifications.

Note that such a model does not exclude an implementation in a single, common state machine.

For the sake of simplicity, other NAS protocol entities in the UE (e.g. session management) and the interactions of EMM and GMM with those entities are not included in figure 1. 
3
Dependencies between EMM and GMM states

3.1
Successful attach procedure

When the UE is successfully attached via E-UTRAN and subsequently changes to GERAN/UTRAN, it will perform a routing area updating procedure in the new radio access network, not another attach. This is due to the fact that the UE has already at least a default bearer established towards the PDN GW, and during the inter-RAT change this default bearer will be converted into a PDP context. If the UE performed a new GPRS attach via GERAN/UTRAN instead, the normal reaction of the network according to TS 24.008, subclause 4.7.3.1.6, abnormal case e), would be to delete the existing PDP context(s). This would put the UE back to the start, which is not the intention.

Therefore, we can state the following dependency:

(1)
During an EPS attach procedure a change from EMM-DEREGISTERED to EMM-REGISTERED also implies a change from GMM-DEREGISTERED to GMM-REGISTERED.

For the opposite a case, when the UE starts with a GPRS attach via GERAN/UTRAN, TS 23.401, subclause 5.3.2.2, specifies that an E-UTRAN capable UE shall initiate a PDP context activation immediately after completion of the attach procedure, in order to have an IP address allocated. If the UE then changes to E-UTRAN, it will perform a tracking area updating procedure in the new radio access network, not another attach (for the same reason as given above).

Therefore, we can also state the reverse dependency:

(2)
During a GPRS attach procedure a change from GMM-DEREGISTERED to GMM-REGISTERED also implies a change from EMM-DEREGISTERED to EMM-REGISTERED.
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Figure 1: Models for EMM and GMM state machine in the UE 

NOTE: A small gap remains in this analysis due to the fact that in some rare cases the UE might perform an inter-system change from GERAN/UTRAN to E-UTRAN before the session management is able to complete the PDP context activation. The solution for this scenario should preferably not introduce additional dependencies between the session management for GERAN/UTRAN and EMM (e.g., something like "a change from GMM-DEREGISTERED to GMM-REGISTERED also implies a change from EMM-DEREGISTERED to EMM-REGISTERED, if before the inter-RAT change at least one PDP context is active"), but should rather rely on some enhancement after the inter-RAT change, maybe an additional PDN connectivity request from the UE or some other signalling enhancement.
3.2
Detach procedure

As a result of the detach procedure in EPS, all EPS bearers will be deactivated, both in the UE and in the network. Furthermore, on the network side also the EMM context will be released and the location of the UE in no longer known with tracking area (list) granularity. If the UE subsequently changes to a GERAN/UTRAN cell, there is nothing left in the MME (e.g. no EPS bearers) which could be retrieved by the SGSN serving the GERAN/UTRAN cell. Thus, the UE has to start anew, with a GPRS attach procedure. Therefore, we can state the following dependency:

(3)
During an EPS detach procedure a change from EMM-REGISTERED to EMM-DEREGISTERED also implies a change from GMM-REGISTERED to GMM-DEREGISTERED.

The same argument can also be applied to the GPRS detach procedure, which gives us:

(4)
During a GPRS detach procedure a change from GMM-REGISTERED to GMM-DEREGISTERED also implies a change from EMM-REGISTERED to EMM-DEREGISTERED.

NOTE: The detach procedure may require some re-checking, once the idle-mode signalling reduction is more stable. The fact that after an EPS detach or GPRS detach all EPS bearers or PDP contexts, respectively, are deactivated will remain valid also when idle-mode signalling reduction applies. But it is currently not clear, how an EPS detach signalled between UE and MME will affect the GMM context in the SGSN (and vice versa). Nevertheless, we expect that principles (3) and (4) will still remain valid.

3.3
Unsuccessful routing or tracking area updating procedure

Apart from the GPRS detach procedure, there are several other GMM procedures in TS 24.008 which can result in a change to state GMM-DEREGISTERED, usually via some intermediate state like, e.g., GMM-ROUTING-AREA-UPDATING-INITIATED. 

In the following we will study the unsuccessful cases of the routing area updating procedure (TS 24.008, subclause 4.7.5.1.4) in more detail, with the aim to check whether also for this kind of state transition from REGISTERED to DEREGISTERED in one state machine the state change needs to be transferred to the other one. As a basis we will use the reject causes currently defined for the routing area updating procedure and assume that for the tracking area updating procedure the same (or slightly renamed) reject causes will apply.

# 3 (illegal MS), # 6 (illegal ME):

These causes indicate a serious violation of security, e.g. when the UE failed an authentication procedure or when its IMEI is blacklisted. According to TS 24.008, in addition to changing to GMM-DEREGISTERED and deleting some essential PS parameters (P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number) the UE shall also consider the SIM/USIM as invalid for GPRS services until switching off or the SIM/USIM is removed. If the UE is also IMSI attached, the UE shall in addition set the update status to U3 ROAMING NOT ALLOWED, delete another set of essential CS parameters (TMSI, LAI and ciphering key sequence number), abort a possibly ongoing RR connection, and consider the SIM/USIM as invalid also for non-GPRS services until switching off or the SIM/USIM is removed. I.e. receipt of these cause values also affects the operation in the CS domain. Therefore, we consider it justified to introduce the same kind of interaction also between GMM and EMM: 

(5)
A change from GMM-REGISTERED to GMM-DEREGISTERED due to the receipt of one of these reject causes during an routing area update procedure also implies a change from EMM-REGISTERED to EMM-DEREGISTERED (and vice versa the change of the main state is also transferred from EMM to GMM, if the reject cause is received during a tracking area update procedure). 

# 7 (GPRS services not allowed):

This reject cause indicates that the subscriber has no subscription for GPRS packet services. The cause value is more typical during an attach procedure, but it could also occur during a routing area update, if the subscription for packet services was withdrawn. If we generalize the cause value to "EPS services" (considered as a superset of GPRS services), it is clear that we can apply principle (5) also to this case.

# 9 (MS identity cannot be derived by the network):
This reject cause indicates that for some reason the network cannot find the GMM (or EMM) context belonging to the P-TMSI (or S-TMSI) provided by the UE. So the UE has to start anew with an attach procedure. It is very likely that any other SGSN or MME in the network would also not be able to find the GMM (or EMM) context; therefore, it is justified to apply principle (5) also to this case.

# 10 (Implicitly detached):

In a network not using idle-mode signalling reduction, this reject cause indicates that the UE has missed its periodic update for a too long time so that the network has deleted the GMM (or EMM) context belonging to the P-TMSI (or S-TMSI) provided by the UE. Therefore, the UE has to start anew with an attach procedure, and it is justified to apply principle (5) also this case.

NOTE: This reject cause will need to be revisited, once the idle-mode signalling reduction is more stable. When ISR is used and the UE performs separate periodic updates, the fact that the UE missed its periodic update e.g. in GERAN/ UTRAN does not mean that it also missed its periodic update in E-UTRAN. I.e. the EMM context could still be available in the MME while the GMM context in the SGSN has already been deleted. In such a case the SGSN should not send the UE to GMM-DEREGISTERED by means of reject cause #10, but rather proceed with the RAU and retrieve the necessary information (e.g. the configuration of active EPS bearers/PDP contexts) from the MME. Therefore we assume that some communication between SGSN and MME will take place in a network using idle-mode signalling reduction, and the core network will send reject cause #10 only if the UE has missed its periodic update in both RANs. If this assumption can be verified later, principle (5) can be applied also to this case.

# 11 (PLMN not allowed):

This reject cause indicates that the UE is not allowed to operate in a network, typically because there is no roaming agreement with the HPLMN operator of the subscriber or because operator determined barring applies. In the latter case ("operator determined barring"), it is justified to apply principle (5), because ODB is independent of the RAT. In the first case ("no roaming agreement") one could imagine various scenarios: 

(i) An existing roaming agreement was withdrawn. In that case principle (5) can be applied.

(ii) The operator has assigned different PLMN IDs to his GERAN/UTRAN and his E-UTRAN and is using #11 (PLMN not allowed) actually to indicate that this "RAT is not allowed". In that case one could question whether it would not be a bit harsh, e.g., to move the UE to EMM-DEREGISTERED (and thus also to GMM-DEREGISTERED, deactivating all its PDP contexts) at its first attempt to change to a better RAT operated by the same operator. The answer to that is, however, that the same situation can occur already today, if the operator assigns different PLMN IDs to his GERAN and UTRAN, and a better choice in this situation would be to send cause value #13 (Roaming not allowed in this location area [/tracking area]) or #15 (No suitable cells in location area [/tracking area]). (Note that cause value #15 would have the side effect that the equivalent PLMN list is not deleted.)

(iii) The RAN with the new PLMN ID (where reject cause #11 was received) is actually operated by a different operator. I.e. the UE lost coverage of its previous PLMN and all its equivalent PLMNs, and unfortunately selected a new PLMN without roaming agreement. The same situation can occur already today, independent of the RAT. So in practise it seems not to be a major problem, and thus it should also not be a problem to apply principle (5) also to this case.

# 12 (Location area not allowed):

This reject cause indicates that the subscriber has a subscription for "regional provision of services" and is roaming out of his service area. The UE changes to state GMM-DEREGISTERED.LIMITED-SERVICE. When the UE reaction on receipt of cause value #13 and #15 was modified in 2003, for some (not purely technical) reasons the reaction on cause value #12 was not changed accordingly. For E-UTRAN, if SA1 confirms the requirement for "regional provision of services" and if RAN2 is actually going to abandon the additional cell re-selection hysteresis at tracking area boundaries for E-UTRAN and therefore, the UE performs re-selection to a neighbour tracking area more easily, CT1 should perhaps re-consider the UE reaction on receipt of cause value #12. In that case CT1 should also re-consider the reaction for GERAN/UTRAN in order to keep the UE reaction aligned and allow the application of principle (5) also for this cause value.
# 13 (Roaming not allowed in this location area):
In this case, according to TS 24.008, the UE shall change to state GMM-REGISTERED.LIMITED-SERVICE, i.e. it reverts to the main state GMM-REGISTERED, and there is no reason to inform EMM.

# 14 (GPRS services not allowed in this PLMN):
This reject cause indicates that the subscriber has no roaming agreement for packet services with this PLMN. The further argument is similar to that for reject cause #11. Principle (5) applies also to this case.

# 15 (No Suitable Cells In Location Area):
In this case, according to TS 24.008, the UE shall change to state GMM-REGISTERED.LIMITED-SERVICE, i.e. it reverts to the main state GMM-REGISTERED, and there is no reason to inform EMM.

3.4
Other unsuccessful EMM/GMM procedures

If we look at the GPRS attach procedure, the reject causes and the UE reactions are similar to the routing area update procedure. The main differences are as follows:

- additional reject cause #8 (GPRS services and non-GPRS services not allowed), indicating that the subscriber has no subscription in the HLR, e.g. when the subscription has been withdrawn;

- reject cause #10 (implicitly detached) is missing;

- after receipt of cause value #13 (Roaming not allowed in this location area [/tracking area]) and #15 (No suitable cells in location area [/tracking area]), the UE reverts to GMM-DEREGISTERED.

In sum, we come to the conclusion that principle (5) can also be applied to this case.

The network initiated detach is already covered by section 3.2.

If the network considers the UE to have failed an authentication procedure, the UE reaction upon receipt of a reject message is as described in section 3.3 for cause value #3 (illegal MS).

The reject causes and the UE reactions for the service request procedure correspond to those for the routing or tracking area update procedure with the following additional comments: 

As for reject cause #10 (implicitly detached), according to TS 24.008, subclause 4.7.2.2, if the UE is in other state than GMM-REGISTERED.NORMAL-SERVICE when the timer expires the periodic routing area updating procedure is delayed until the UE returns to GMM-REGISTERED.NORMAL-SERVICE. I.e. normally the UE should receive this reject cause rather during the periodic updating procedure than during the subsequent service request.
Reject cause #40 (no PDP context activated) does not affect the GMM main state. (Apart from that it is FFS whether a corresponding cause value will be needed for EPS.)

3.5
Dependencies between transient EMM and GMM states

In the previous sections we have established the requirement that EMM and GMM should inform each other of any change to state REGISTERED or DEREGISTERED. Is there any need to inform the other state machine also of a change to one of the "transient" states REGISTERED-INITIATED, DEREGISTERED-INITIATED, SERVICE-REQUEST-INITIATED, and TRACKING-AREA-UPDATING-INITIATED?

If we look at the "abnormal cases" in TS 24.008, the attach procedure, detach procedure (cause ≠ "power off"), tracking area updating procedure and service request procedure are aborted and immediately restarted when the UE detects a change of cell into a new routing area while in one of these transient GMM states. The abort of the ongoing procedure – and possibly a restart, if it makes sense – will also be needed for a change to an E-UTRAN cell, because it will not be possible to complete the procedure with the MME serving that cell. 

Just so, we expect that the same handling will also apply vice versa to the corresponding ongoing EMM procedures.

Therefore, we do not see a need to inform the other state machine also of a change to one of the "transient" states.

4
Conclusion

In sum, our analysis has shown that in a network not using idle-mode signalling reduction, if we are working with the model of two linked state machines for EMM and GMM in the UE, there is a requirement that EMM and GMM inform each other of any change to states REGISTERED or DEREGISTERED, regardless whether this change is triggered by a successful attach or detach procedure or as a result of any other EMM or GMM procedure.

We could not identify any requirement to inform the other state machine also of a change to one of the "transient" states REGISTERED-INITIATED, DEREGISTERED-INITIATED, SERVICE-REQUEST-INITIATED, and TRACKING-AREA-UPDATING-INITIATED or ROUTING-AREA-UPDATING-INITIATED. 

For a network using idle-mode signalling reduction, stage 2 needs to become more mature, before a final conclusion is possible. We think, however, that chances are good that the principles above will be confirmed also for this case. 

It is proposed to document these results in TR 24.801.
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************************ PROPOSED CHANGES ************************
5.1.4
Relationship between the EMM and the GMM entity in the UE
If we consider a model of two "linked" state machines for EMM and GMM in the UE (see fig. 5.1.4.1), the following requirements for a communication between EMM and GMM can be derived from 3GPP TS 23.401 [2] and 3GPP TS 24.008 [4]:

In a network not using idle-mode signalling reduction:

- 
The EMM and the GMM entity in the UE shall inform each other of a change to main state REGISTERED or DEREGISTERED, regardless whether this change is triggered by a successful attach or detach procedure or as a result of any other EMM or GMM procedure.

-
There is no requirement to inform the other state machine also of a change to one of the "transient" states REGISTERED-INITIATED, DEREGISTERED-INITIATED, SERVICE-REQUEST-INITIATED, and TRACKING-AREA-UPDATING-INITIATED or ROUTING-AREA-UPDATING-INITIATED.
Editor's note:
The requirements for a communication between EMM and GMM when the network is using idle-mode signalling reduction are FFS.

NOTE:
The model used in this subclause does not exclude an implementation of EMM and GMM in a single, common state machine.
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NOTE: 
For the sake of simplicity, other NAS protocol entities in the UE (e.g. session management) and the interactions of EMM and GMM with those entities are not included in this figure.
Figure 5.1.4.1: Linked state machines for EMM and GMM in the UE
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