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************************************FIRST CHANGE******************************
7.2A.2
Extension to Authorization header

7.2A.2.1
Introduction

This extension defines a new auth-param for the Authorization header used in REGISTER requests. For more information, see RFC 2617 [21] subclause 3.2.2.

7.2A.2.2
Syntax

The syntax of auth-param for the Authorization header is specified in table 7.5.

Table 7.5: Syntax of auth-param for Authorization header

auth-param = "integrity-protected" EQUAL ("yes" / "no" / "tls-pending" / "tls-yes" / "ip-assoc-pending" / "ip-assoc-yes")

7.2A.2.3
Operation

This authentication parameter is inserted by the P-CSCF in the Authorization header of all the REGISTER requests received from the UE. The value of the "integrity protected" field in the auth-param parameter is set as specified in subclause 5.2.2 and in Annex L. This information is used by S-CSCF to decide whether to challenge the REGISTER request or not, as specified in subclause 5.4.1 and in Annex L.
********************************END FIRST CHANGE*****************************

**********************************SECOND CHANGE*****************************
L.2.2
Procedures at the P-CSCF

L.2.2.1
General

A P-CSCF that implements SIP digest with or without TLS shall support the procedures specified in subclause 5.2, except as noted in the subclauses of this subclause. When performing the procedures of this annex and the procedures in subclause 5.2, the P-CSCF shall not apply procedures related to AKA or IPsec. These procedures are distinguished by the use of terms specifically related to AKA and IPsec, such as "XMAC", "RAND", "AUTN", and "security association".
Procedures for SIP digest without TLS are found in subclauses L.2.2.1 through L.2.2.5.  Procedures for SIP digest with TLS are found in clause L.3 and its subtending subclauses.
For SIP digest authentication, the P-CSCF can be configured to have TLS required or disabled:

-
if TLS is required, the P-CSCF shall require the establishment of a TLS session from all SIP digest UEs, in order to access IMS subsequent to registration; or

-
if TLS is disabled, the P-CSCF shall not allow the establishment of a TLS session from any UE. 

NOTE:
The mechanism to configure the P-CSCF to have TLS required or disabled is outside the scope of this specification.

If SIP digest is used without TLS, the P-CSCF shall discard any SIP messages received outside of the registration and authentication procedures that do not map to an existing IP association as defined in subclause L.2.2.2.
L.2.2.2
Registration

When performing SIP digest, the procedures in subclause 5.2.2 apply with the following differences.

When not applying TLS, the P-CSCF shall not include RFC 3329 [48] headers in registration messages towards the UE.

When the P-CSCF receives a REGISTER request from the UE and SIP digest is being used without TLS, the P-CSCF shall:

- 
not include the integrity-protected parameter, if the REGISTER request does not map to an existing IP association, and does not contain a challenge response; or

-
include an integrity-protected parameter with the value set to "ip-assoc-pending", if the REGISTER request does not map to an existing IP association, and does contain a challenge response; or

-
include an integrity-protected ptrameter with the value set to "ip-assoc-yes", if the REGISTER request does map to an existing IP association.
NOTE 1:
The absence of an "integrity protected" parameter in the Authorization header is an indication to the I-CSCF and S-CSCF that this is an initial REGISTER request.
If the P-CSCF receives a 500 (Server Internal Error) or 504 (Server Time-Out) response to a REGISTER request, and if the REGISTER request is mapped to an existing IP association, then the P-CSCF shall delete the IP association.

NOTE 2:
The P-CSCF deletes the IP association on receipt of 500 (Server Internal Error) or 504 (Server Time-Out) so that the next REGISTER request received from the UE will look like an initial REGISTER request.
When the P-CSCF receives a 200 (OK) response to a REGISTER request and the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P-CSCF shall:
-
create an IP association by storing and associating the UE's packet source IP address along with the "sent-by" parameter of the Via header, cf. RFC 3261 [26], of the REGISTER message with the private user identity and all the successfully registered public user identities related to that private user identity. If draft-ietf-sip-outbound [92] is used then the P-CSCF shall also include the UE's packet source port of the REGISTER message as part of the IP association; and

-
if SIP digest is used without TLS, send the 200 (OK) response to the UE unprotected as defined in clause 4 of RFC 3581 [56A];

L.2.2.3
Requests initiated by the UE

When performing SIP digest, the procedures in subclause 5.2.6.3 apply with the following differences.

When the P-CSCF receives from the UE an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that does not match one of the registered public user identities mapped to the IP association, or does not contain a P-Preferred-Identity header, the P-CSCF shall identify the initiator of the request by a default public user identity. If there is more than one default public user identity available, the P-CSCF shall randomly select one of them.

When the P-CSCF receives any 1xx or 2xx response to an initial request for a dialog, the P-CSCF shall:

-
if SIP digest is used without TLS, in the response rewrite its own Record Route entry to its own SIP URI that contains an unprotected server port number where the P-CSCF expects subsequent requests from the UE.

L.2.2.4
Requests terminated by the UE

When performing SIP digest, the procedures in subclause 5.2.6.4 apply with the following differences.

When the P-CSCF receives, destined for the UE, an initial request for a dialog or a target refresh request for a dialog, and SIP digest is used without TLS, prior to forwarding the request, the P-CSCF shall:
-
when adding its own SIP URI to the top of the list of Record-Route headers and saving the list, build the P-CSCF URI in a format that contains an unprotected server port number where the P-CSCF expects subsequent requests from the UE; and

-
when adding its own address to the top of the received list of Via headers and saving the list, build the P-CSCF Via header entry in a format that contains an unprotected server port number where the P-CSCF expects responses to the current request from the UE.

When the P-CSCF receives, destined for the UE, a request for a standalone transaction, or a request for an unknown method (that does not relate to an existing dialog), or a response to this request and SIP digest is used without TLS, prior to forwarding the request, the P-CSCF shall:
-
when adding its own address to the top of the received list of Via headers and saving the list, build the P-CSCF Via header entry in a format that contains an unprotected server port number where the P-CSCF expects responses to the current request from the UE.

L.2.2.5
General emergency services

When performing SIP digest procedures without TLS, the procedures in subclause 5.2.10.1 apply with the following differences.

NOTE:
If only emergency setup from registered users is allowed, a request from an unregistered user is ignored since it is received outside of the IP association.
*******************************END SECOND CHANGE***************************

*********************************THIRD CHANGE******************************
L.2.3
Procedures at the S-CSCF

L.2.3.1
Initial registration and user-initiated reregistration

L.2.3.1.1
Unprotected REGISTER

When performing SIP digest, the procedures in subclause 5.4.1.2.1 apply with the following differences.

Upon receipt of a REGISTER request without an "integrity-protected" parameter, for an already registered public user identity linked to the same private user identity and contact information (e.g. UE re-registers over same network when digest authentication is used without TLS), the S-CSCF shall challenge the request by performing the SIP digest authentication steps (i.e. selecting an authentication vector and challenging the user by sending a 401 Unauthorized response) described in this subclause for a non-registered user.
Upon receipt of a REGISTER request without an "integrity-protected" parameter, which is not for an already registered public user identity linked to the same private user identity, the S-CSCF shall:

1)
challenge the user by generating a 401 (Unauthorized) response for the received REGISTER request, including a WWW-Authenticate header as defined in RFC 2617 [21], which transports:
-
a protection domain in the realm field;

-
a domain field;

-
a nonce field generated by the S-CSCF;

-
an algorithm field; if the algorithm value is not provided in the authentication vector, it shall have the value "MD5"; and

-
a qop field; if the qop value is not provided in the authentication vector, it shall contain the value "auth".


L.2.3.1.2
Protected REGISTER

When performing SIP digest, the procedures in subclause 5.4.1.2.2 apply with the following differences.
Upon receipt of a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "tls-pending", "tls-yes", "ip-assoc-pending", or "ip-assoc-yes", the S-CSCF shall identify the user by the public user identity as received in the To header and the private user identity as received in the Authorization header of the REGISTER request, and:
In the case that there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running):

1)
check if the user needs to be reauthenticated. The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for REGISTER requests received without the "integrity-protected" parameter in the Authorization header set to "tls-yes". 

If the user needs to be reauthenticated and the REGISTER did not include an Authorization header with a digest response, the S-CSCF shall proceed with the authentication procedures as described for the initial REGISTER in subclause L.2.3.1.1.

If the user needs to be reauthenticated and the REGISTER included an Authorization header with a digest response, the S-CSCF shall proceed with the authentication procedures as described for the initial REGISTER in subclause L.2.3.1.1 and include the stale field with value TRUE in the WWW-Authenticate header.
In the case that the user does not need to be reauthenticated and a timer reg-await-auth is running for this user the S-CSCF shall:
1)
in the case the algorithm is MD5, check the following additional fields:

-
a realm field matching the realm field in the authentication challenge;
-
an algorithm field which matches the algorithm sent in the authentication challenge;
-
nonce field matching the nonce field in the authentication challenge; 

-
a digest-uri matching the SIP Request URI;

-
a cnonce field; and

-
a nonce-count field.


The S-CSCF shall only proceed with the following steps in this paragraph if the authentication challenge response was included:

2)
check whether the received authentication challenge response and the expected authentication challenge response match. The expected response is calculated by the S-CSCF as described in RFC 2617 [21] using the H(A1) value provided by the HSS;

If the received authentication challenge response and the expected authentication challenge response match, then the UE is considered authenticated. If the UE is considered authenticated, and if the integrity-protected parameter in the Authorization header is set to the value "tls-pending" or "tls-yes", then the S-CSCF shall associate the registration with the local state of "tls-protected".
NOTE x:
The S-CSCF can have a local security policy to treat messages other than initial REGISTER messages, messages relating to emergency services, and error messages, differently depending on whether the registration is associated with the state "tls-protected".
When creating a 200 (OK) for the REGISTER request, the S-CSCF shall store the nonce-count value in the received REGISTER request and include an Authentication-Info header containing the fields described in RFC 2617 [21] as follows:

-
a nextnonce field if the S-CSCF requires a new nonce for subsequent authentication responses from the UE;

-
a message-qop field matching the qop in Authorization header sent by the UE;

-
a response-auth field with a response-digest calculated as described in RFC 2617 [21];

-
a cnonce field matching the cnonce in the Authorization header sent by the UE; and

-
a nonce-count field matching the nonce-count in the Authorization header sent by the UE.

L.2.3.1.3
Abnormal cases

When performing SIP digest, the procedures in subclause 5.4.1.2.3 apply with the following differences.
In the case that the REGISTER request, that contains the authentication challenge response from the UE does not match with the expected REGISTER request (e.g. wrong Call-Id or authentication challenge response) and the request has the "integrity-protected" parameter in the Authorization header set to "tls-pending", "tls-yes", "ip-assoc-pending", or "ip-assoc-yes", the S-CSCF shall do one of the following:

-
send a 403 (Forbidden) response to the UE. The S CSCF shall consider this authentication attempt as failed. The S-CSCF shall not update the registration state of the subscriber; or

-
rechallenge the user by issuing a 401 (Unauthorized) response including a challenge as per the authentication procedures described in subclause L.2.3.1.1.

NOTE 1:
If the UE was registered before, it stays registered until the registration expiration time expires. 

In the case that the REGISTER request from the UE contains an invalid nonce with a valid challenge response for that nonce (indicating that the client knows the correct username/password), or when the nonce-count value sent by the UE is not the expected value, the S-CSCF shall:

-
send a 401 (Unauthorized) response to initiate a further authentication attempt with a fresh nonce and the stale parameter set to true.
In the case that the S-CSCF receives a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "tls-pending", "tls-yes", "ip-assoc-pending", or "ip-assoc-yes", for which the public user identity received in the To header and the private user identity received in the Authorization header of the REGISTER request do not match to any registered or initial registration pending user at this S-CSCF, the S-CSCF shall:
-
respond with a 500 (Server Internal Error) response to the UE.

NOTE y:
This error is not raised if there is a match on the private user identity, but no match on the public user identity.
L.2.3.2
User-initiated deregistration

When performing SIP digest, the procedures in subclause 5.4.1.4 apply with the following differences.
When the S-CSCF receives a REGISTER request with the Expires header field containing the value zero, the S-CSCF shall:

-
check whether the "integrity-protected" parameter in the Authorization header field set to "yes" or "tls-yes", indicating that the REGISTER request was received integrity protected. If the "integrity-protected" parameter is not present the S-CSCF shall ensure authentication is performed as described in subclause L.2.3.1.1 (and consequently subclause L.2.3.1.2) if local policy requires. The S-CSCF shall only proceed with the following steps if the "integrity-protected" parameter is set to "yes", "tls-yes", or the required authentication is successfully performed if required by local policy.

L.2.3.3
General treatment for all dialogs and standalone transactions excluding requests terminated by the S-CSCF

When performing SIP digest, the procedures in subclause 5.4.3 apply with the following differences.
When the S-CSCF receives from the served user an initial request for a dialog or a request for a standalone transaction, the S-CSCF may perform the steps in subclause L.2.3.4 to challenge the request based on local policy.
NOTE:
If the user registration is associated with the state "tls-protected", then the execution of Proxy-Authorization as described in subclause L.2.3.4 is still possible, although it is unlikely this would add additional security provided the P-CSCF is trusted. Thus, in most cases the state "tls-protected" will be reason for the S-CSCF to not desire Proxy-Authentication for this user.
L.2.3.4
General authentication procedures for all SIP request methods initiated by the UE excluding REGISTER
L.2.3.4.1
General

When the S-CSCF receives from the UE a request (excluding REGISTER), the S-CSCF may perform the following steps if authentication of  SIP request methods initiated by the UE excluding REGISTER is desired: 

1)
The S-CSCF shall identify the user by the public user identity as received in the P-Asserted-Identity header; 

2)
If the public user identity does not match one of the registered public user identities, the S-CSCF may reject the request with a 400 (Bad Request) response or silently discard the request; 

3)
If the request does not contain a Proxy-Authorization header or the Proxy-Authorization header does not contain a digest response, the S-CSCF shall: 

a)
challenge the user by generating a 407 (Proxy Authentication Required) response for the received request, including a Proxy-Authenticate header as defined in RFC 2617 [21], which includes:

-
a protection domain in the realm field;

-
a domain field;

-
a nonce field generated by the S-CSCF;

-
an algorithm field; if the algorithm value is not provided in the authentication vector, it shall have the value "MD5"; and

-
a qop field; if the qop value is not provided in the authentication vector, it shall have the value "auth".


b)
send the so generated 407 (Proxy Authentication Required) response towards the UE; and,

c)
retain the nonce and initialize the corresponding  nonce count to a value of 1.

4)
If the request contains a Proxy-Authorization header, the S-CSCF shall:

a)
check whether the Proxy-Authorization header contains:

-
the private user identity of the user in the username field;

-
an algorithm field which matches the algorithm field in the authentication challenge (i.e. MD5); 

-
a response field with the authentication challenge response;

-
a realm field matching the realm field in the authentication challenge;

-
nonce field matching the expected nonce from either a recent authentication challenge or a more recent nextnonce sent in an Authentication-Info header;

-
a digest-uri matching the SIP Request URI; 

-
a cnonce field; and

-
a nonce-count field with a value that equals the nonce-count expected by the S-CSCF. The S-CSCF may choose to accept a nonce-count which is greater than the expected nonce-count only if the S-CSCF uses this nonce-count once authentication is successful (and increments it for any subsequent authentication responses).


If any of the above checks do not succeed, the S-CSCF shall proceed as described in subclause L.2.3.4.2, and skip the remainder of this procedure.

b)
check whether the received authentication challenge response and the expected authentication challenge response match. The S-CSCF shall compute the expected digest response as described in RFC 2617 [21] using the H(A1) value contained within the authentication vector, and other digest parameters (i.e. nonce, cnonce, nonce-count, qop).

In the case where the digest response does not match the expected digest response calculated by the S-CSCF, the S-CSCF shall consider the authentication attempt as failed and do one of the following:

1)
rechallenge the user by issuing a 407 (Proxy Authentication Required) response including a challenge as per procedures described in this subclause; or

2)
reject the request by issuing a 403 (Forbidden) response; or

3)
reject the request without sending a response.
In the case the digest response matches the expected digest response calculated by the S-CSCF, the S-CSCF shall include a corresponding Proxy-Authentication-Info header in any 2xx response which is associated with this request (i.e. within same SIP dialog or transaction). The Proxy-Authentication-Info header shall contain the following fields described in RFC 2617 [21]:
-
a nextnonce field if the S-CSCF requires a new nonce for subsequent authentication responses from the UE;

-
a message-qop field matching the qop in the Proxy-Authorization header sent by the UE;

-
a response-auth field with a response-digest calculated as described in RFC 2617 [21];

-
a cnonce field matching the cnonce in the last Authorization header sent by the UE;

-
a nonce-count field matching the nonce-count in the Authorization header sent by the UE;

In the case the digest response matches the expected digest response calculated by the S-CSCF, the S-CSCF shall consider the identity of the user verified and the request authenticated.
Editor's Note: The Proxy-Authentication-Info header is not currently defined in RFC 3261 [26]. The progress of this issue in the IETF will need to be evaluated and a decision made on whether to include this feature in Release 8 of this specification.
In the case where the digest response matches the expected digest response calculated by the S-CSCF, the S-CSCF shall consider the identity of the user verified and the request authenticated and continue with the procedures as described in subclause 5.4.3.

L.2.3.4.2
Abnormal cases

In the case that SIP digest is used and the request from the UE contains an invalid nonce with a valid challenge response for that nonce (indicating that the client knows the correct username/password), or when the nonce-count value sent by the UE is not the expected value, or when the Proxy-Authorization header does not include the correct parameters, the S-CSCF shall:

· send a 407 (Proxy Authentication Required) response to initiate a further authentication attempt with a fresh nonce and the stale parameter set to true.

*******************************END THIRD CHANGE***************************

*********************************FOURTH CHANGE******************************
L.3.2
Procedures at the P-CSCF

L.3.2.1
General

TLS is optional to implement, and is used only in combination with digest authentication.
Procedures for SIP digest without TLS are found in subclauses L.2.2.1 through L.2.2.5.  Procedures for SIP digest with TLS are found in clause L.3 and its subtending subclauses.
A P-CSCF that implements TLS shall support the procedures specified in subclause 5.2, except as noted in the sub-clauses of this section. When performing the procedures of this Annex and the procedures in subclause 5.2, the P-CSCF shall not apply procedures related to IPsec or AKA. These procedures are distinguished by the use of terms specifically related to AKA and IPsec, such as "XMAC", "RAND", AUTN", and "security association".

If the P-CSCF supports TLS, then the P-CSCF shall support TLS as described in 3GPP TS 33.203 [19]. If the P-CSCF supports TLS, the P-CSCF shall support TLS ciphersuites as described in 3GPP TS 33.203 [19].

For SIP digest with TLS, the P-CSCF shall integrity protect all SIP messages sent to the UE outside of the registration and authentication procedures by using a TLS session. The P-CSCF shall discard any SIP message that is not protected by a TLS session and is received outside of the registration and authentication procedures. The integrity and confidentiality protection and checking requirements on the P-CSCF within the registration and authentication procedures are defined in subclause L.2.2.2.
L.3.2.2
Registration

When performing SIP digest procedures with TLS, the procedures in subclause 5.2.2 apply with the following differences.

For TLS, the P-CSCF associates a protected server port with the TLS session port on the P-CSCF.

When applying TLS, the P-CSCF shall set the Security-Server header field mechanism-name to  "tls" as per 3GPP TS 33.203 [19] procedures for the Security Mechanism Agreement. 

If SIP digest with TLS is used, the P-CSCF shall accept requests from the UE to establish the TLS session after receipt of the 401 (Unauthorized) in response to the initial REGISTER message, as described in 3GPP TS 33.203 [19]. The P-CSCF shall use the TLS session to send further messages towards the UE. If configured to require TLS, the P-CSCF shall only accept initial REGISTER requests unprotected and shall discard any other SIP message that is not protected by a TLS session.

When the P-CSCF receives a REGISTER request from the UE not over an existing TLS session, the P-CSCF shall not insert an "integrity-protected" parameter in the Authorization header.
NOTE 1:
The absence of an "integrity protected" parameter in the Authorization header is an indication to the I-CSCF and S-CSCF that this is an initial REGISTER request.
When the P-CSCF receives a REGISTER request from the UE over an existing TLS session, the P-CSCF shall:

1)
insert the parameter "integrity-protected" (described in subclause 7.2A.2) with a value "tls-pending" into the Authorization header field in case the REGISTER request was received protected with a TLS session where the Session ID for the TLS session is not bound to a private user identity (i.e. intitial registration); or
2)
insert the parameter "integrity-protected" (described in subclause 7.2A.2) with a value "tls-yes" into the Authorization header field in case the REGISTER request was either:

-
received protected with a TLS session created during an ongoing authentication procedure and includes an authentication challenge response (i.e. response parameter), or 

-
received on the TLS session created during the last successful authentication procedure and with no authentication challenge response (i.e. no response parameter). In this case, the TLS Session ID for the TLS session shall be associated with a private user identity from a previously successful registration and the private user identity in the REGISTER request shall match the private user identity associated with the TLS Session ID.
When the P-CSCF receives a 200 (OK) response to a REGISTER request and the value of the Expires header field and/or expires parameter in the Contact header is different than zero, and TLS is used with SIP digest, then the P-CSCF shall:

-
create an association by storing and associating the UEs IP address and port of the TLS connection with the TLS Session ID, the private user identity and all the successfully registered public user identities related to that private user identity; and

-
protect the 200 (OK) response to the REGISTER request within the same TLS session to that in which the request was protected.

When receiving a SIP message (including REGISTER requests) from the UE over an existing TLS session, the P-CSCF shall send requests and further messages towards the UE over the same TLS session. The procedures for forwarding requests by the edge proxy in draft-ietf-sip-outbound [92] shall apply to the P-CSCF when managing TLS connections.

NOTE 2:
The use of draft-ietf-sip-outbound [92] in conjunction with TLS is needed so that terminating requests can reuse an existing TLS connection.

L.3.2.3
Deregistration

L.3.2.3.1
User-initiated deregistration

When performing SIP digest procedures with TLS, the procedures in subclause 5.2.5.1 apply with the following differences.

When the P-CSCF has sent the 200 (OK) response for the REGISTER request of the only public user identity currently registered with its associated set of implicitly registered public user identities (i.e. no other is registered), the P-CSCF shall remove the TLS session (if it exists) 
established between the P-CSCF and the UE. Therefore further SIP signalling (e.g. the NOTIFY request containing the deregistration event) will not reach the UE.
L.3.2.4
Requests initiated by the UE

When performing SIP digest procedures with TLS, the procedures in subclause 5.2.6.3 apply with the following differences.

When the P-CSCF receives from the UE an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that does not match one of the registered public user identities mapped to the TLS session, or does not contain a P-Preferred-Identity header, the P-CSCF shall identify the initiator of the request by a default public user identity. If there is more than one default public user identity available, the P-CSCF shall randomly select one of them.

When the P-CSCF receives any 1xx or 2xx response to an initial request for a dialog, the P-CSCF shall:

1)
if TLS is used, in the response rewrite its own Record Route entry to its own SIP URI that contains the protected server port number of the TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the TLS session established from the UE to the P-CSCF.

NOTE:
For TLS, the P-CSCF associates a protected server port with the TLS session port on the P-CSCF. For details on the selection of the protected port values see 3GPP TS 33.203 [19].

L.3.2.5
Requests terminated by the UE

When performing SIP digest procedures with TLS, the procedures in subclause 5.2.6.4 apply with the following differences.

When the P-CSCF receives, destined for the UE, an initial request for a dialog or a target refresh request for a dialog and TLS is used, prior to forwarding the request, the P-CSCF shall:
-
when adding its own SIP URI to the top of the list of Record-Route headers and saves the list, build the P-CSCF SIP URI in a format that contains the protected server port number of the TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the TLS session established from the UE to the P-CSCF;

-
when adding its own address to the top of the received list of Via header and saving the list, build the P-CSCF Via header entry in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the TLS session established from the UE to the P-CSCF.

NOTE 1:
For TLS, the P-CSCF associates a protected server port with the TLS session port on the P-CSCF. For details on the selection of the protected port values see 3GPP TS 33.203 [19].

When the P-CSCF receives, destined for the UE, a request for a standalone transaction or a request for an unknown method (that does not relate to an existing dialog), or a response to this request, and TLS is used, prior to forwarding the request, the P-CSCF shall:
-
when adding its own address to the top of the received list of Via header and saving the list, build the P-CSCF Via header entry in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the TLS session established from the UE to the P-CSCF;

NOTE 2:
For TLS, the P-CSCF associates a protected server port with the TLS session port on the P-CSCF. For details on the selection of the protected port values see 3GPP TS 33.203 [19].

L.3.2.6
General emergency services

When performing SIP digest procedures with TLS, the procedures in subclause 5.2.10.1 apply with the following differences.

NOTE:
If only emergency setup from registered users is allowed, a request from an unregistered user is ignored since it is received outside of the TLS session.

*******************************END FOURTH CHANGE***************************

***********************************FIFTH CHANGE******************************

L.3.3
Procedures at the S-CSCF

When performing SIP digest procedures with TLS, the procedures in subclause L.2.3 apply.

*******************************END FIFTH CHANGE***************************
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