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Introduction:

This contribution describes the security requirements for media server control.
Proposal:

It is proposed that the information provided below is agreed and transferred to 3GPP TR 24.880.
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Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

The following terms and definitions given in RFC 4353 [19] apply (unless otherwise specified):

Conference

Conference-URI
Conference-Aware participant

Conference policy
Focus

Mixer

Participant

Tightly Coupled Conference

Conference Notification Service

Conference policy server

The following terms and definitions given in draft-boulton-mediactrl-mrb-00.txt [34] apply (unless otherwise specified):

MRB

Query MRB

In-Line MRB

The following terms and definitions given in TS 32.210 [41] apply (unless otherwise specified):

Security Domain
Confidentiality

7
Requirements for a media server control protocol

7.9
Security requirements
When considering security requirements for media control related interfaces, the principles and protocols described in TS 32.210 [41] shall be followed.

The media server control interfaces between an AS and an MRFC may cross network boundaries and therefore should be able to cross security domains.

The media server control interfaces should support confidentiality, they may by used to report the user entry of sensitive information such as credit card numbers and PIN numbers.
