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1. Introduction

This CR gives stage 3 level details for access control procedures, providing details of procedures to be implemented by the PNM application and the PN UE.

2. Proposal
The following procedures are proposed to be approved for inclusion in PNM TS 24.259.
******************************Start of First Change*************************************
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Roles for PN-Configuration
7.1
Introduction

7.2
PN UE
When the PN UE is successfully configured as a Controller UE, it shall check the message body of INVITE messages it receives for the presence of PN access control info. If present, it shall implement the role of a Controller UE as specified in subclause 10.2.
7.3
PNM Application
8
Roles for PN-Query

8.1
Introduction

8.2
PN UE

8.3
PNM Application
9
Roles for session redirection 
9.1
Introduction

9.2
PN UE

9.3
PNM Application
10
Roles for restricting access 
10.1
Introduction
Upon receiving an INVITE message destined to a Controllee UE in which case the caller is not configured in the Controllee's PN access control list, the PNM Application either sends 403 (Forbidden) message to reject the call, or redirects the INVITE message to the Controller UE, where either action is subject to the Access Control Type (see table Annex B.1-1) configured by the Controller. 
The INVITE message contains the  PN Access_Control_Request (see table Annex B.1-1) in the body of the message. There are three possible scenarios for the user's response:
-
If the PN User accepts the call, the Controller UE returns a 200 OK response. 
-
If the PN User allows the INVITE message to be sent to the Controllee, the Controller UE returns a 302 (redirect) message including the PN_Access_Control_Response (see table Annex B.1-1) in the body of the message as specified in Annex B
-
If the PN User disallows the INVITE message to be sent to the Controllee, the Controller UE returns a 403  Forbidden message.
10.2
PN UE
When configured as a Controller UE, the PN UE shall

-
Check for the INVITE message to contain a pnm+xml body

-
If the INVITE message does not contain a pnm+xml body, normal processing is continued as specified in 3GPP TS 24.229 [3]
-
If the INVITE message contains a pnm+xml body, the PN UE checks if a PN_Access_Control_Request message has been issued

-
If PN_Access_Control_Request message is present, the PN UE  retrieves the SIP URIs of the Controller and the Controllee UE
-
It provides the PN User with options of either accepting the call or allowing the call or disallowing the call
-
If the PN User chooses to accept the call, the PN UE returns a 200 OK response.
-
If the PN User chooses to allow the INVITE message to be sent to the Controllee, the PN UE returns a 302 (redirect) message with contact info containing the URI of the Controllee UE
-
the UE shall add a PN_Access_Control_Response as a body of the 302 (Redirect) message with Allow value set to 1 (see table Annex B.1-1)
-
if the PN user wishes to save his choice for future sessions, the SaveSetting option is set to 1 (see table Annex B.1-1).
-
If the PN User disallows the INVITE message to be sent to the Controllee, , it returns a 403 (Forbidden) message.
-
the UE shall add a PN_Access_Control_Response as a body of the 302 (Redirect) message with Allow value set to 0 (see table Annex B.1-1) 
10.3 PNM Application 
On receiving an INVITE message, the PNM Application shall
-
check if the destination has been configured as a Controllee UE. If the destination has not been configured as a Controllee, the PNM Application follows normal procedures specified in 3GPP TS 24.229 [3]. If the destination has been configured as a Controllee UE,
-
the PNM Application shall check if the originator of the INVITE request message has been configured in the PN access control list of the Controllee UE. If the originator has been configured in the PN access control list, the PNM Application follows normal procedures specified in 3GPP TS 24.229 [3].  If the originator has not been configured in the PN access control list of the Controllee 
-
the PNM Application populates the INVITE request message as follows 
-
The Request URI set to the URI of the Controller UE for the Controllee UE

-
The To header URI set to the URI of the Controller UE for the Controllee UE

-
Adds another body (pnm+xml) to the INVITE message containing the PN_Access_Control_Request (see table Annex B.1-1) as follows
-
Create and set a new unique access control request ID: ACRequestID 
-
Set the Originator string to the URI of the originator of the INVITE request message
-
Set the PNController string to the Controller UE's URI

-
Set the PNControllee string to the Controllee UE's URI

On receiving a 200 OK response to the INVITE message containing the PN_Access_Control_Request, the PNM application does no further access control specific processing. 
On receiving a 302 Moved Temporarily response to the INVITE message containing the PN_Access_Control_Request,, the PNM application shall apply the procedures specified in subclause 5.7.5 of 3GPP TS 24.229 with the following addition
-
Checks the PN_Access_Control_Response as defined in table Annex B.1-1 for SaveSetting option in the PNM XML body of the 302 Moved Temporarily response. If SaveSetting is true, the PNM Application configures the originator of the INVITE in the PN Access Control List of the Controllee. 
On receiving a 403 Forbidden response to the INVITE message containing the PN_Access_Control_Request, the PNM application send a 403 Forbidden as specified in 3GPP TS 24.229 [3].
11
Protocol at the Ut reference point

11.1
Introduction

XML Configuration Access Protocol (XCAP) is used to create, read, write, modify and delete data related to the PNM service. XCAP uses the HTTP methods PUT, GET and DELETE for communication over the Ut reference point. 

11.2
Roles

11.2.1
XCAP client

The XCAP client is a logical function as defined in RFC 4825 [6]. The XCAP client provides the means to create, read, write, modify and delete the data used for the PNM services. In doing so, it shall generate an HTTP PUT, or an HTTP GET or an HTTP DELETE request in accordance with RFC 2616 [7].

Editor’s note: The presence of the text above is subject to whether there will be a single and common document addressing the usage of XCAP within 3GPP.

11.2.2
XCAP server

The XCAP server is a logical function as defined in RFC 4825 [6]. The XCAP server stores all data relevant for the PNM services.  When the XCAP server receives an HTTP PUT, HTTP GET or HTTP DELETE request for manipulating the data base, the XCAP server shall first authenticate the request in accordance with 3GPP TS 24.109 [zz] and then perform authorization. Afterwards the XCAP server shall perform the requested action and generate a response in accordance with RFC 2616 [7].

Editor’s note: The presence of the text above is subject to whether there will be a single and common document addressing the usage of XCAP within 3GPP.

Annex A (informative):
Example signalling flows 
A.1


Scope of signalling flows
A.2
Introduction

A.2.1
General

A.2.2
Key required to interpret signalling flows
A.3
Signalling flows 
Annex B (normative):
PNM XML definition 

This annex contains the XML schema definition for an XML document for the PNM Configuration, Query and access control.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="PNM-schema-of-3gpp"


xmlns:pnm="PNM-schema-of-3gpp"


xmlns:xs="http://www.w3.org/2001/XMLSchema" 


elementFormDefault="qualified" attributeFormDefault="unqualified">

  <!-- This import brings in the XML language attribute xml:lang-->

    <xs:import namespace="http://www.w3.org/XML/1998/namespace"

      schemaLocation="http://www.w3.org/2001/xml.xsd"/>


<xs:element name="PN_Configuration_Request" type="pnm:pnConfRequest"/>


<xs:element name="PN_Configuration_Response" type="pnm:pnConfResponse"/>

    <xs:element name="PN_Query_Request" type="pnm:pnQueryRequest"/>


<xs:element name="PN_Query_Response" type="pnm:pnQueryResponse"/>

<xs:element name="PN_Access_Control_Request" type="pnm:pnACRequest" />


<xs:element_name="PN_Access_Control_Response" type="pnm:pnACResponse" />

<xs:complexType name="tpnConfRequestExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>


<xs:complexType name="tpnConfResponseExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>


<xs:complexType name="tpnQueryRequestExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>


<xs:complexType name="tpnQueryResponseExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>

<xs:complexType name="tpnACRequestExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>

<xs:complexType name="tpnACResponseExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>

<!-- The whole PNM PN-Configuration specific data set  -->


<xs:complexType name="pnConfRequest">



<xs:sequence>

            <xs:element name="ConfRequestUserID" type="xs:string" 
                              maxOccurs="unbounded"/>

            <xs:element name="RedirectedUserID" type="xs:string" minOccurs="0"/> 




<xs:element name="RedirectingUserID" type="xs:string" minOccurs="0"/>




<xs:element name="ConfLevel" type="xs:string" minOccurs="0"/>




<xs:element name="ConfPrio" type="xs:string" minOccurs="0"/>

            <xs:element name="PNControllee" type="xs:string" minOccurs="0"  
                              maxOccurs="unbounded"/>

            <xs:element name="PNAccessControlList" type="xs:string" minOccurs="0"  

                              maxOccurs="unbounded"/>

            <xs:element name="PNAccessControlType" type="xs:string" minOccurs="0"  
                              maxOccurs="unbounded"/>




<xs:element name="Extension" type="pnm:tpnConfRequestExtension" 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0"  
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/>


</xs:complexType>


<xs:complexType name="pnConfResponse">



<xs:sequence>

            <xs:element name="Extension" type="pnm:tRegResponseExtension" 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" 
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/> 


</xs:complexType>

<!-- The whole PNM PN-Query specific data set  -->


<xs:complexType name="pnQueryRequest">



<xs:sequence>




<xs:element name="QueryRequestUserID" type="xs:string"    
                              maxOccurs="unbounded"/>

            <xs:element name="RedirectedUserID" type="xs:string" minOccurs="0"/> 




<xs:element name="RedirectingUserID" type="xs:string" minOccurs="0"/>




<xs:element name="ConfLevel" type="xs:string" minOccurs="0"/>




<xs:element name="ConfPrio" type="xs:string" minOccurs="0"/>

            <xs:element name="PNController" type="xs:string" minOccurs="0"/>

            <xs:element name="PNControllee" type="xs:string" minOccurs="0" 
                              maxOccurs="unbounded"/>

            <xs:element name="PNAccessControlList" type="xs:string" 
                              minOccurs="0"/>

            <xs:element name="PNAccessControlType" type="xs:string" minOccurs="0"  
                              maxOccurs="unbounded"/>




<xs:element name="Extension" type="pnm:tpnQueryRequestExtension" 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" 
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/>


</xs:complexType> 


<xs:complexType name="pnQueryResponse">



<xs:sequence>




<xs:element name="QueryRequestUserID" type="xs:string" 
                              maxOccurs="unbounded"/>

            <xs:element name="RedirectedUserID" type="xs:string" minOccurs="0"/> 




<xs:element name="RedirectingUserID" type="xs:string" minOccurs="0"/>




<xs:element name="ConfLevel" type="xs:string" minOccurs="0"/>




<xs:element name="ConfPrio" type="xs:string" minOccurs="0"/>

            <xs:element name="PNController" type="xs:string" minOccurs="0"/>

            <xs:element name="PNControllee" type="xs:string" minOccurs="0" 
                              maxOccurs="unbounded"/>

            <xs:element name="PNAccessControlList" type="xs:string" minOccurs="0" 
                              maxOccurs="unbounded"/>

            <xs:element name="PNAccessControlType" type="xs:string" minOccurs="0"  
                              maxOccurs="unbounded"/>




<xs:element name="Extension" type="pnm:tpnQueryResponseExtension" 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" 
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/> 


</xs:complexType>

<xs:complexType name="pnACRequest">



<xs:sequence>




<xs:element name="ACRequest ID" type="xs:string" 
                              maxOccurs="unbounded"/>

            <xs:element name="Originator UserID" type="xs:string" minOccurs="0"/> 




<xs:element name="PNController UserID" type="xs:string" minOccurs="0"/>




<xs:element name="PNControllee UserID" type="xs:string" minOccurs="0"/>




<xs:element name="Extension" type="pnm:tpnACRequestExtension " 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" 
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/> 


</xs:complexType>

<xs:complexType name="pnACResponse">



<xs:sequence>




<xs:element name="ACRequest ID" type="xs:string" 
                              maxOccurs="unbounded"/>




<xs:element name="AllowSession" type="xs:boolean" minOccurs="0"/>




<xs:element name="SaveSetting" type="xs:boolean" minOccurs="0"/>




<xs:element name="Extension" type="pnm:tpnACResponseExtension " 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" 
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/> 


</xs:complexType>

</xs:schema>

Table Annex B-1-1: XML definition
NOTE: The <xs:any> element within the complex types, tpnConfRequestExtension, tpnConfResponseExtension, tpnQueryRequestExtension, tpnQueryResponseExtension, tpnACResponseExtension and tpnACRequestExtension allows for compatible standard extensions in future releases. 
******************************End of First Change*************************************
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