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Abstract
This contribution discusses the tunnel management procedure on the UE in an untrusted non-3GPP access network.
Discussion
Currently the procedures for initial access in an untrusted non-3GPP access network have been defined in TS 23.402. The IPsec tunnel management between the UE and the ePDG is supported on Wu* reference point base on IKEv2 protocol. The procedure is as described in 3GPP TS 33.234. And in TS 23.402, it shall have some enhancements.

For authentication and authorization, the UE shall send the user identity and the W-APN information in the first message of the IKE_AUTH phase. The user identity shall be compliant with Network Access Identifier (NAI) format specified in RFC 4282. 

In the case of PMIPv6 on S2b, the UE shall send a configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain the PDN IP address allocation. The UE may requests for IPv4 and/or IPv6 address. On the other hand, in the case of DSMIPv6, the UE needs an IP address connective to the ePDG as care of address of MIP, and then it shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain it. The UE may request for either IPv4 or IPv6 address according to the IP version of the access network.

For fast update of IPSec tunnels during handover between two untrusted non-3GPP IP accesses, the MOBIKE is used, and the UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE.
Conclusion
Based on the discussion above, it is proposed to add the text following in TR 24.801.


**** Start of changes ****

7.3.3
Tunnel management procedures

Editor's note: This subclause will describe the tunnel management procedures. Section 8 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause. The need of additional procedures or parameters is FFS.

7.3.3.1
General
For the security of data forwarding on an untrusted access network the UE shall initiate the IPsec Tunnel Establishment procedure to an ePDG which is the access gateway to visit the 3GPP EPC.
The UE and the ePDG shall support the IKEv2 protocol (see IETF RFC 4306) for IPsec tunnel negotiation as specified in 3GPP TS 23.402, in order to establish trusted relationships (i.e. mutual authentication with the ePDG).

The UE and the ePDG shall support IPsec ESP (see IETF RFC 4303) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 23.402.
The UE and the ePDG may support MOBIKE (see IETF RFC 4555) for fast update of IPSec tunnels during handover between two untrusted non-3GPP IP accesses.

Editor’s note: It is FFS if MOBIKE support on ePDG is mandatory.
7.3.3.2
UE procedures
In order to set up an IKE connection between the UE and the ePDG, the UE shall initiate the signalling procedure by sending the IKE_SA_INIT request message defined in IETF RFC 4306 to the ePDG. On receipt of an IKE_SA_INIT response, the UE shall send a tunnel establishment request (IKE_AUTH request message defined in IETF RFC 4306 [x]) to the selected ePDG including the W-APN, NAI, IP address allocation request and the MOBIKE supported indication.  The UE shall include in "IDr" payload the W-APN that was used in the DNS query and in the "IDi" payload the NAI. In PMIPv6 case the UE shall request the PDN IP address allocation within a configuration payload, both IPv4 and IPv6 or either of them may be requested. In DSMIPv6 case the UE shall request a care of address, either IPv4 or IPv6 address may be requested according to the IP version of the access network. If the UE supports MOBIKE , it shall indicate this in a notify payload.

**** End of changes ****
