3GPP TSG CT WG1 Meeting #49
C1-072227

Kobe, Japan, 8th – 12th October 2007.
Source:
Qualcomm Europe
Title:
DS-MIPv6 initial attach procedure
Agenda item:
9.2
Document for:
Discussion and Approval
This paper analyses the current status of stage 2 specification with regards to the DS-MIPv6 initial attach procedure and proposes to clarify some aspects of that procedure in TR 24.801.
1 Introduction

At the last CT1 meeting the procedures required for the Mobile IPv6 initial attach were agreed and included in the TR 24.801. Although some issues are still open in TS 23.402, there are some aspects of the stage 3 procedure which can be further clarified.

2 Discussion

Sections 5.4.2.5.1 and 5.4.2.5.2 of TS 23.402 describe the DS-MIPv6 initial attach procedure from trusted and untrusted non-3GPP IP accesses. Although there are some FFSs in the description of the procedures, there are some aspects of the procedure that are stable and can be clarified also from a stage 3 perspective. Annex A includes the sections of TS 23.402 for convenience.
Note that based on the new skeleton of TR 24.801 which was approved at the CT1#48 meeting, the DS-MIPv6 procedures will be specified independently from the access network the UE is attaching to. This implies that the stage 3 specification will have only one section about the DS-MIPv6 procedures, which will be applicable to both untrusted and trusted non 3GPP accesses. We think this approach of documenting the specification is correct as the DS-MIPv6 procedures do not depend on the access system the UE is connected to. 
Based on the current status of TS 23.402 and the related discussion in SA2, these considerations can be done:
· The PDN GW discovery procedure can be fully specified by CT1. This has already been partially done at CT1 #48 as the details of the discovery based on DNS have been agreed. 

· The Security Association establishment is still FFS and there is ongoing discussion between SA2 and SA3 on the possible solutions. Therefore on this aspect it is not possible to provide any stage 3 detail.
· The IPv6 Home Address assignment depends on the chosen security association establishment mechanism. This is because the IPv6 HoA can be assigned during the IKEv2 procedure in case RFC 4877 is used to protect MIPv6 signalling. On the other hand it is not clear which method could be used for IPv6 HoA assignment if RFC 4285 is used as there is not available method specified in IETF. This implies that the IPv6 Home Address assignment cannot be specified in TR 24.801 for now.
· On the other hand the IPv4 Home Address assignment does not depend on the security model chosen for Dual Stack Mobile IPv6. The DS-MIPv6 draft [draft-ietf-mip6-nemo-v4traversal-05] provides only one mechanism to assign an IPv4 Home Address, which is based on the inclusion of the IPv4 home address option in the Binding Update / Binding Acknowledgement exchange. Therefore some details on this aspect can be clarified in section 8.4.1 of TR 24.801. Further IPv4 Home Address assignment mechanism, e.g. based on IKEv2, can be left FFS for now.
· The details of how the UE sends the Binding Update in case of either IPv6 or IPv4 access networks are independent of the security model used for Mobile IPv6 and therefore can be described in TR 24.801. The same applies to the PDN GW operations on the Binding Update and Binding Acknowledgment messages.

3 Proposal
Based on the analysis of the previous section, the following changes are proposed in section 8.4.1 of TR 24.801.
*** Start of 1st change ***
2
References
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IETF RFC 3775 (June 2004): “Mobility Support in IPv6”
*** End of 1st change ***
*** Start of 2nd change ***
8.4.1
Mobile IP initial attach

Editor's note: This subclause will describe the procedures related to the PDN GW address discovery, the Home Address assignment and the bootstrapping of a security association between the UE and the PDN GW when S2c reference point is used.

8.4.1.1
General

The DSMIPv6 initial attach is performed by the UE to establish a DSMIPv6 connection with the node acting as Home Agent. This is also known as the bootstrapping procedure as the UE establishes a security association with the Home Agent. The initial attach involves the following procedures:

-
Discovery of the Home Agent address. The UE needs to discover the IPv6 address of the node acting as Home Agent.
-
Security Association establishment. The UE needs to establish a security association with the node acting as Home Agent in order to secure the Mobile IPv6 signalling.
Editor's note: It is FFS if IKEv2/IPsec (RFC 4877 [18]) or RFC 4285 [19] will be used to secure MIPv6 signalling.

-
IPv6 Home Address assignment. The UE needs to be assigned an IPv6 address to be used as Home Address in DSMIPv6. The Home Agent is responsible of assigning the Home Address to the UE.
-
IPv4 Home Address assignment. Optionally, a dual-stack UE can also request to be assigned an IPv4 Home Address to be used for IPv4-only applications. The Home Agent is responsible of assigning the IPv4 Home Address to the UE.
8.4.1.2
UE procedures

The first procedure the UE needs to perform for DSMIPv6 registration is the discovery of the node acting as the Home Agent.

The UE can discover the IP address of the PDN GW in one of the four following ways:

-
via DNS;

-
via attach procedure for E-UTRAN access;
-
via IKEv2 during tunnel setup to ePDG for untrusted non-3GPP accesses;

-
via DHCPv6.

Editor's note: It is FFS under which conditions the above methods can be used.

A UE performing PDN GW discovery based on DNS shall support the implementation of standard DNS mechanisms. As specified in draft-ietf-mip6-bootstrapping-split [20], the UE shall perform either a DNS lookup based on the Home Agent name or a DNS query for a SRV record.

In the former case the UE constructs a DNS request, by setting the QNAME to the configured FQDN. If a home agent has both an IPv4 and an IPv6 address, the corresponding DNS record should be configured with both 'AAAA' and 'A' records. Accordingly the DNS reply will contain 'AAAA' and 'A' records.

Editor's note: It is FFS how the FQDN is constructed from available information. The APN and well-known strings (e.g. "homeagent") may be used for this purpose.

Alternatively the UE performs a DNS query for a SRV record, as specified in RFC 2782 [21]. For this purpose it constructs a request with QTYPE set to SRV and QNAME based on a concatenation of the string specified in draft-ietf-mip6-bootstrapping-split [20] and an FQDN including the Network Identifier and the Operator Identifier.

Editor's note: The exact method to construct the QNAME in case QTYPE is set to SRV is FFS.
Once the UE has discovered the IP address of the PDN GW, it shall establish a Security Association with it. During this procedure the UE may also obtain an IPv6 Home Address.
Editor's note: It is FFS if the security association establishment procedure involves explicit signalling messages. 
Editor's note: The details of IPv6 Home Address assignment are FFS.
After establishing a security association, the UE shall send a Binding Update message as specified in [x1] in order to register its Home Address at the PDN GW. 
In case there is IPv6 connectivity in the access network and the UE has a valid IPv6 address as Care-of Address (e.g. assigned during the attach procedure), the UE shall send the Binding Update message to the IPv6 address of the Home Agent, including the assigned IPv6 Home Address in the Home Address Destination Option and using the Care-of Address as the source address of the IPv6 packet containing the Binding Update. In this Binding Update message the H and A bits must be set.
Editor's note: It is FFS if RFC4877 [18] or RFC4285 [19] is used for securing the Binding Update.
Editor's note: It is FFS if the Alternate Care-of Address option can be used by the UE to indicate a Care-of Address different from the source address of the IPv6 packet. 

In case there is only IPv4 connectivity in the access network and the UE has only an IPv4 address as Care-of Address, the UE shall send the Binding Update as the following ([11]): the IPv6 packet, with the Home Address as the source address, shall be encapsulated in UDP; the UE shall include the IPv4 Care-of Address as the source address of the outer IPv4 packet and the Home Agent IPv4 address as the destination address of the outer IPv4 packet. The UE shall also include the IPv4 CoA option containing the IPv4 Care-of Address. In this Binding Update message the H and A bits must be set.

In case the UE wants to request also an IPv4 Home Address, the UE shall include an IPv4 Home Address option in the Binding Update message, as defined in [11]; the UE shall include in this option the unspecified IPv4 address, which acts as a request for a dynamic IPv4 home address.
When the UE receives the Binding Acknowledgement from the PDN GW, it shall validate it based on the rules described in [x1] and [11]. In case the Binding Acknowledgement contains a successful status code, the UE shall create an entry for the registered Home Address in its binding update list and may start sending packets containing its IPv6 Home Address: the formats of the data packets depend on the connectivity type available in the access network and are specified in [x1] and [11]. 
In case the Binding Acknowledgment contains an IPv4 address acknowledgement option indicating success, the UE shall create two entries in its binding update list, one for the IPv6 home address and another for the IPv4 home address. The UE may then send data traffic either with the IPv6 Home Address or with the IPv4 Home Address. The details of the data packets formats based on the connectivity type available in the access network are specified in [x1] and [11]. If the Binding Acknowledgement contains the NAT detection option, the UE shall tunnel data packets in UDP and IPv4 as described in [11].  
8.4.1.3
PDN GW procedures

Editor's note: The details of the Security Association establishment and IPv6 Home Address assignment procedures are FFS. 

When the PDN GW receives a Binding Update from the UE, it shall validate it as described in [x1]. If the PDN GW accepts the Binding Update, it shall create a new entry in its Binding Cache for UE, marking it as a Home Registration. The lifetime of this Binding Cache entry is set based on operator’s policies. The PDN GW shall not perform a Duplicate Address Detection on the IPv6 Home Address of the UE. Then the PDN GW shall send a Binding Acknowledgement as specified in [x1].
If the Binding Update contains an IPv4 Home Address option with the unspecified IPv4 address, the PDN GW shall assign an IPv4 Home Address to the UE, including an IPv4 acknowledgement option the Binding Acknowledgement message. In any case, the Binding Acknowledge shall always contain the IPv6 Home Address of the UE in the Routing Header.
If in the received Binding Acknowledgment the IPv4 care-of address in the IPv4 CoA option is not the same as the IPv4 address in the source address in the outer IPv4 header then a NAT was in the path. This information shall be included in the Binding Acknowledgement within a NAT detection option with the F bit set. In this case the PDN GW shall tunnel Binding Acknowledgement over UDP.
When the binding cache entry is created for the UE, the PDN GW shall tunnel all packets destined to the IPv6 Home Address and to the IPv4 Home Address (if present) to the UE’s Care-of Address. The tunnelling method depends on the type of Care-of Address and is specified in [11] and [x1].
*** End of 2nd change ***
Annex A: relevant text from TS 23.402

5.4.2.5
Initial Attach on S2c

5.4.2.5.1
Initial Attach procedure from Trusted Non-3GPP IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE attaches to a Trusted Non-3GPP Access network and host based mobility management mechanisms are used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
Figure 5.4.2.3.1-1 depicts the procedure for the non-roaming case.
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Figure 5.4.2.5.1-1: Initial attachment from Trusted Non-3GPP IP Access with DSMIPv6 in non-roaming case

Before the initial attachment is performed the UE shall be authenticated and authorized to get IP connectivity through the Trusted Access network and a Local IP address from the access network domain shall be assigned to the UE. This Local IP Address is used by the UE during the Security Association establishment of step 1.

1)
A security association is established between UE and PDN GW to secure the MIP messages between UE and PDN GW. The UE initiates the establishment of the security association.

NOTE 1:
The PDN GW may communicate with the AAA infrastructure during this step.

Editor's note:
Generation and provision of credentials, protocols used for Security Association Setup and PDN GW IP Address allocation are FFS. The use of IETF RFC4285 [13] is FFS. When it is used the procedure will be different

2)
The UE sends the MIP Binding Update message to the PDN GW as specified in [10].

Editor's note:
It is FFS how the UE is informed of the assigned PDN GW.

3)
The PDN GW processes the binding update. During the processing the PDN GW performs authentication and authorization of the user based on the information received from AAA infrastructure, and allocates an IP address or IP addresses for the UE.

NOTE 2:
The communication between the PDN GW and the AAA infrastructure during this step is optional, e.g., the PDN GW may have received all needed information for authentication and authorization in step 1.

NOTE 3:
The PDN GW allocates only the type(s) of IP address (IPv6 and/or IPv4) that were explicitly requested by the UE.

Editor's note:
The details of IP address allocation is FFS.


The PDN GW informs the 3GPP AAA Server of the address of the selected PDN GW.

Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

4)
The PDN GW sends the MIP Binding Ack to the UE, including the IP address allocated for the UE as specified in [10].

As a result of the above steps the IP connectivity is established and the UE can start using its home address at the application level.
5.4.2.5.2
Initial Attach procedure from Untrusted Non-3GPP IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE powers-on in an untrusted network via S2b interface and host based mobility management mechanism is used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
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Figure 5.4.2.5.2-1: Initial attachment when Host based MM mechanism are used over S2b for non-Roaming

The UE is authenticated and authorised to access the Untrusted Non-3GPP Access network, After the authentication, UE is configured with Local IP Address from the access network domain. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2.After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7].


Editor's note:
How APN is resolved to a PDN GW is FFS. If APN is involved in PDN GW selection is FFS.


Editor's note:
If a relation between ePDG discovery and PDN GW discovery is required is FFS.

2)
The ePDG sends the final IKEv2 message with the assigned IP address in IKEv2 Configuration payloads.

3)
IPsec Tunnel between the UE and ePDG is now setup.

4)
The security association is established between UE and PDN GW to secure the Binding Update messages between UE and PDN GW.


Editor's note:
Protocols for Security Association Setup and PDN GW IP Address Configuration is FFS.

4)
The UE sends the Binding Update message to the PDN GW.  The Binding Update is as specified in [10]


Editor's note:
It is FFS how the UE is informed of the allocated PDN GW IP address.

6)
The PDN GW processes the binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a binding ack to the UE, 'including the IP address allocated for the UE.

NOTE:
If UE requested for both IPv4 and IPv6 addresses, both IPv4 and IPv6 addresses are allocated. In the case only IP address of either IPv4 or IPv6 is requested, then IP address of only the requested IP version is allocated.

7)
The IP Connectivity is now setup.


Editor's note:
It is FFS, if AAA Server/HSS are updated of the service provided by the UE.
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