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Introduction

CT1#47 agreed C1-071371, introducing some proposal for the initial attach procedure via untrusted non-3GPP IP access. When discussing the IP address assignment for the case the UE requests both IPv4 and IPv6 address, it was found that 3GPP TS 23.402 [1] lacks clarity as it sometimes mentions about one configuration payload while sometimes it seems to refer to several configuration payloads. The IP address allocation for dual-stack case with regards to the usage of one or several IKEv2 configuration payloads thus remained unresolved in 3GPP TR 24.801 [2]. This document proposes to clarify the usage of IKEv2 configuration payload for dual-stack case.
Description

The configuration payload is used to exchange configuration information between IKE peers and is defined in IETF RFC 4306 [3]. Configuration payload can be of type CFG_REQUEST/CFG_REPLY or CFG_SET/CFG_ACK and the format is as described in figure below.
                           1                   2                   3

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      ! Next Payload  !C! RESERVED    !         Payload Length        !

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      !   CFG Type    !                    RESERVED                   !

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      !                                                               !

      ~                   Configuration Attributes                    ~

      !                                                               !
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Configuration Payload Format

As it can be seen in the format and as described in IETF RFC 4306 [3], the configuration payload format enables to have zero or several configuration attributes in one configuration payload. It is then possible to set several configuration attributes in the CFG_REQUEST configuration payload in order to request for multiple addresses, in which case the CFG_REPLY configuration payload may contain several configuration attributes.
This possibility can be used when the UE attaches to the Evolved Packet Core via untrusted non-3GPP IP access: the UE can request both an IPv4 and an IPv6 address by sending only one CFG_REQUEST configuration payload containing two configuration attributes, one for the IPv4 address and the other for the IPv6 address. When both addresses are assigned to the UE, they can be returned in one CFG_REPLY configuration payload containing two different configuration attributes, one for the IPv4 address and the other for the IPv6 address.
Conclusion

It is proposed to include this possibility in subclause 8.3.2 from TR 24.801 [2] and clarify the assignment of both IPv4 and IPv6 addresses to the UE.
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Proposed change

8.3.2
Initial attach via untrusted non-3GPP IP access

The initial attach procedure is used when the UE powers-on in an untrusted network. In order to attach to the Evolved Packet Core (EPC) via untrusted non-3GPP IP access, the UE first needs to be configured with a local IP address from the untrusted non-3GPP access network.

Once the UE is configured with a local IP address, the UE shall select the Evolved Packet Data Gateway (ePDG).
Editor's note: the exact mechanism for the IP address discovery of the ePDG is FFS.

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using IKEv2 protocol as defined in IETF RFC 4306 [8]. The UE shall send an IKE_SA_INIT request message to the ePDG. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 or IPv6 or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration payload. If the UE requests for both IPv4 and IPv6 address, it shall send two configuration attributes in the CFG_REQUEST configuration payload, one for the IPv4 address and the other for the IPv6 address. The ePDG shall then proceed with authorization and authentication. The procedure is the same as described in 3GPP TS 33.234 [9]. 
Editor's note: initial attach procedure differs whether network based IPv6 mobility protocol (i.e. PMIPv6) or host based IPv6 mobility protocol (i.e. DSMIPv6) is used. How to select between PMIPv6 and DSMIPv6 is FFS.

If PMIPv6 as defined in draft-ietf-netlmm-proxymip6 [10] is used, the ePDG shall select a PDN GW and send a Proxy Binding Update to the PDN GW before completion of the IPsec tunnel establishment. When receiving the Proxy Binding Acknowledgement message from the PDN GW containing the IP address assigned to the UE, the ePDG shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration payload (CFG_REPLY) of the final IKE_AUTH Response message the remote IP address assigned to the UE. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE via a single CFG_REPLY configuration payload containing two configuration attributes, one for the IPv4 address, the other for the IPv6 address, else only the IP address of the requested IP version is allocated. An IPsec tunnel is now established between the UE and the ePDG and IP connectivity is established between the UE and the PDN GW.
Editor's note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.
If DSMIPv6 as defined in draft-ietf-mip6-nemo-v4traversal [11] is used, the ePDG shall proceed with IPsec tunnel completion and shall send the IKE_AUTH response message including the IP address assigned to the UE in the IKEv2 Configuration payload (CFG_REPLY). Then the UE shall discover the PDN GW IP address and a secure association shall be established between the UE and the PDN GW. Once the association is secure, the UE shall send the binding update message to the PDN GW as defined in draft-ietf-mip6-nemo-v4traversal [11]. The PDN GW shall allocate an IP address to the UE and send the binding acknowledgement message to the UE, as defined in draft-ietf-mip6-nemo-v4traversal [11]. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE, else only the IP address of the requested IP version is allocated. The IP connectivity from the UE to the PDN GW is then setup.

Editor's note: Protocols for Security Association Setup and mechanism for PDN GW IP address discovery are FFS.

Editor's note: the mechanism for Home Address allocation is FFS since it depends on the protocol used for Security Association Setup. In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.
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