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1. Overall Description:

SA3 kindly thanks RAN2 for their LS on Service Request for SAE/LTE.

SA3 provides answers to the questions raised by RAN2 in the following section of this LS.

2. Answers:

Q1: Does SA3 see any security concerns with the use of a smaller integrity for the Service Request case?  Note that there is no user verification in the Service Request for UMTS.

A1: When answering this question SA3 wants to emphasize the fact that currently SA3 does not have enough information on the overall procedure (including subsequent messages such as the SAE/LTE equivalents to security mode commands) to make this answer comprehensive. 

SA3 is aware that there is no security for the UMTS Service Request message. SA3 could consider a shorter integrity specifically for the Service Request message; however, this might make the overall security solution more complex. At this time SA3 is unsure whether the efficiency gained by the proposed optimization (switching to the combined procedure (a)) in the incoming LS can improve overall efficiency of the NAS exchange, as well as efficiency of the LTE system taken as a whole. Without further information on the overall efficiency gain (i.e. beyond local optimisation of an isolated transition time), SA3 would be cautious to recommend such a shorter MAC length (meaning weaker authentication). There is the risk that saving a few bits in the beginning of a procedure might cause the need for additional security checks later in the procedure thus causing increased overall delay to the security setup.

This answer is very preliminary. SA3 is not able give a definite answer at this time due to the lack of information.
Q2: Does SA3 have any preference between the use of PTMSI signature and a MAC if they both are the same size?

A2: SA3 discussed use of PTMSI signature vs. MAC. It is the opinion of SA3 that MAC+SequenceNumber afford better protection compared to PTMSI signature given their sizes being equal. SA3 considers MAC preferred compared to PTMSI signature.. 
3. Follow-up questions:

As explained above, for a decision SA3 would need more information 

FQ1: 
Could RAN2 please provide more information on the complete message flow, starting from the Random Access Preamble, including security mode setup, up to the first user plane data transfer?
SA3 noticed the following RAN2 statement:

“The Cipher Key Sequence number is carried today in the Service Request message.  RAN2 is looking at synchronising the security parameters (like START values) from the network side rather than have UE provide the value.”

SA3 request more details on this mechanism

FQ2: 
Could RAN2 please provide more information on the RAN2 concept of synchronising the security parameters (like START values) from the network side?
The optimisation RAN2 intends is both based on saving one AS roundtrip time and saving one message to be sent. SA3 feels that the NAS roundtrip time has a bigger impact to the overall performance than the number of AS messages. The potential need to send security parameters from the UE (see FQ1), and SA3’s caution to reduce security (see A1), could lead to the need to send two AS messages or longer AS messages in the optimised procedure a) – without necessarily increasing the number of AS roundtrips.

FQ3: 
Would RAN2 still see benefits in the optimised procedure a), if the message size increases or the combined connection/service request is split into two AS messages without an additional AS roundtrip?
4. Actions:

To RAN WG2:

SA3 would like RAN2 to take into account the answers provided in this LS with regards to the RAN2 questions and to answer the follow-up questions above.
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