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Summary of latest IETF Status
The SIPPING WG decided the last IETF meeting (IETF#68 in Prague) not to pursue draft-rosenberg-sipping-service-identification but instead it was decided to solve the problem based on three drafts as follows:

1. An expository document discussing the problem of service identification and its perils on interoperability and correctness (still being drafted by Jonathan Rosenberg at the time of writing)
2. A P-Header allowing a trusted edge element to store the result of its analysis of a SIP message, which can be used by trusted elements in the trust domain (draft-drage-sipping-service-identification)
3. A media feature tag registration for subtypes of the application type (draft-rosenberg-sip-app-media-tag)
The SIPPING WG unanimously agreed to pursue the draft in bullet 1 as a SIPPING WG item. It was stated by Cullen Jennings one of the RAI Area Directors during the final SIPPING WG session discussion that the drafts in bullet 2 and 3 would not necessarily need to be adopted as SIPPING WG drafts and this approach was not challenged during the SIPPING discussion. The plan with draft-drage-sipping-service-identification and draft-rosenberg-sip-app-media-tag is to have the Area Director’s take these directly as independent submissions to the IESG for approval.
Discussion

The basic approach by IETF to the service identification issue is to fix the underlying problem of ensuring it is possible to uniquely identify the service a request is related to from the contents of the request rather than use a band aid of defining identifiers for every possible service.  This basic approach of ensuring that a request is explicit enough to unambiguously identify the correct service has been labelled “Do what I say not what I mean”. The draft in bullet 1 above will address how to ensure that a request is explicit enough to unambiguously identify the correct service.
The issue of efficient identification of the related service from the contents of the request for Application Server invocation, service based charging, QoS authorisation and traffic analysis purposes is addressed by P-headers (P-Preferred-Service and P-Asserted-Service) defined in draft-drage-sipping-service-identification. These behave similarly to P-Asserted-Identity header and are valid only within a trust domain. One of the issues with the concept of having the UE insert a service identifier that is used for charging purposes that came out of the SIPPING discussion is that just like for identity the UE cannot be trusted. It would be possible for the UE to include a service identifier for a cheap service (e.g basic audio only telephony) while including SDP for a premium service (e.g video telephony) and hence defraud the charging system. Therefore it is necessary that any service identifier included by the UE in a request is authenticated by the network to be both consistent with the SDP and other contents included in the request and if subscription based charging is used also allowed based upon the subscriber’s subscription. Therefore similar to identity the UE can only provide a hint as to the service and this service identifier needs to be validated by the network. Hence draft-drage-sipping-service-identification defines a P-Preferred-Service header that the UE can include in an initial request as a hint of the service and a P-Asserted-Service header that the network can include in the request after it has authenticated the request. The authentication and verification of the request also addresses one of the prime interoperability concerns with service identification as requests arriving without a P-Preferred-Identity or P-Asserted-Identity header can also be verified using the same techniques and a P-Asserted-Identity header included in the request for Application Server invocation, service based charging, QoS authorisation and traffic analysis purposes. This means that requests arriving from domains outside of IMS that do not support the service identifier extensions or pre-release 7 UEs can still invoke the appropriate services in IMS and be charged appropriately using the network included P-Asserted-Identity header.
The format for service identifiers is that of a URN. Draft-drage-sipping-service-identification defines an informal URN that can be used however any URN that identifies a service or application could be used. The process for defining an informal URN is defined in RFC 3406 and included below:

4.2 Informal

   These are registered with IANA and are assigned a number sequence as an identifier, in the format:

      "urn-" <number>

   where <number> is chosen by the IANA on a First Come First Served basis (see [RFC2434]).

   Registrants should send a copy of the registration template (see

   Appendix A), duly completed, to:

     urn-nid@apps.ietf.org

  and allow for a 2 week discussion period for clarifying the expression of the registration information and suggestions for technical improvements to the namespace proposal.

   After suggestions for clarification of the registration information have been incorporated, the template may be submitted for assignment of a NID to:

      iana@iana.org

   The only restrictions on <number> are that it consist strictly of digits and that it not cause the NID to exceed length limitations outlined in the URN syntax ([RFC2141]).

   Registrations may be updated by the original registrant, or an entity designated by the registrant, by updating the registration template, submitting it to the discussion list for a further 2 week discussion
This allows an easy path for standards organizations as well as operators and vendors to define service URN namespaces that can be used to identify services and applications. Once a top level namespace has been defined by an organization and registered with IAN using the above process sub-namespaces under that top level namespace can be defined without involving IANA.
The issue of targeting a request correctly to a UE that supports the appropriate service and application and of invoking the appropriate application within the UE is addressed using the media feature tag for subtypes of the application type defined in draft-rosenberg-sip-app-media-tag (+sip.app-subtype). The proposal is that the UE registers the services and applications it supports using the +sip.app-subtype and then an Accept-Contact header can be used by an originating UE to indicate a preference to contact a UE that supports the identified service and optionally also the identified application.
It should be realised that this approach is quite different to the proposal simply to define each service identifiers as a different media feature tag.  Firstly the service identifiers are not media feature tags themselves but are values of the +sip.app-subtype media feature tag. Secondly the Accept-Contact header is not overloaded for use for Application Server invocation, service based charging, QoS authorisation and traffic analysis purposes and the P-Preferred-Identity and P-Asserted-Identity header is used for this. Thus there is complete separation of the targeting of the UE and the Application Server invocation, service based charging, QoS authorisation and traffic analysis functions. Since the use of the Accept-Contact header is only a preference to reach a specific UE it is not necessary to include require and explicit parameters except when the nature of the service is such that only a UE that has some service specific logic can accept the session. This addresses some other interoperability concerns in that UAs that don’t register with specific service identifiers (such as UAs in non IMS networks and pre-release 7 UEs) will still interoperate if the session can be accepted based on standard SIP and SDP media negotiation.
Open Issues

Some open issues that we need to resolve in utilisation of these mechanisms (and in many cases also for the proposed alternative based solely upon the Accept-Contact header)
1. What action should be taken by the S-CSCF (originating) if the contents of the request do not match those allowed for the subscribed services for the served user? (Similar issue applies for Accept-Contact only approach)
a. Pass the request and charge based on the media contents

b. Reject the request

c. Make it subject to operator policy

2. What action should be taken by the S-CSCF (terminating) if the contents of the request do not match those allowed for the subscribed services for the served user? (Similar issue applies for Accept-Contact only approach)

a. Pass the request and charge based on the media contents

b. Reject the request

c. Make it subject to operator policy

3. What action should be taken by the S-CSCF (originating ) if the P-Preferred-Service header field value is not part of the set of the subscribed services  ? (Similar issue applies for Accept-Contact only approach)
a. Remove the P-Preferred-Service header field and pass the request on without a P-Asserted-Identity header field
b. Reject the request
4.  What action should be taken by the S-CSCF (originating) if no P-Preferred-Service header field is included in the request ? (Similar issue applies for Accept-Contact only approach)
a. Include the P-Asserted-Service header field in the request based upon the analysis of the request

b. Reject the request (this means that pre-release 7 UEs will be rejected)
5. The URN defined in draft-drage-sipping-service-identification allows for the IARI and ICSI to be included in the same URN (e.g urn:urn-xxx.example-telephony.version1;application-v1).
a. Only include the IARI when used between UEs in Contact header fields and Accept-Contact header fields

b. Do we ever need the IARI to be included in the P-Preferred-Service or P-Asserted-Service header fields , (do we ever need the IARI for Application Server invocation, service based charging, QoS authorisation and traffic analysis purposes)?

6. How are the ICSI and IARI values included in the +sip.app-subtype? The +sip.app-subtype values are quoted strings. To align with the URN in draft-drage-sipping-service-identification the CRs propose to include a single URN for both ICSI and IARI values within a quoted string if both an ICSI and an IARI are included in a Contact header field or an Accept-Contact header field however this requires hierarchical matching of URNs for caller preferences to caller capability matching. Alternatives:
a. Include two separate URNs one for the ICSI and once for the IARI:
+sip.app-subtype="urn:urn-xxx.example-telephony." "urn:urn-xxx.example-telephony.version1;application-v1" 
b. Include as a single URN containing an ICSI and IARI (requires hierarchical matching of URNs and non standard caller_preferences  to callee capability matching) 

+sip.app-subtype="urn:urn-xxx.example-telephony.version1;application-v1"
c. Include a URN for the ICSI and simple token for the IARI:
+sip.app-subtype="urn:urn-xxx.example-telephony." "application-v1" 
 These issues are currently captured with Editor’s Notes in the related CRs and we need to decide what approach to take for each of these. Recommendations are to take approach a) in each of these cases. Do we need to ask SA1 to decide on any of these?
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