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1
Introduction

It has been decided that for E-UTRA security, the UMTS AKA mechanism shall be used for authentication and key agreement between MME and UE. This contribution further discusses CT1 related issues to providing NAS signalling security and proposes new text to TR 24.801 in order to clarify the impacts on procedures and protocols in the area of responsibility of CT1.
2
Discussion

2.1
Security mode set-up procedure for UTRA security as of Rel-99
The UMTS AKA mechanism includes e.g. procedures for authentication, integrity and ciphering key agreement and setting, integrity and ciphering mode negotiation and security mode set-up.
The security mode set-up procedure is common for both integrity and ciphering set-up. It is mandatory to start integrity protection of signalling messages by use of this procedure at each new signalling connection establishment between MS and VLR/SGSN. When the integrity protection is started, the only procedures between MS and VLR/SGSN that are allowed after the initial connection request (i.e. the initial Layer 3 message sent to VLR/SGSN) and before the security mode set-up procedure are the following:

-
Identification by a permanent identity (i.e. request for IMSI, IMEI or IMEISV), and

-
Authentication and key agreement.

The message sequence flow below is taken directly from TS 33.102 and describes the information transfer at initial connection establishment, possible authentication and start of integrity protection and possible ciphering.
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Figure 1: Security mode set-up procedure for UTRA as of Rel-99

In this case, the Authentication and key agreement procedure is performed between the SGSN/VLR and the MS, but integrity protection and ciphering is performed between the SRNC and the MS. Figure 1 shows at what steps in the procedure integrity and ciphering/deciphering are started in the SRNC and MS respectively.
2.2
Security mode set-up procedure for E-UTRA security as of Rel-8
As E-UTRA security will be built on the UMTA AKA mechanism, it can be assumed that a similar security mode set-up procedure can also be used here. However, there are some differences among the security working assumptions for E-UTRA compared to the UTRA case, e.g.:

· integrity protection and ciphering of L3 NAS signalling are provided between the UE and the MME;

· integrity protection and ciphering of L2 AS signalling are provided between the UE and the eNodeB; and

· ciphering of user plane data are provided between the UE and the eNodeB. (No integrity protection is provided for the user plane.)
This means that a slightly modified security mode procedure could be used for ciphering and integrity protection set-up. The message signalling flow in figure 2 below shows how this procedure might look like on a high level (FFS). For security reasons (risk of exposure of keys in eNodeB), it also implies a “hierarchy” of keys, with a “root key” produced by AKA and maintained by the MME. From this key, “lower level” keys are derived by the MME and sent to the eNodeB.
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Figure 2: Security mode set-up procedure for E-UTRA as of Rel-99

NOTE 1:
It is here assumed that the NAS messages are transferred by the S1-AP protocol in a direct mode fashion between eNodeB and MME and by the RRC protocol between eNodeB and UE. It is also assumed that S1 is sufficiently secure (physically protected or by transport level security)
NOTE 2:
It should be considered if the Security Mode Command/Complete messages could be concatenated with other L3 and/or L2 messages to improve signalling efficiency and reduce the time for the UE to get access to the system. For AS security there could also be a need for a separate L2 procedure to start integrity protection and ciphering. This, because NAS and AS security will be started at different times and frequencies, i.e. AS security will be started at every state transition, while NAS security will only be started at attach and tracking are updates.
To conclude, this would mean that the MME decides on which ciphering algorithm to be used based on information received from the both the UE and the eNodeB on supported algorithms before step 3. (Whether the MME actually chooses UP/RRC security algorithms or whether it proposes a set of “allowed” algorithms from which the eNodeB may choose is FFS.) At that stage also the integrity protection function is started in the MME, which applies to the Security Mode Command message in step 3. When this message is received by the UE, it starts integrity and ciphering/deciphering from this point. This means that the Security Mode Complete message in step 4 is both integrity protected and ciphered. When the MME receives this message, it starts the ciphering/deciphering function.
Looking at the protocol architecture for the control plane between UE and MME, it looks like the following figure 3. Below the NAS layer there is a layer, here called IPCP that is responsible for providing integrity/replay protection and ciphering/deciphering. This is FFS.
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Figure 3: Protocol architecture – control plane UE to MME

NOTE 1: The protocol layer NAS (Network Access Stratum) is comparable to the mobility management and session management protocol for the PS domain described in TS 24.008. 
NOTE 2: The protocol layer below NAS in figure 3 is here called IPCP (Integrity Protection and Ciphering Protocol) and is FFS. It is assumed that IPCP takes care of the integrity/replay protection and ciphering/deciphering functions between UE and MME. Another alternative could be to have these security functions embedded as a sub layer of the NAS protocol layer.

Other functions related to E-UTRA security that need to be considered are, e.g.:
· NAS encryption/integrity algorithm change at MME relocation (this may need to be handled due to different MMEs being at varying “upgrade” levels);

· Renewal of NAS ciphering key and NAS integrity key triggered by NW (IPCP SQN wraparound or keys been too long in UE);

· Renewal of entire key hierarchy based on AKA re-run;

· Input to key derivation functions (IDs, keys, etc);

· Activation of new keys (when to start using the new keys);

· Detection/repair of NAS ciphering key and NAS integrity key out of synch or IPCP SQN out of synch errors
3
Conclusions and proposal

This contribution has considered how to provide security via E-UTRAN between UE and EPC, by looking at how the Security mode set-up procedure was designed for UTRAN in Rel-99 and how that procedure could be modified to suit the requirements for E-UTRAN. One of the differences being that NAS signalling security via E-UTRAN shall be provided between UE and MME. A modified Security mode set-up procedure for E-UTRA is proposed, as well as other functions related to E-UTRA security that need to be considered. 
It is therefore proposed to add a new subclause to 7.1 of TR 24.801 that brings in the issues related to providing NAS signalling security via E-UTRAN as discussed in this contribution.
Proposed new text

7.1.x
Security mode set-up procedure for E-UTRA

As E-UTRA security will be built on the UMTA AKA mechanism, it can be assumed that a similar security mode set-up procedure can also be used here. However, there are some differences among the security working assumptions for E-UTRA compared to the UTRA case, e.g.:

-
integrity protection and ciphering of L3 NAS signalling are provided between the UE and the MME;

-
integrity protection and ciphering of L2 AS signalling are provided between the UE and the eNodeB; and

-
ciphering of user plane data are provided between the UE and the eNodeB. (No integrity protection is provided for the user plane.)
This means that a slightly modified security mode procedure could be used for ciphering and integrity protection set-up. The message signalling flow in figure 2 below shows how this procedure might look like on a high level (FFS). For security reasons (risk of exposure of keys in eNodeB), it also implies a “hierarchy” of keys, with a “root key” produced by AKA and maintained by the MME. From this key, “lower level” keys are derived by the MME and sent to the eNodeB.
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Figure 2: Security mode set-up procedure for E-UTRA as of Rel-99

NOTE 1:
It is here assumed that the NAS messages are transferred by the S1-AP protocol in a direct mode fashion between eNodeB and MME and by the RRC protocol between eNodeB and UE. It is also assumed that S1 is sufficiently secure (physically protected or by transport level security).
NOTE 2:
It should be considered if the Security Mode Command/Complete messages could be concatenated with other L3 and/or L2 messages to improve signalling efficiency and reduce the time for the UE to get access to the system. For AS security there could also be a need for a separate L2 procedure to start integrity protection and ciphering. This, because NAS and AS security will be started at different times and frequencies, i.e. AS security will be started at every state transition, while NAS security will only be started at attach and tracking are updates.
To conclude, this would mean that the MME decides on which ciphering algorithm to be used based on information received from the both the UE and the eNodeB on supported algorithms before step 3. (Whether the MME actually chooses UP/RRC security algorithms or whether it proposes a set of “allowed” algorithms from which the eNodeB may choose is FFS.) At that stage also the integrity protection function is started in the MME, which applies to the Security Mode Command message in step 3. When this message is received by the UE, it starts integrity and ciphering/deciphering from this point. This means that the Security Mode Complete message in step 4 is both integrity protected and ciphered. When the MME receives this message, it starts the ciphering/deciphering function.
Looking at the protocol architecture for the control plane between UE and MME, it looks like the following figure 3. Below the NAS layer there is a layer, here called IPCP that is responsible for providing integrity/replay protection and ciphering/deciphering. This is FFS.
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Figure 3: Protocol architecture – control plane UE to MME

NOTE 1: The protocol layer NAS (Network Access Stratum) is comparable to the mobility management and session management protocol for the PS domain described in TS 24.008. 

NOTE 2: The protocol layer below NAS in figure 3 is here called IPCP (Integrity Protection and Ciphering Protocol) and is FFS. It is assumed that IPCP takes care of the integrity/replay protection and ciphering/deciphering functions between UE and MME. Another alternative could be to have these security functions embedded as a sub layer of the NAS protocol layer.

Other functions related to E-UTRA security that need to be considered are, e.g.:

-
NAS encryption/integrity algorithm change at MME relocation (this may need to be handled due to different MMEs being at varying “upgrade” levels);

-
Renewal of NAS ciphering key and NAS integrity key triggered by NW (IPCP SQN wraparound or keys been too long in UE);

-
Renewal of entire key hierarchy based on AKA re-run;

-
Input to key derivation functions (IDs, keys, etc);

-
Activation of new keys (when to start using the new keys);

-
Detection/repair of NAS ciphering key and NAS integrity key out of synch or IPCP SQN out of synch errors

End of proposed text
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