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1
Introduction

This discussion document is based on the use of the SIP extension defined in RFC 4412, which specifies the Resource-Priority header field.

Before applying priority to a SIP request, there is a need to decide whether this Resource-Priority header field constitutes a valid usage for this call, i.e. is the originator of the request allowed to request priority in the first place.

We can split the discussion in this respect into four parts:

1. Requests received from the UE (UE to S-CSCF)

2. Knowledge at the application server

3. Requests forwarded by the S-CSCF

4. Requests sent to the UE (S-CSCF to UE)

2
Requests received from the UE (UE to S-CSCF)
2.1
Problem

In general for IMS entities, the UE authenticates with the IMS, and such priority capabilities would only be allowed to permitted users. However this level of permission would only be known to the S-CSCF in the current version of the IMS specifications (via some form of service profile downloaded from the HSS). 

As identified in other contributions, however, the P-CSCF, I-CSCF, and S-CSCF need to learn the privileges of the user, in order to determine whether to enact the requested priorities. The following sections identify some mechanisms by which this might occur.

There is a need to investigate if other solutions can be found.
Note that latency is an issue for OMA PoC. Therefore any authentication solution chosen should not add to the delay of processing a request, e.g. an INVITE request.

2.2
Proposal 1 – IMS authentication only if Resource-Priority supported

If the UE wishes to be authenticated to use the resource-priority extension, it indicates this at registration time. It does this by including a Resource-Priority header field in the REGISTER request. As a result of this inclusion, the user is only authenticated by the S-CSCF (based on information from the HSS) if the user is permitted to use the resource-priority extension. The P-CSCF (and I-CSCF if it Record-Routes, and IBCF if it is acting as a THIG or IMS-ALG) learns the support of the resource priority extension as a result of this authentication completing successfully. Later requests using this authentication (e.g. INVITE) that require priority should include the Resource-Priority header field in the request, and they will then be given priority over other requests from this and other users. 
This solution has the disadvantage that it gives all public user identities associated with this registration the privilege; service profiles are normally associated with the public user identity rather than the private user identity.

As the priority is essentially granted with the security tunnel, priority cannot be given to initial REGISTER requests.

2.3
Proposal 2 – Indicate the support in the 2xx response to a REGISTER request

A standard REGISTER request (as for existing release 7 without additions) is sent to the S-CSCF. When a 200 (OK) response is generated back to the UE, the information on the support of the Resource-Priority extension is sent back to the I-CSCF and the UE in some appropriate header field. This should be performed for each public user identity associated with the registration. Possible mechanism include:
· inclusion as a new set of parameters within the WWW-Authenticate header field;

· inclusion as an additional parameter to the name/addr parameter P-Associated-URI header field

· as a set of values within a new P-header field.

This information would probably be removed before the P-CSCF forwards the response to the UE, although this information is not considered inappropriate information for the end user to receive.

As the priority is essentially granted with the security tunnel, priority cannot be given to initial REGISTER requests.

2.4
Proposal 3 – use of the reg-event package

On UE registration, the P-CSCF subscribes to the reg-event package. It would be possible to draft an extension to this package to indicate the ability to use the Resource-Priority extension. 

An I-CSCF that Record-Routes on any request, e.g. in order to provide configuration hiding, would need to subscribe to the reg event package. This would be an additional extension to the existing IMS procedures.

As the priority is essentially granted later than the security tunnel, priority cannot be given to initial REGISTER requests, or indeed to the SUBSCRIBE to the reg event package.

2.5
Solutions not considered appropriate
It is not considered appropriate for the P-CSCF to directly access the service profile of the user directly from the HSS. This would constitute a new, potentially interoperator, interface in the IMS architecture.

It is not considered appropriate for the response to be sent back to the I-CSCF and P-CSCF in response to an INVITE request (or other dialog initiating request) as this would fail to provide the priority on the initial request for a dialog. The mechanism would also fail to apply completely for standalone transactions.
3
Authentication to the application server

For application servers, these entities may not have an understanding of the level of authentication of the user. Subclause 5.7.1.4 of 3GPP TS 24.229 makes provision for user identity verification at the application server.

If this is not sufficient, then the requirements of section 5 of RFC 4412 will need to be used, which is currently not supported in IMS.

   In some cases, the RP actor may not be able to authenticate the

   requestor or determine whether an authenticated user is authorized to

   make such a request.  In these circumstances, the SIP entity may

   avail itself of general SIP mechanisms that are not specific to this

   application.  The authenticated identity management mechanism

   [RFC3893] allows a third party to verify the identity of the

   requestor and to certify this towards an RP actor.  In networks with

   mutual trust, the SIP-asserted identity mechanism [RFC3325] can help

   the RP actor determine the identity of the requestor.

and therefore provide for the usage of the SIP identity mechanisms.
4
Usage beyond the S-CSCF (i.e. on the other side to the UE)

In general, beyond the S-CSCF, the trust domain concept should be used to indicate whether the usage is authorized for this session. In other words:

· the S-CSCF will remove the Resource-Priority header field if the usage is not authorized. 

· any entity receiving a request containing a Resource-Priority header field from the S-CSCF can assume that the usage is authorized.

· entry point IBCFs will not allow the Resource-Priority header field into their network unless they trust the network the request is received from to appropriately authenticate the generator of the request.

There will need to be normative text in clause 4 or clause 5 of 3GPP TS 24.229 to reflect this.

5
Requests sent to the UE (S-CSCF to UE)
In general, for requests sent to the UE, the trust domain concept should again apply. Note that while it is assumed that both users would be subscribed to the Resource priority extensions the following applies:

· the granting of the priority is based on the privileges of the sender of the SIP request;

· some calls will be made from an authenticated user to a normal user without this privilege. If all requests in this call are to be given priority, then the status of the Resource-Priority extensions will have to be retained for the duration of the session.
6
Conclusion

A mechanism needs to be selected for authentication of the UE.
