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Abstract of the contribution:

An Application Server may originate or terminate a request on behalf of a Public User Identity.  When an AS provides a GRUU as a contact in such cases, the GRUU may be subsequently used by another IMS entity in an Out Of Dialog request back to the AS (for example, as part of a Call Transfer operation). Since the AS is acting on behalf of a Public User Identity, that request should be subject to terminating services associated with the Public User Identity, prior to routing to the AS. Therefore the GRUU must have properties that enable the request to be routed to the correct S-CSCF where the terminating services of the Public User Identity can be evaluated, and allow for subsequent routing to the AS. Further, the AS must be capable of providing a GRUU with such properties. This discussion paper examines several solution options for supporting such behaviour. CT1 direction on which option should be selected is requested.
1.0 
Example Use Case:
As described in the abstract, an AS may originate or terminate a request on behalf of a Public User Identity. 

As an example, consider an AS that terminates a request on behalf of a Public User Identity, where the AS becomes a Transfer Target in a Call Transfer scenario:
· UE1, with a Public User Identify of “Fred”, makes a call request to “John”. UE2 is registered against “John” and answers this call.
· UE2 (“John”) places UE1 (“Fred”) on hold, and UE2 (“John”) makes a call request  to “Steve”

· Assume “Steve” has no UE’s currently registered in the IMS network, but a terminating AS is acting on behalf of “Steve”. The AS answers the call, and provides a GRUU as a contact back to “John’s” UE in a response.
· UE2 (“John”) wants to transfer UE1 (“Fred) to “Steve”

· UE2 will send a REFER to UE1, with a Refer-To header containing the AS GRUU

· UE1 will send an Out Of Dialog INVITE (with a Replaces Header) to the AS GRUU

· Assume “Steve” has a terminating service that rejects all calls from “Fred”. As a result, an attempt to transfer “Fred” to “Steve” should also be rejected.
· In order for this call rejection terminating service to run, the INVITE from UE1 must be routed to the S-CSCF currently assigned to “Steve”. The GRUU provided for the AS acting on behalf of “Steve” must enable such routing. 

2.0 
High Level Requirements Of The Solution

The high level requirements of the solution are as follows:
· The GRUU provided must enable a request sent to that GRUU to be routed to the S-CSCF assigned to the Public User Identity, such that any terminating services associated with the Public User Identity can be evaluated 

· The request must be able to be subsequently routed to the AS acting on behalf of the Public User Identity
· An AS may not be a monolithic entity and it is desirable to be able to enable further routing within the AS to an appropriate context
· An AS acting on behalf of a Public User Identity may require privacy. It is desirable that the solution support privacy through use of a GRUU that does not reveal the Public User Identity. If that is not possible with the solution, a separate privacy mechanism is required, such as a privacy service.   

3.0 
Two Selected Solution Options for Consideration
Two solution options are presented:
1. We specify a special encoding for AS-created GRUU on behalf of a user where the GRUU is a public GRUU of the user, and the “gr” parameter contains the address of the AS. After terminating services to this public GRUU have been applied, the terminating S-CSCF uses the address embedded in the “gr” parameter to route requests back to the AS.
2. When an AS is acting on behalf of a user, it must be inserted as the last entry in the iFC for public GRUUs to that user (the AS is either statically configured at provisioning time, or the AS dynamically adds itself to the iFC when it initiates a request on behalf of a user).
3.0.1    1st Option: Special Public GRUU encoding with “gr” parameter contains address of AS

As described previously, a required property of the solution is that the GRUU enable routing of a request to the appropriate S-CSCF where terminating services associated with a Public User Identity can be evaluated. GRUUs that are allocated by an S-CSCF for UEs have this property because either the GRUU is based on the Public User Identity, or a Temporary GRUU is used that is routable to the S-CSCF.
With this solution, the AS generates a self made GRUU that is based on the Public User Identity, with additional AS provided information. The AS would use this GRUU as a contact when the AS is acting on behalf of a Public User Identity. This contact would be provided to the far end UA.
The AS-generated GRUU consists of the Public User Identity plus a gr parameter containing a quoted AS URI. The AS URI may contain URI parameters such as an AS supplied Instance ID (and may itself be a GRUU). (Note: The AS URI is quoted, but due to syntax definition of the gr parameter the quotes and some other characters need to be escaped)
· Example: Public_id1@mynetwork.com;gr=%34sip:as595.someprovider.com%59gr%61urn:uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6%34
· This allows the S-CSCF to explicitly route the request to the AS after filter criteria have been evaluated. The S-CSCF needs to understand the format of the AS-generated GRUU to extract the AS URI. 
As can be seen from the above, the S-CSCF needs to understand the form of AS-generated GRUUs, to be able to distinguish from GRUUs that it generates, and in some cases extract information from the GRUU. This implies that the form would need to be standardized within IMS.
To illustrate, Figure-1 message flow shows AS-1 sending a request on behalf of user-1 to user-2 (in this case with privacy disabled). User-2 then sends a new dialog-initiating INVITE to the contact address received in the original request. User-1 and 2 have public user identities of puid-1 and puid-2 respectively. User-1 is assigned to S-CSCF-1. 
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Figure 1 – AS invoked via address embedded in “gr” parameter (no privacy)

At (1) AS-1 sends a request on behalf of user-1. Since privacy is disabled, AS-1 populates the Contact header with the public GRUU that reveals user-1’s identity. The request is routed via S-CSCF-1 for originating processing, and then at (2) sent on toward user-2 using normal IMS procedures. At (3), user-2 sends a dialog-initiating INVITE to the contact received as a result of (2). This is routed to S-CSCF-1 for termination service processing. Once terminating processing is complete, S-CSCF-1 recognizes that the request is addressed to an AS-created GRUU, and sends the request to AS-1 at (4).
The form of the AS GRUU described here reveals the identity of the user on whose behalf the AS is acting, and therefore works as long as the user doesn’t want privacy. If the user does want privacy, then the procedure can be modified as follows. When an AS constructs the contact for a dialog-initiating request on behalf of a user that wants privacy, it doesn’t include the AS GRUU described above (since such a GRUU would reveal the identity of the user), but rather provides a GRUU contact that will route directly to the AS. The AS maintains a mapping between this AS GRUU contact that’s based on the AS identity, and the AS-constructed GRUU that is based on the public user identity, as described previously in this section. Any subsequent dialog-initiating request sent to this GRUU would bypass terminating services of the user on its way to the AS. When the AS receives a subsequent request to the GRUU that is based on the AS identity, the AS acts as a B2BUA and forwards the request to the AS-constructed GRUU that is based on the public user identity. This request would be routed to the terminating S-CSCF assigned to the public user id where it would receive terminating services before being routed back to the AS for further application-specific processing. 
Figure-2 illustrates how the solution supports privacy.
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Figure 2 – AS invoked via address embedded in “gr” parameter (with privacy)

At (1) AS-1 sends a request on behalf of user-1. Since privacy is enabled, AS-1 populates the Contact header with a GRUU contact that points directly to AS-1. S-CSCF-1 routes the request toward user-2 at (2). User-2 sends a new dialog-initiating INVITE to the previously received contact at (3), which is routed to AS-1 (via I-CSCF, etc). Assume that AS-1 put some data in the original contact that links this back to the original context. At (4) AS-1 then sends the INVITE to the AS-created public GRUU that reveals user-1’s identity. The request is routed to S-CSCF-1 for terminating processing, and then back to AS-1 at (5).

Pros:

· The lifetime of the AS GRUU is the same as the lifetime for a public GRUU as specified in draft-ietf-sip-gruu-11 (i.e. it is long-lived), and therefore should support many applications that require gruu
· The AS GRUU is not tied to a specific S-CSCF, and therefore the AS GRUU remains valid and is useable even when the user-to-S-CSCF assignment changes. 
Cons:

· Support of privacy places an extra responsibility on the AS.

· Requires standardization of special GRUU encoding to carry address of AS

3.0.2   2nd Option: Request Routed to AS via filter criteria
In this solution option, the AS uses a regular AS-created GRUU as the contact address in the dialog-initiating request on behalf of a user; i.e., a GRUU that will route directly to the AS. Any subsequent dialog-initiating request sent to this GRUU would bypass terminating services of the user on its way to the AS. When the AS receives a subsequent request to this AS-created GRUU, it replaces the Request URI with a public GRUU of the user, and forwards the request to the network as a terminating request. Once terminating services have been applied, the request is routed back to the AS via normal filter criteria processing (in other words, this AS is the last AS invoked as part of terminating services).
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Figure 3 – AS invoked via filter criteria

At (1)(2)(3) AS-1 sends a request on behalf of user-1 to user-2. If not already statically configured as last AS called via filter criteria for public GRUU of user-1, the AS adds itself now, via dynamic filter mechanism. AS-1 populates the Contact header with a GRUU contact that points directly to AS-1. 
Sometime later, user-2 sends a new dialog-initiating INVITE to the previously received contact at (4), which is routed to AS-1. Assume that AS-1 put some data in the original contact that links this back to the original context. At (5)(6) AS-1 then sends the INVITE to user-1 public GRUU that reveals user-1’s identity (this could be a registered GRUU of user-1, or the public GRUU of user-1 with an empty “gr” parameter). The request is routed to S-CSCF-1 for terminating processing, and then back to AS-1 at (7) as a result of iFC processing.
Pros:

· No impact 

Cons:

· Requires use of dynamic filter update mechanism

· There is a race condition between dynamic iFC update and subsequent use of AS-GRUU. Assuming dynamic filter update occurs in the order of seconds, this should be OK for today’s GRUU applications (like call transfer).
3.1 
Background -- Other Solution Options Considered and Discarded
3.1.1 Other Option#1 – AS adds itself to Route header

In this option, the AS adds itself to the Route header as a mechanism to get the request back after terminaiting services have been applied. On receiving message (4), the AS updates the request URI to the public GRUU of user-1, adds itself to the Route header, and sends the request back into the network for terminatinmg processing. Unfortunately, current I-CSCF procedures don’t support this scenario. The I-CSCF procedures in 24.229 section  5.3.2.1 say that if the I-CSCF receives a request with more than one Route header entry (which is our case) then it pops the topmost Route entry, and sends the request to the next-to-topmost Route entry (i.e., normal SIP routing procedures). Which in our case would send the INVITE right back to AS-1.
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Figure 4 – AS adds itself to Route header

3.1.2
Other Option#2 - Variations on option where AS generates the GRUU
For the selected option described above, where the AS generates the GRUU, there are several other possibilities for the form of the GRUU. (Note the examples that are shown are for illustration of the concepts and further analysis on exact syntax would be required in some cases)

· AS GRUU consisting of the Public User Identity plus an empty gr parameter

· Example: Public_id1@mynetwork.com;gr
· This implies that to get the terminating request from the S-CSCF to the AS, regular ISC/filter procedures are used. 

· This would imply that an "originating" only Service may need to have Initial Filter Criteria set up such that the service can act as a terminating service to intercept the request. An originating service may not normally require this, so this could add additional administrative and AS complexity.
· This approach would only work if the request relates to some existing dialog (e.g. INVITE with REPLACE), such that an AS can relate the request to that dialog and understand that it should process the request. The lifetime of the GRUU is effectively limited.

· If no terminating services acted on the request, then the S-CSCF could simply treat this as a request to the public identity, and send to any registered UEs, or reject the request. In either case the S-CSCF needs to understand that this is a valid form of a GRUU that may have been generated by an AS, and not an invalid GRUU.

· AS GRUU consisting of the Public User Identity plus a gr parameter with an AS supplied Instance ID

· Example: Public_id1@mynetwork.com;gr=urn:uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6
· This implies that to get the terminating request from the S-CSCF to the AS, regular ISC/filter procedures are used. 

· This would imply that an "originating" only Service may need to have Initial Filter Criteria set up such that the service can act as a terminating service to intercept the request. An originating service may not normally require this, so this could add additional administrative and AS complexity.

· An AS can always understand that the request is directed to itself by examining the Instance-ID within the gr parameter, to see if the instance id matches an instance id generated by the AS.

· If no terminating services acted on the request, the S-CSCF would normally try to find a UE that had registered with the instance-id. None would be found in this case, and the S-CSCF would need to reject the request. The S-CSCF needs to understand that this is a valid form of a GRUU that may have been generated by an AS, and not an invalid GRUU.

· AS GRUU consisting of the Public User Identity plus a gr parameter containing an AS supplied Instance ID, and a separate URI parameter with the AS URI. (The separate URI parameter is TBD, but is shown as AS-URI below)

· Example: Public_id1@mynetwork.com;gr=urn:uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6;AS-URI=”sip:as595.someprovider.com”

· This allows the S-CSCF to explicitly route the request to the AS after filter criteria have been evaluated. The S-CSCF needs to understand that the separate URI parameter indicates an AS-generated GRUU, and extract the AS URI from URI parameter.

This approach also yields an additional sub-option for handling of the AS generated GRUU. When an S-CSCF receives a contact of this form, the S-CSCF can treat the AS URI as a “registered contact”, and bind this AS URI “contact” and the instance id provided in the gr parameter to the registration data for the public user identity. The S-CSCF could then strip the AS URI information from the contact that is provided to the far end UA. In this case, the GRUU that the far end UA sees will look like any Public GRUU, and hence AS URI information is not exposed. When an S-CSCF receives a request for such a GRUU, it will use normal terminating processing to obtain the actual AS contact from the S-CSCF registration database, based on the public user identity and instance id in the GRUU. Effectively this is a pseudo-registration, and does bring the side effect that the AS would be treated as any other registered UA for a terminating request to the public user identity. This could be undesirable, and some way to prevent requests being forked to the AS may be required with this approach. The approach also means the GRUU is only useful as long as the registration data is valid within an S-CSCF. Note other syntax options besides the one described above could also be used with this approach.
3.1.3 
Other Option #3 - The S-CSCF creates a Temporary GRUU for the AS at Request/Response Time

With this option, the S-CSCF creates a Temporary GRUU for the AS, whenever the S-CSCF receives the initial request/response from the AS that is acting on behalf of a public user identity. The S-CSCF replaces the contact in the request/response from the AS with the S-CSCF created GRUU. The lifetime of this Temporary GRUU would be limited to the lifetime of the dialog associated with the request/response, as this provides a logical boundary point for the GRUU lifetime, and may mitigate state management concerns.

This S-CSCF created GRUU would be similar to a "Temporary GRUU" allocated by the S-CSCF for a UE as (Refer to 24.229, Section 5.4.7A.3 and draft-ietf-sip-gruu-11). 
For Temporary GRUUs allocated to a UE, the S-CSCF is required to understand how to translate that GRUU to the corresponding public user identity and instance ID. 

However, for Temporary GRUUs allocated to an AS, the S-CSCF would be required to understand how to translate that GRUU to the corresponding public user identity and the actual AS contact. The former is required to allow terminating services for the public user identity to be evaluated. The latter is required to subsequently route the request to the AS. (Note using filter criteria to route to the AS could be possible, but could be less efficient, and could impose the need for additional filter criteria which might not otherwise be required). 

This implies that the S-CSCF must be able to distinguish between a Temporary GRUU allocated to a UE and a Temporary GRUU allocated to an AS.

How the S-CSCF would maintain the required information to translate to the corresponding public user identity and the AS contact, and distinguish between the different types of Temporary GRUUs would be an S-CSCF implementation decision and need not be standardized. 

Note that the IETF GRUU draft already cites a concern about very long GRUUs for Temporary GRUUs allocated to a UE, which would be even more of a concern in this case if a stateless approach was utilized (assuming possible).

This option has the benefit of inherently supporting privacy for the GRUU.

Some outstanding questions are as follows:

· How would the S-CSCF know it should create a Temporary GRUU for the AS? It should be possible for the S-CSCF to distinguish between an AS acting on behalf of a Public User Identity and a UE, but it is less clear that the S-CSCF would know that it should always create and substitute the GRUU. There could be some cases where the AS would not desire this substitution.
Pros:

· Native mechanism supports privacy
Cons:

· the “temporary gruu” lifetime is limited to that of the dialog in which it was created, and therefore may not support all use cases requiring GRUU. 
· requires the S-CSCF to act as a B2BUA to map between the contact supplied by the AS and the “temporary gruu” created by the S-CSCF.
3.3
AS does not use a GRUU
It is also worth considering the behaviour if the AS did not use a GRUU:

If the AS did not supply a GRUU, but rather supplied a contact without a gr parameter, the resulting behaviour would depend on the service. Some services may have logic to target the public user identity rather than the contact, when the contact is not a GRUU. In such cases the request would be routed to the S-CSCF where terminating services could be evaluated, although the logic of some services may be more complicated to handle service interactions in such cases. Appropriate  filter criteria would be required to route the request to the AS acting on behalf of the public user identity, and the AS would be able to intercept the request assuming if it could relate the request to an existing dialog. If no AS intercepted the request, the request would be sent (unnecessarily) to any registered UEs, and the feature operation would fail.
4.0 
More Discarded Options:

The following options were also considered, but discarded for the reasons outlined:

· S-CSCF creates a GRUU for the AS, and pushes that GRUU to AS during 3rd Party Registration

· Issues:

· There is no existing mechanism to convey a GRUU through a 3rd Party Registration. A new mechanism would need to be defined.

· The granularity of the GRUU may be a problem if the AS needs some way to distinguish between various contexts within the AS

· This would not work in call cases since there may not be a UE registered, hence no 3rd Party Registration may take place

· AS re-uses a GRUU that was assigned to a UE, obtained via Reg Event Notification

· Issues:

· The granularity of the GRUU may be a problem if the AS needs some way to distinguish between various contexts within the AS

· Issue: This would not work in all cases since there may not be any UE's registered
· AS asks the S-CSCF for a Public ID based GRUU by REGISTERing and requesting a GRUU

· Issues:

· The granularity of the GRUU may be a problem if the AS needs some way to distinguish between various contexts within the AS

· Requiring AS’s to register is a major paradigm shift, with major side implications on termination behaviour (requests now forked to AS?)
