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A.2
Ciphering algorithm interface

The ciphering algorithm has three input parameters:

-
the ciphering key (Kc);

-
the frame-dependent input (Input); and

-
the transfer direction (Direction).

The ciphering algorithm has one output parameter:

-
Output.

The relationship between the input and output parameters and the ciphering algorithm is illustrated in figure A.1.
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Figure A.1: GPRS ciphering environment

The input and output parameters and the other elements from figure A.1 are defined in table A.1.

Table A.1: Ciphering parameters and frames

	Parameter
	Length
	Description

	Kc
	64 bits
	The LLGMM-ASSIGN-REQ Kc parameter received from GMM.

	Input
	32 bits
	A modulo counter as defined in subclause A.2.1.

	Direction
	1 bit
	Set to 0 if the direction of LLC frame transmission is from the MS to the SGSN.
Set to 1 if the direction of LLC frame transmission is from the SGSN to the MS.

	Ciphering Algorithm
	-
	A GPRS ciphering algorithm as determined by the LLGMM-ASSIGN-REQ Ciphering Algorithm parameter received from GMM.

	Output
	maximum 1 523 octets
	The output of Ciphering Algorithm — a sequence of octets.

	Unciphered Frame
	maximum 1 523 octets
	An LLC layer I or UI frame to be ciphered.

	Ciphered Frame
	maximum 1 523 octets
	A ciphered LLC layer I or UI frame. Only the information field and the FCS field shall be ciphered. Ciphered Frame shall be generated by XORing the octets of Output and the Information Field and FCS Field of Unciphered Frame, starting with the lowest numbered octet of Unciphered Frame.

	Deciphered Frame
	maximum 1 523 octets
	A deciphered LLC layer I or UI frame. Deciphered Frame shall be generated by XORing the octets of Output and the ciphered part of Ciphered Frame, starting with the lowest numbered octet of Ciphered Frame. When transmitting an LLC frame, Deciphered Frame shall be identical to Unciphered Frame if no transmission errors have occurred.


It is an implementation option to optimise the ciphering algorithm by for example producing only as many Output octets as is needed to cipher Unciphered Frame.
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