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1.  Introduction

It was recently clarified that “continuity of IMS services” across different IP-CANs is considered as a requirement for Rel-7 and support of “multiple simultaneous IMS registrations” is an integral part of that requirement. In this context, this contribution presents a new approach to enabling continuity of IMS services. The key characteristic of this approach is that the SIP Subscription (as opposed to Registration) is used for establishing security associations between the UE and the P-CSCF.
2.  The Problem
The key problem for supporting continuity of IMS services with the current IMS specs is illustrated below with the aid of Figure 1. At the time when a new IMS registration takes place over the new P-CSCF, the S-CSCF terminates all existing sessions and therefore the UE needs to later to re-establish the sessions. The basic limitation is that the UE must Register first and create a new SA before sending an INVITE request to move an ongoing session to a new contact address.
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Figure 1: Current IMS mobility problem
3. The Proposal
With the proposed subscription-based security scheme, IMS mobility can be enabled as schematically illustrated in Figure 2 below. When the UE wants to transfer its sessions, it first establishes a new security association by subscribing to a new “security” event package. The UE then can send an INVITE w/Replaces to transfer its IMS session to the new contact address. Note that the UE does not need to Register before sending the INVITE.
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Figure 2: IMS mobility with the subscription-based security proposal
More details of the proposed IMS Subscription-based security is shown in Figure 3. As shown in this figure, this solution proposes the creation and use of a new “security” SIP event package for establishing and maintaining a secure IMS connection between a UE and an IM core network that is identical to the secure IMS connection currently established using REGISTER requests, minus the registration. A UE establishes a secure IMS connection by subscribing to the “security” event package. The “security” event package is serviced by the S-CSCF which acts a notifier for the package. 

Note that the SUBSCRIBE requests/responses for the “security” event package carry IMS AKA authentication headers and security mechanism agreement headers (Security-Client, Security-Server, Security-Verify) identical to those currently carried in REGISTER requests and responses. IMS AKA authenticates the private user identity and the security mechanism agreement negotiates algorithms used by the ipsec-3gpp security mechanism for establishing IPsec Security Associations between the UE and the P-CSCF. The resulting subscription dialog route-set defines the service route of the secure connection between the UE and the S-SCSF and is used as the initial route-set for subsequent SIP requests sent over the connection.
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Figure 3: Details of the proposed IMS Subscription-based security
An IMS user may establish multiple “security” SIP event package subscriptions to the IM core. Each subscription may use a different UE contact address and a different P-CSCF. This enables a UE to establish multiple secure IMS connections via different IP-CANs and/or visited IMS networks.

3.1 “Security” SIP event package

A description of the “security” SIP event package subscription and its usage follows.
Initial SUBSCRIBE request:

· The initial SUBSCRIBE request is sent unprotected to the P-CSCF.

· I-CSCF selects S-CSCF assigned to UA and routes SUBSCRIBE request to it.
· SUBSCRIBE request may be addressed to any one of the public user identities associated with the private user identity being authenticated.

· Network challenges SUBSCRIBE with a 401 Unauthorized response.
· Shared KEYs are generated and IPsec SAs are established between the UE and the P-CSCF.
· UE answers the authentication challenge by sending new SUBSCRIBE request protected by newly created IPsec SAs.

· Network authenticates user and returns 200 OK response to the second SUBSCRIBE

· Network sends NOTIFY request to the UE.
NOTIFY request contains the following information:

· Lifetime of the secure IMS connection (i.e., lifetime of IPsec SAs) contained in Expires header.

· List of authorized public user identities is contained in body of NOTIFY request.

· The list of authorized public user identities typically identifies all the public user identities associated with the authenticated private user identity.
· The IMS user may subsequently use any of the public user identities contained in this list to originate IMS services and procedure. It is not necessary for the IMS user to register an authorized public user identity in order to use it for originating services. Of course, a public user identity must still be registered if the IMS user wishes to receive SIP requests addressed to that identity.
Maintenance of subscription to “security” event package

· To maintain the secure IMS connection enabled by a subscription to “security” event package, the UE must refresh the subscription before it expires. To refresh a subscription, a re-SUBSCRIBE is sent within the subscription dialog.

· Refresh of a subscription may result in re-authentication and establishment of new IPsec SAs.

· The UE may terminate a subscription to the “security” event package by sending a re-SUBSCRIBE with Expires set to zero within the subscription dialog.

· The network (i.e., S-CSCF) may terminate a subscription to the “security” event package by sending a NOTIFY request with the event state set to terminated.

· Termination of a subscription results in:

· De-registration of all registration bindings using same contact address as the subscription dialog (including GRUUs [9]).

· The release of all sessions using same contact address as the subscription dialog (including GRUUs). 
· The teardown of the IPsec SAs between the UE and the P-CSCF.

· If, at any time, the list of authorized public user identities changes (e.g., due to a change in the IMS user’s subscription), then the network notifies the UE by sending a new NOTIFY request containing the modified list.

· The network (i.e., S-CSCF) may trigger a network-initiated re-authentication procedure by sending a NOTIFY request with a lowered Expires value.

Service route for subsequent requests using secure IMS connection
· The service route to be used for subsequent requests (i.e., REGISTER, INVITE, etc) is the remote target contact address at the network end (i.e., S-CSCF) of the SUBSCRIBE dialog, i.e., service route is contained in the Contact header of the 200 (OK) response returned by the S-CSCF.

· The UE shall build a pre-loaded Route header value for all new dialogs (excluding new security event package subscriptions) and standalone transactions consisting of the following Route header values in this order:

· The P-CSCF URI (containing the IP address or the FQDN learnt through the P-CSCF discovery procedures, and the protected server port learnt during the subscription to security event procedure)

· The value received in the Contact header saved from the 200 (OK) response to the last SUBSCRIBE or re-SUBSCRIBE to the security event package (i.e., remote target contact address at the network end (i.e., S-CSCF) of the SUBSCRIBE dialog).

· An alternative approach to using the remote target of the SUBSCRIBE dialog would be to extend the Service-Route extension (RFC 3608) [3] to apply to the SUBSCRIBE request.

Impact of security event package on P-CSCF
· Once a subscription to the “security” event package is established for the user (i.e., upon receipt of a 200 (OK) response for SUBSCRIBE), the P-CSCF must establish its own subscription to the “security” event package in order to obtain the user’s authorized public user identities.

· When the user’s subscription to the “security” event package is terminated (user or network initiated termination), the P-CSCF terminates its own subscription to the “security” event package.

3.2 Usage of subscription to “security” event package

UE may use secure IMS connection enabled by subscription to “security” event package to:

· In general, send and receive SIP requests protected by the IPsec SAs established as a result of the subscription.

· Register public user identities to same contact address as subscription dialog. REGISTER is sent protected without any authentication headers.

· Subscribe to registration event package for a specific public user ID. Note that subscription to the registration event package becomes an optional procedure.
· Originate SIP requests using same contact address as subscription dialog. SIP request may use any authorized public user identity as its preferred identity.
· Originate IMS sessions using same contact address as subscription dialog. SIP INVITE request may use any authorized public user identity as its preferred identity.

· Receive SIP request addressed to public user identity registered to contact address used by subscription dialog.

· Terminate IMS sessions addressed to public user identity registered to contact address used by subscription dialog.
Impact of Security Event Package on IMS Mobility

· UE may establish multiple subscriptions to the security event package thus establishing multiple secure connections with the IMS core (e.g., across multiple IP-CANs).

· UE may register any or all of its authorized public user identities over any of its secure IMS connections.

· Same public user identity may be registered over several secure IMS connections. Callee capabilities can be used by network to route requests with specific caller preferences to appropriate contact.

· UE may originate IMS sessions over any of its secure IMS connections. Pre-registration of asserted public user identity is not required for session origination.

· UE may use target refresh [1] or INVITE with replaces [7] operations to move IMS sessions from one secure IMS connection to another. Pre-registration of asserted public user identity is not required to move session.
· UE may use target refresh or SUBSCRIBE with replaces operations (draft-jentz-subscribe-with-replaces-01) to move subscriptions (including subscriptions to registration event package) from one secure IMS connection to another.
· For example, an IMS handover (e.g., resulting from lost IP-CAN connectivity to IMS) can be accomplished as follows:

· UE establishes IP connectivity to different IP-CAN and performs P-CSCF discovery procedure over that new IP connection.

· UE establishes new subscription to security event package over new IP connection. UE is IMS authenticated and new IPsec SAs are established between UE and P-CSCF.

· UE uses target refresh or INVITE with replaces operations to move active IMS sessions over to new secure IMS connection.

· UE uses target refresh or SUBSCRIBE with replaces operations to migrate subscriptions (including subscriptions to registration event package) over to new secure IMS connection.

· UE re-registers all current registration bindings over new secure IMS connection (i.e., register to new contact address).

· UE sends re-SUBSCRIBE with replaces request to terminate the old subscription to security event package.

Backwards Compatibility
· The most common backwards compatibility scenario will be if the P-CSCF in the visited network does not support this extension, in which case it should return an appropriate error response (e.g., 420 “Bad Extension”). The UE would then need to revert to using IMS registration for access to IMS.
· Another possible scenario is if the home network (i.e., S-CSCF) does not support the extension. Again, an appropriate error response should be returned and the UE would need to register.
3.3 Summary
This discussion paper proposes a new approach for achieving IMS mobility based on the use of a new “security” SIP event package that decouples IMS registration from IMS security. We believe that this new approach offers the following benefits:

· It allows an IMS subscriber to originate sessions using an un-registered IMPU.

· It allows an IMS subscriber to initiate sessions without modification of its IMPU binding (or having to use a fake binding).

· It allows for IMS session mobility without modification of existing IMPU bindings.

· It allows for creation of multiple secure IMS security connections for the same public user ID and private user ID combination (e.g. across multiple IP-CANs).

· It allows for session mobility in IMS using the INVITE with Replaces method in the Shacham draft by removing the IMS requirement for REGISTER before INVITE.

· It allows for creation of a new secure IMS connection without causing existing sessions to be terminated.
· It allows for registration of multiple public user IDs over the same secure IMS connection (i.e., same IPsec SAs and contact address).
· It allows for establishment of another secure IMS connection on which to create IMS sessions, and a way to be aware of the lifetime and status of the secure path. The secure path can exist without any existing registrations if local policy allows it.
· It allows the network to manage secure IMS connection independently of any registration state. 

· It allows the network to manage secure IMS connection independently of existing established sessions. 
· Greatly simplifies the way registrations are handled in IMS
· Aligns IMS more closely with IETF 

· This may be applicable to IETF as a general method to establish security associations through proxies that would be longer-lived than a single session (i.e., as is done in SIP via HTTP Digest). 

4. Proposal

It is proposed to discuss the subscription-based security approach presented in section 3 and determine whether it could be applied to IMS release-8. 
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