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1 Introduction

In the first 4 releases of 3GPP of where GPRS is defined (R97, R98, R99 and Rel‑4), GSMA IREG PACKET has found that the fully qualified domain name (FQDN) defined for Routing Area Identities (RAIs), GSNs (GPRS Support Nodes) and Target IDs (used in SRNS cell relocations) is incorrect.  The problem is that both the MNC and MCC part of the ".gprs" domain name is defined to be 4 digits instead of 3 digits. That is, the FQDN is defined to be "mncXXXX.mccYYYY.gprs" instead of "mncXXX.mccYYY.gprs" as it is defined else where e.g. APN OI. In some cases it is also defined to be hex coded.

The affected 3GPP specifications are identified in Annex A.

GSMA IREG PACKET notes that this error has been corrected by 3GPP in Rel‑5 and onwards. GSMA IREG PACKET also notes that, according to ITU-T E.212 recommendation, the maximum length of the MNC and the MCC is 3 digits and both are always noted to be in decimal notation. In no circumstances is either MNC or MCC defined to be 4 digits and/or represented in hexadecimal notation. This misalignment has become particularly more apparent recently as more MNOs are starting to work on such things as inter‑PLMN PS handover.

2 The Consequences of the Problem

The consequence of the differing FQDN is that any MNO who deploys RAU procedures and/or SRNS relocation procedures in accordance with these early specifications, must configure their current DNS server to also be authoritative for this incorrect format of their ".gprs" domain name.

It has been noticed on the GRX network that many MNOs have not done this and the GRX is being flooded with DNS queries for domain names of the incorrect format. Since the incorrectly formatted domain names are not resolvable, the caching of the negative response is up to the configuration of the requesting MNO's DNS server which is not always configured to cache negative responses (or may not actually be capable).

Although the current DNS traffic load on the GRX is still fairly low, from looking at traces from GRX providers, roughly 1 in 8 DNS requests is for the incorrectly formatted ".gprs" FQDN. As more and more MNOs connect to the GRX for GPRS and/or 3G PS roaming and handovers, this figure is likely to increase.

3 Proposed Solutions

GSMA IREG PACKET discussed the following solutions and GSMA member operators have agreed to implement them, where possible. They are detailed below for information to 3GPP CT4:

· Configure DNS server to be authoritative for the incorrect ".gprs" FQDN. This may fix the problem described, but will ultimately require duplicated information in DNS servers i.e. the domain name data for the correctly formatted ".gprs" domain name will need to be replicated under the incorrectly formatted ".gprs" domain. Depending on the DNS server software used, this may be difficult to maintain and may ultimately lead to inconsistency between the data sets. Therefore, this solution may not be appropriate for all MNOs.

· Configure firewalls to prevent DNS requests for the incorrectly formatted domain name from getting out onto the GRX. Depending on the firewall software used by the MNO, this may or may not be easily achievable due to the deep packet inspection of the DNS protocol that is required. Also, this may add delay to DNS requests for valid domain names entering the GRX (as all DNS requests will need to be scrutinised by the firewall). Therefore, this solution may not be appropriate for all MNOs.

· Set negative cache time to a higher value. MNOs should configure their DNS servers to cache negative responses. The time for such responses to be cached will need to be a significant amount of time, however, care must be taken to ensure that this does not break current roaming service recoveries. For example, if an MNO's DNS server becomes unreachable for a short amount of time, the MNO would want their SGSN to "notice" as soon as possible when it comes on line again. Therefore, GSMA IREG PACKET should perhaps discuss an appropriate value and document it in PRD IR.67.

4 Actions to 3GPP CT4

In addition to the above identified operator configurable solutions, GSMA IREG PACKET kindly requests 3GPP TSG-CT WG4 to correct the length of the MNC and MCC in the identified specifications to be the correct length of 3 digits and in decimal notation (according to ITU‑T E.212 recommendation) in all instances of the FQDN under ".gprs".

It is accepted that this will not provide an immediate fix (only the solutions detailed in section 3 will do this), however, GSMA IREG PACKET hopes to stem the problem as much as possible before it becomes a more serious issue in the GRX network.
Annex A – Extracts from relevant 3GPP specifications

Annex A.1 – Extract from GSM 09.60 R97 and R98

Annex A (informative):
Naming convention

A naming convention that will make it possible for DNS servers to translate logical names for GSNs and RAs to physical IP addresses is described in this informative annex. The use of logical names is optional, but if the option is used, it shall comply with the naming convention described in this annex.

A.1
Routing Area Identities

A possible way to support inter-PLMN roaming is discussed very briefly in this sub-section.

When an MS roams between two SGSNs within the same PLMN, the new SGSN finds the address to the old SGSN by the association old RA - old SGSN. Thus, each SGSN knows the address to every other SGSN in the PLMN.

When an MS roams from an SGSN to an SGSN in another PLMN, the new SGSN may not itself have access to the address to the old SGSN. Instead, the SGSN transforms the old RA information to a logical name of the form:

RACxxxx.LACyyyy.MNCzzzz.MCCwwww.GPRS;


x,y,z and w shall be Hex coded digits.
The SGSN may then acquire the IP address of the old SGSN from a DNS server, using the logical address. Every PLMN should include one DNS server each. Note that these DNS servers are GPRS internal entities, unknown outside the GPRS system.

The above implies that at least MCC + MNC + RAC + LAC (= RAI) is sent as RA parameter over the radio when an MS roams to another RA.

If the new SGSN for any reason fails to obtain the address of the old SGSN, the same actions as when the corresponding event occurs within one PLMN are taken.

Introducing the DNS concept in GPRS gives a general possibility to use logical names instead of IP addresses when referring to e.g. GSNs, thus providing flexibility in addressing of PLMN nodes.

Another way to support seamless inter-PLMN roaming is to store the SGSN IP addresses in HLR and request them when necessary.

A.2
GPRS Support Nodes

In this sub-section a naming convention for GSNs is described.

It shall be possible to refer to a GSN by a logical name that shall then be translated into a physical IP address. Here a GSN naming convention is proposed which would make it possible for an internal GPRS DNS server to make the translation.

An example of how a logical name of a SGSN could look like is:


SGSNxxxx.MNCyyyy.MCCzzzz.GPRS;


x,y and z shall be Hex coded digits.

Annex A.2 – Extract from 3GPP TS 23.003 R99 and Rel‑4

Annex C (normative):
Naming convention

A naming convention that will make it possible for DNS servers to translate logical names for GSNs and RAs to physical IP addresses is described in this normative annex. The use of logical names is optional, but if the option is used, it shall comply with the naming convention described in this annex.

C.1
Routing Area Identities

A possible way to support inter-PLMN roaming is discussed very briefly in this sub-section.

When an MS roams between two SGSNs within the same PLMN, the new SGSN finds the address to the old SGSN by the association old RA - old SGSN. Thus, each SGSN knows the address to every other SGSN in the PLMN.

When an MS roams from an SGSN to an SGSN in another PLMN, the new SGSN may not itself have access to the address to the old SGSN. Instead, the SGSN transforms the old RA information to a logical name of the form:

RACxxxx.LACyyyy.MNCzzzz.MCCwwww.GPRS;


x and y shall be Hex coded digits, z and w shall be encoded as single digits (in the range of 0-9).
If there are less than 4 significant digits in xxxx, yyyy, zzzz, wwww, one or more "0" digit(s) is/are inserted at the left side to fill the 4 digits coding.

As an example, the logical name for RAC 123A, LAC 234B, MCC 167 and MNC 92 shall be coded in the DNS as RAC123A.LAC234B.MNC0092.MCC0167.GPRS.
The SGSN may then acquire the IP address of the old SGSN from a DNS server, using the logical address. Every PLMN should include one DNS server each. Note that these DNS servers are GPRS internal entities, unknown outside the GPRS system.

The above implies that at least MCC + MNC + RAC + LAC (= RAI) is sent as RA parameter over the radio when an MS roams to another RA.

If the new SGSN for any reason fails to obtain the address of the old SGSN, the same actions as when the corresponding event occurs within one PLMN are taken.

Introducing the DNS concept in GPRS gives a general possibility to use logical names instead of IP addresses when referring to e.g. GSNs, thus providing flexibility in addressing of PLMN nodes.

Another way to support seamless inter-PLMN roaming is to store the SGSN IP addresses in HLR and request them when necessary.

C.2
GPRS Support Nodes

In this sub-section a naming convention for GSNs is described.

It shall be possible to refer to a GSN by a logical name that shall then be translated into a physical IP address. Here a GSN naming convention is proposed which would make it possible for an internal GPRS DNS server to make the translation.

An example of how a logical name of a SGSN could look like is:

SGSNxxxx.MNCyyyy.MCCzzzz.GPRS;


x shall be Hex coded digits, y and z shall be encoded as single digits (in the range of 0-9).

If there are less than 4 significant digits in xxxx, yyyy, zzzz, one or more "0" digit(s) is/are inserted at the left side to fill the 4 digits coding.
As an example, the logical name for SGSN 1B34, MCC 167 and MNC 92 shall be coded in the DNS as SGSN1B34. MNC0092.MCC0167.GPRS.
C.3
Target ID
In this sub-section a possible way to support SRNS relocation is described.

In UMTS, when an SRNS relocation is executed, a target ID that consists of MCC, MNC and RNC ID is used as a routing information to route to target RNC via new SGSN. An old SGSN shall resolve a new SGSN IP address by a target ID to send Forward Relocation Request message to the new SGSN. 

It shall be possible to refer to a target ID by a logical name that shall be translated into an SGSN IP address for taking the inter-PLMN handover into account. The old SGSN transforms the target ID information to a logical name of the form:

RNCxxxx.MNCyyyy.MCCzzzz.GPRS; x shall be Hex coded digits; y and z shall be encoded as single digits (in the range 0-9). Then, for example a DNS server is used to translate the logical name to an SGSN IP address.

If there are less than 4 significant digits in xxxx, yyyy, zzzz, one or more "0" digit(s) is/are inserted at the left side to fill the 4 digits coding.
As an example, the logical name for RNC 1B34, MCC 167 and MNC 92 shall be coded in the DNS as RNC1B34. MNC0092.MCC0167.GPRS.
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High Level Document Summary: 





This LS aims to raise awareness to 3GPP of a problem found in the .gprs FQDNs. The LS asks 3GPP CT4 to fix the problem in the identified specifications.





























