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1.
Introduction

In LS C1-060687/S3-060340, SA3 brought to the attention of CT1 a potential Denial of Service (DoS) attack scenario whereby a false basestation can utilise non-integrity protected NAS registration reject messages from network to the mobile. This DoS attack is initiated by providing a false value for timer T3302. 
LS C1-060687/S3-060340 points to the severity of such DoS attacks through T3302, highlighting that this form of attacks are persistent (ie. attack is still effective even when attacker has physically moved on) and that the user is not aware that service has been denied.
In that same LS, SA3 request CT1 to investigate and confirm that there no other parameters carried in non-integrity protected messages could be used to mount this kind of DoS attack.
This contribution presents an analysis of all the NAS message which could be sent and received as non-integrity protected messages and discussion what if any other parameters or messages need to be considered suspect in the same way as the NAS registration reject messages detailed in the LS C1-060687/S3-060340.

2.
NAS messages that can be non-integrity protected

From TS 24.008, subclause 4.1.1.1 Integrity Checking of Signalling Messages in the Mobile Station (Iu Mode only) the following tabulate those NAS message which can be non-integrity protected and indicate the parameters, if any, that these message carry. Please see Table 2.1
	NAS messages
	Information Elements /Parameters carried
	

	AUTHENTICATION REQUEST
	CKSN,
RAND,
AUTN
	

	AUTHENTICATION REJECT
	-
(ie. No parameters)
	

	(MM) IDENTITY REQUEST
	Identity type
	

	LOCATION UPDATING ACCEPT
(at periodic location update with no change of location area or temporary identity)
	Location area identification,
Mobile identity,
Follow on proceed,
CTS permission,
Equivalent PLMNs,
Emergency Number List
	

	LOCATION UPDATING REJECT
	Reject cause
	

	CM SERVICE ACCEPT
(if no other MM connection exist and the CM_SERVICE_REQUEST is of CM Service Type = emergency call establishment
	-
(ie. No parameters)
	

	CM SERVICE REJECT
	Reject cause
	

	ABORT
	Reject cause
	

	AUTHENTICATION & CIPHERING REQUEST
	Ciphering algorithm,
IMEISV request,
Force to standby,
A&C reference number,
RAND,
GPRS ciphering key sequence number,
AUTN
	

	AUTHENTICATION & CIPHERING REJECT
	-
(ie. No parameters)
	

	(GMM) IDENTITY REQUEST
	Identity type,
Force to standby
	

	ATTACH REJECT
	GMM cause,
T3302 value
	

	ROUTING AREA UPDATE ACCEPT
(at periodic routing area update with no change of routing area or temporary identity)
	Force to standby,
Update result,
Periodic RA update timer,
Routing area identification,
P-TMSI signature,
Allocated P-TMSI,
MS identity,
List of Receive N‑PDU Numbers,
Negotiated READY timer value,
GMM cause,
T3302 value,
Cell Notification,
Equivalent PLMNs,
PDP context status,
Network feature support,
Emergency Number List,
MBMS context status,
Requested MS Information
	

	ROUTING AREA UPDATE REJECT
	GMM cause,
Force to standby,
T3302 value
	

	SERVICE REJECT
	GMM cause
	

	DETACH ACCEPT
	-
(ie. No parameters)
	


Table 2.1 – NAS message that can be non-integrity protected
3.
Analysis
From Table 2.1, one can immediately discount any risk for NAS messages which carries no parameters. The messages in this group are Authentication Reject, CM Service Reject, Authentication & Ciphering Reject, Detach Accept. Such messages we indicate as safe by colouring the right most cell in green.
Next NAS messages that carry only GMM cause or just a reject cause can also be seen to be not at risk. The reasoning is that manipulation of a cause value by itself could not lead to a denial of service. The same can be said of the Identity type IE (or parameter). It is not possible to mount a DoS attack by corrupting the Identity type. The messages in this group are (MM) Identity Request, Location Updating Reject, CM Service Reject, Abort, Service Reject. To this group one can also include (GMM) Identity Request as the IE "Force to standby", along with "Identity type", could not be used in conjunction or by itself to mount a DoS attack. For these messages too, the right most cell are marked in green.
Then considering the NAS non-integrity protected messages for the authentication procedure, we have Authentication Request and Authentication & Ciphering Request. For these messages the right most cell we marked in red, as these messages carry important authentication parameters (namely AUTN) which if corrupted can lead to failure in authentication procedure and so cut the mobile out. For these two messages, action had been taken back in the year 2001 and 2002 wherein 3GPP TSG CN1 agreed a series of CRs to counter attacks by false station corrupting the AUTN. Those actions taken then were precisely because it was felt that non-integrity protected messages are vulnerable. Those actions taken back then are also considered here as adequate.
This now leaves Location Updating Accept, Attach Reject, Routing Area Update Accept and Routing Area Update Reject. Of these Attach Reject and Routing Area Update Reject are precisely the NAS messages considered by SA3 and here we mark the right most cell red, to indicate our concern for these messages and their contents.

As for Location Updating Accept, we can see from the list of parameters and IEs it carries that none of those parameters alone or in conjunction can be used to lock a mobile out service. As such the right most cell of Location Updating Accept message in the Table 2.1 is marked green.
As for Routing Area Update Accept, apart for T3302 value which can be used to mount the DoS attack described by SA3, there are also parameters like the periodic RA update timer value, the READY timer value, the List of receive N-PDU Numbers and even PDP context and MBMS context statuses which if manipulated by a false basestation could cause a nuisance to the mobile and user, even if they do not succeed in mounting a DoS attack. So the right most cell of Routing Area Update Accept is also marked red to indicate our concern.

4.
Further considerations and proposals
From analysis above we see that there are 5 messages we consider risky and are thus marked in red. As mentioned Authentication Request and Authentication & Ciphering REquest has already been properly managed. Thus we are left to consider Attach Reject, Routing Area Update Reject and Routing Area Update Accept. 

This contribution suggests to not group together Attach Reject, Routing Area Update Accept and Routing Area Update Reject when considering actions to be taken. This suggestion is based mainly on what parameters are carried by these three messages. For Attach Reject and Routing Area Update Reject the parameter that is of concern is the T3302 value. 

For the non-integrity protected Routing Area Update Accept there are a whole host of parameters besides T3302 value, so for this case we consider the severity of the situation should any of this host of parameters are compromised and the situation in which a Routing Area Update Accept is sent non-integrity protected. 

Here three approaches can be taken. First approach is to consider and correct only the vulnerability of T3302 in a non-integrity protected Routing Area Update Accept (just like with Attach Reject and Routing Area Update Reject) and leave the other parameters as they are. Second approach is to take a more cautious view and not allow Routing Area Update Accept to be sent non-integrity protected even if it is for a periodic RAU and where there is no change of P-TMSI. Third approach is to meticulously close down every parameter in a non-integrity protected Routing Area Update Accept.
The third approach would seem to be an overkill considering that all the other parameters in a non-integrity protected Routing Area Update Accept if abused would only lead to inconvenience to the mobile and not like a DoS attack. For instance, an extremely long periodic RA update timer will not deny the mobile services. Corrupting the PDP context status and MBMS context status will likewise not deny service even if it caused a nuisance. The same can be said of N-PDU numbers. Futhermore, the non-integrity protected form of Routing Area Update Accept is only sent in a limited situation.
The second approach seems less drastic but in taking this second approach the networks could no longer take advantage of the situations where over the air security procedures need not be run. 
Thus this contribution would like to propose that the first approach be taken. Taking this approach we resolve the clearly identified issue of DoS attacks through T3302. Should a more cautious and meticulous approach is later deemed to be required, that does not hinder closing this identified vulnerability of T3302 immediately.
