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**** Next modified section ****
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

active scanning: capability of a WLAN UE to actively solicit support for a WLAN Specific Identifier (WSID) by for probing it

associated WSID: WSID that the WLAN UE uses for association with a WLAN AP.

available WSID: WSID that the WLAN UE has found after scanning.

EAP AKA: EAP mechanism for authentication and session key distribution using the UMTS AKA authentication mechanism using the Universal Subscriber Identity Module (USIM) (see draft-arkko-pppext-eap-aka [9]).

EAP SIM: EAP mechanism for authentication and session key distribution using the GSM Subscriber Identity Module (SIM) (see draft-haverinen-pppext-eap-sim [10]).

Home PLMN (HPLMN): the home PLMN of the user.

passive scanning: capability of a WLAN UE to look for the support for a specific WSID by listening to the WSIDs broadcast in the beacon signal.
Public Land Mobile Network (PLMN) selection: procedure for the selection of a PLMN, via a WLAN, either manually or automatically.
selected WSID: this is the WSID that has been selected according to clause 5.1, either manually or automatically.

selected PLMN: this is the PLMN that has been selected according to clause 5.2, either manually or automatically.

supported PLMN: a PLMN of a roaming partner (i.e. to which the WLAN operator has a direct roaming relationship).

switch on: action of activating a WLAN UE client.

switch off: action of deactivating a WLAN UE client.

WLAN specific identifier (WSID): identifier for the WLAN.
For WLANs compliant with IEEE 802.11 [11] this is the SSID.
External AAA Server: The External AAA Server is located in the external packet data networks. The PDG interworks with the Exteranl AAA Server via the Wi reference point.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [1B] apply:
WLAN UE
3GPP AAA proxy

3GPP AAA server

Packet Data Gateway (PDG)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [2] apply:
3GPP - WLAN Interworking (WLAN-3GPP IW) 
Interworking WLAN

W-APN
WLAN Roaming

For the purposes of the present document, the following terms and definitions given in draft-adrangi-eap-network-discovery [12] apply:

Decorated NAI

Root NAI

**** First added section ****
6.X
UE to External AAA Server protocols
6.X.1
External packet data network access Authentication and Authorization protocols

6.X.1.1
General
WLAN authentication signalling shall be executed between WLAN UE and External AAA Server for the purpose of authenticating the end-user and enabling the access to an external packet data network.

The WLAN UE and PDG shall support multiple EAP authentication procedures as specified in draft-eronen-ipsec-ikev2-multiple-auth[xx].

The WLAN UE and PDG shall support PAP,CHAP transfer procedures as specified in this document.

The WLAN UE and PDG shall support the selection of the authentication method (i.e. CHAP or PAP).

The Notify Message types reserved for a private use are used to notify the required information for PAP and CHAP authenitication. The detail message formats are described in clause 9.
6.X.1.2
UE procedures
6.X.1.2.1
EAP procedures

If the specified W-APN requires EAP authentication and authorization with the External AAA Server and the WLAN UE receives an IKE_SA_INIT response with Notify payload of type “MULTIPLE_AUTH_SUPPORTED” from the PDG, the WLAN UE shall comply with IKEv2 multiple authentication protocol(see draft-eronen-ipsec-ikev2-multiple-auth[xx]).
6.X.1.2.2
PAP procedures

After reception of an IKE_AUTH response with EAP-success of EAP-AKA, if the specified W-APN requires PAP authentication and authorization with the External AAA Server, the WLAN UE shall indicate PAP authentication and authorization to the PDG by sending an IKE_AUTH request with AUTH payload and Notify payload of type “PAP_AUTH_FOLLOWS”.
Upon reception of an IKE_AUTH response with AUTH payload only, the WLAN UE sends an IKE_AUTH request with the Notify payloads of type”USER_NAME” and “PAP_PASSWORD”.
6.X.1.2.3
CHAP procedures

After reception of an IKE_AUTH response with EAP-success of EAP-AKA, if the specified W-APN requires CHAP authentication and authorization with the External AAA Server, the WLAN UE shall indicate CHAP authentication and authorization to the PDG by sending an IKE_AUTH request with AUTH payload and Notify payload of type “CHAP_AUTH_FOLLOWS”.
Upon reception of an IKE_AUTH response with AUTH payload and Notify payload set to”CHAP_challenge”, the WLAN UE sends an IKE_AUTH request with the Notify payloads of type” USER_NAME” and “CHAP-PASSWORD”.
6.X.1.2.4
Selection of the authentication method

The WLAN UE can retry authentication and authorization method with the External AAA Server by using another authentication method.

Upon reception of an IKE_AUTH response with AUTH payload and Notify payload of type”AUTH_NAK”, the WLAN UE shall :

-  sends an IKE_AUTH request with Notify payload set to the value different from the one previously tried (“PAP_AUTH_FOLLOWS “ or “CHAP_AUTH_FOLLOWS”) in order to retry authentication and authorization with the External AAA Server.

-  sends an IKE_AUTH request with Notify payload set to”NO_ADDITIONAL_RETRY” to the PDG.

Note: The WLAN UE shall not retry EAP authentication method after PAP or CHAP authentication, because the WLAN UE indicates using EAP authentication for authentication and authorization with External AAA Server before EAP-AKA exchange.
6.X.1.3
PDG procedures

6.X.1.3.1
EAP procedures

The PDG shall indicates a support of multiple EAP authentication protocol(see draft-eronen-ipsec-ikev2-multiple-auth[xx]) by sending IKE_SA_INIT response including Notify payload of type"MULTIPLE_AUTH_AUPPORTED".

Upon reception of an IKE_AUTH request with IDi payload only, the PDG shall send a RADIUS Access-Request with "User-Name" attribute and EAP-attribute without EAP packet.

Then the PDG shall comply with IKEv2 multiple authentication protocol(see draft-eronen-ipsec-ikev2-multiple-auth[xx]).
6.X.1.3.2
PAP procedures

Upon reception of an IKE_AUTH request with Notify payload pf type"USER_NAME " and "PAP_PASSWORD",the PDG shall sends a RADIUS Access-Request with “User-Name attribute” and “User-Password” attribute to the External AAA Server.

The PDG shall input the user name included in Notify payload of type "USER_NAME " into the “User-Name” attribute.

The PDG shall input a PAP passwod indcuded in Notify payload of type"PAP_PASSWORD" into the “User-Password” attribute after MD5 hash operation(see RFC2865).
6.X.1.3.3
CHAP procedures

Upon reception of an IKE_AUTH request with AUTH payload and Notify payload of type "CHAP_AUTH_FOLLOWS", the PDG shall send an IKE_AUTH response with AUTH payload and Notify payload of type"CHAP_CHALLENGE" to the WLAN UE.

Upon reception of an IKE_AUTH request with Notify payload of type" USER_NAME " and "CHAP-PASSWORD",the PDG shall sends a RADIUS Access-Request with "User-Name", "CHAP-Password" and "CHAP-Challenge" attributes to the External AAA Server.

The PDG shall input the user name included in Notify payload of type "USER_NAME " into the “User-Name” attribute.

The PDG shall input a CHAP response value and an identifer included in Notify payloads of type"CHAP-Password" into a CHAP-Password attribute.
6.X.1.3.4
Selection of the authentication method

Upon reception of an IKE_AUTH request with Notify payload of type "PAP_AUTH_FOLLOWS" or CHAP_AUTH_FOLLOWS" , the PDG checks whether these authentication methods are supported by the specified W-APN or not. If W-APN does NOT support the indicated authentication method, the PDG shall send an IKE_AUTH response with Notify payload set to "AUTH_NAK" to the WLAN UE.
Upon reception of an IKE_AUTH request with Notify payload of type”PAP_AUTH_FOLLOWS” or “CHAP_AUTH_FOLLOWS” after sending an IKE_AUTH response with Notify payload which is set to “AUTH_NAK”to the WLAN UE, the PDG acts according to subclause 6.2.1.3.2 or 6.2.1.3.3.
Upon reception of an IKE_AUTH request with Notify payload of type"NO_ADDITIONAL_RETRY", the PDG sends an IKE_AUTH response with Notify payload set to"AUTHENTICATION FAILD" to the WLAN UE.
**** Second added section ****
X
Message format

X.1
General

External packet data network access Authentication and Authorization protocols in clause 6.2 uses 3GPP specific Notify Payloads of IKEv2.

3GPP specific Notify Payloads are defiend based on “draft-ietf-ipsec-ikev2[14]”, which describes the general format.
X.1.1
Notify payloads format

Table 1/3GPP TS24.234 summarizes the Notify payloads for PAP and CHAP authentication and authorization with External AAA Server.
	Messages:
	Reference

	 PAP_AUTH_FOLLOWS
	X.1.1.1

	 CHAP_AUTH_FOLLOWS
	X.1.1.2

	 USER_NAME
	X.1.1.3

	 PAP_PASSWORD
	X.1.1.4

	 CHAP_CHALLENGE
	X.1.1.5

	 CHAP_PASSWORD
	X.1.1.6

	 ACCESS_ACCEPT
	X.1.1.7

	AUTH_NAK
	X.1.1.8

	 NO_ADDITIONAL_RETRY
	X.1.1.9


X.1.1.1

PAP_AUTH_FOLLOWS

Indicates that PAP authentication and authorization with External AAA Server is followed.

The payload format is defined as follows:

- Notify Message Type value : xxxxx

- Notification Data : nothing
X.1.1.2
CHAP_AUTH_FOLLOWS

Indicates that CHAP authentication and authorization with External AAA Server is followed.

The payload format is defined as follows:

- Notify Message Type value : xxxxx

- Notification Data format : No data
X.1.1.3
USER_NAME

Indicates a user ID for External AAA Server.

The payload format is defined as follows:

- Notify Message Type value : xxxxx

- Notification Data format :

	8
	7
	6
	5
	4
	3
	2
	1
	

	Length
	octet 1

	String
	octet 2


Length : This value shows the length of Notification Data. At leaset 2.

String : The String field is one or more octets. ASCII challacter shall be used.
X.1.1.4
PAP_PASSWORD

Indicates a user password for PAP authentication and authorization with External AAA Server.

The payload format is defined as follows:

- Notify Message Type value : xxxxx

- Notification Data : 

	8
	7
	6
	5
	4
	3
	2
	1
	

	Length
	octet 1

	String
	octet 2


Length : This value shows the length of Notification Data. At leaset 2.

String : The String field is one or more octets. ASCII challacter shall be used.
X.1.1.5
CHAP_CHALLENGE

Indicates a CHAP challenge value and identifier.

The payload format is defined as follows:

- Notify Message Type value : xxxxx

- Notification Data : 

	8
	7
	6
	5
	4
	3
	2
	1
	

	Length
	octet 1
octet 2

	Identifier
	

	Value
	octet 3


Length : This value shows the length of Notification Data above. At leaset 3.

Identifier : The Identifier field is one octet. It shall be changed each time a Challenge is sent.
Value : The field is one or more octets. It contains CHAP Challenge value. It shall be changed each time a Challenge is sent.
X.1.1.6 
CHAP_PASSWORD

Indicates a response value for CHAP Challenge and identifier.

The payload format is defined as follows:

- Notify Message Type value : xxxxx

- Notification Data : 

	8
	7
	6
	5
	4
	3
	2
	1
	

	Length
	octet 1
octet 2

	Identifier
	

	Value
	octet 3


Length : 18

Identifier : The Identifier field is one octet and shall be copied from the Identifier field of the Notify payload” CHAP_CHALLENGE”.
Value : The field contains CHAP response and is 16 octets.
X.1.1.7
ACCESS_ACCEPT

Indicates the authentication and authorization with External AAA Server has been accepted.

The payload format is defined as follows:

- Notify Message Type value : xxxxx

- Notification Data format : No data
X.1.1.8
AUTH_NAK

Indicates the PDG can not accept an authentication method required by the WLAN UE.

The payload format is defined as follows:

- Notify Message Type value : xxxxx

- Notification Data format : No data
X.1.1.9
NO_ADDITIONAL_RETRY

Indicates the WLAN UE does not retry authentication and authorization with External AAA Server by using another authentication method.

The payload format is defined as follows:

- Notify Message Type value : xxxxx

- Notification Data format : No data
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