Page 1



3GPP TSG-CT1 Meeting #41
Tdoc C1-060369
Denver, USA, 13-17 February 2006
	CR-Form-v7.1

	CHANGE REQUEST

	

	(

	24.234
	CR
	0032
	(

rev
	-
	(

Current version:
	7.0.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Corrections to the counter used for additional tunnel establishment

	
	

	Source:
(

	Huawei, Nokia

	
	

	Work item code:
(

	WLAN
	
	Date: (

	13/02/2006

	
	
	
	
	

	Category:
(

	A
	
	Release: (

	Rel-7

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Ph2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)



	
	

	Reason for change:
(

	In current version of TS 24.234, two parameters are used to manage multiple tunnels at PDG, i.e. the maximum number of tunnels per IKE security association and a per user count for the number of tunnels. However if a user establishes more then one IKE SA with a PDG, a per user count is not enough. For example, max number of IPsec SA (I-WLAN tunnels) per IKE is equal to 3, which is configured at PDGs. That means there are at most three tunnels which can be established per IKE SA. Now there are two IKE SAs (i.e. IKE SA #1 and IKE SA #2) established between WLAN UE and PDG. And there are two tunnels established within IKE SA #1 and there are two tunnels established within IKE SA #2, in this case per user count is equal to 4. Then if WLAN UE initiates additional tunnel establishment to PDG, PDG will reject the request, for the per user count (i.e. =4) is greater than max number of IPsec SA (I-WLAN tunnels) per IKE (i.e. =3). But in fact, the request should not be rejected for the number of tunnels within each IKE SA has not reached the limitation.
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	Every active IKE security association shall be associated with a counter maintained by the PDG. The counter is used to indicate the number of I-WLAN tunnels inside an already established IKE security association.
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Next Modification

6.1.1.1
General

WLAN authentication signalling shall be executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and enabling the access to the WLAN network or to the WLAN and 3GPP network.

The WLAN UE and 3GPP AAA Server shall support EAP authentication procedures as specified in draft‑arkko‑pppext‑eap-aka [9] and draft-haverinen-pppext-eap-sim [10].

Other EAP authentication methods than those specified in draft-arkko-pppext-eap-aka [9] and draft‑haverinen‑pppext‑eap-sim [10] may be supported by the WLAN UE but are not part of 3GPP WLAN IW therefore are out of the scope of the present document.

WLAN authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as specified in RFC 3748 [6]).

WLAN access authorization shall be performed upon successful user authentication in the 3GPP AAA Server and it includes access rules as defined by the operator (see clause 6.1.1.3.6).
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6.1.1.3.4
3GPP AAA Server Operation in the Beginning of Authentication

The 3GPP AAA Server shall support EAP method negotiation, as specified in EAP RFC 3748 [6].

The EAP method policy of the 3GPP AAA Server shall not accept EAP-SIM based authentication for USIM subscribers, and only accept EAP-SIM based authentication for SIM subscribers.

The procedure to select the EAP method to use for authentication is the following:

1)
The format of the identity received in EAP-Response/Identity may contain an indication of the EAP method to be used by the 3GPP AAA Server as defined in 3GPP TS 23.003 [1A]. For example, if the identity format indicates EAP SIM, the leading character in the identity is "1" so, the identity might be a permanent IMSI-based identity for EAP SIM. The permanent identity format and the usage of leading digits for IMSI-based permanent identity are specified in draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10]. The format of the pseudonyms and re-authentication identities are specified in 3GPP TS 33.234 [5].
2)
If the 3GPP AAA Server is not able to map the user identity received in EAP-Response/Identity to a subscriber identity (e.g. an obsolete pseudonym), but it recognizes the EAP method, the 3GPP AAA Server shall request a new identity using the EAP method indicated by the WLAN UE.

3)
If the 3GPP AAA Server is able to map the user identity received in EAP-Response/Identity to a subscriber identity (IMSI), but the EAP method does not match with user's subscription information, the 3GPP AAA Server shall use the EAP method indicated by user's subscription (with the exception specified in the clause 6.1.1.3.4.1). For example, if the EAP method indicates EAP AKA, but the 3GPP AAA Server has available information that subscriber's UICC only supports SIM based authentication, (e.g. received authentication vectors are triplets rather than quintuplets), then user's subscription shall prevail and the 3GPP AAA Server shall propose EAP SIM as the first authentication method.

4)
If the 3GPP AAA Server is not able to recognize the user identity received in EAP-Response/Identity and hence the EAP method, the EAP method to use is implementation dependent. If this EAP method does not match user's subscription in the WLAN UE, the WLAN UE shall respond with a NACK to the 3GPP AAA Server. Then, the 3GPP AAA Server shall use the other EAP method until a recognized identity is received.

6.1.1.3.4.1
Interoperability cases

3GPP AAA Servers may be configured to support an EAP method policy that accepts EAP-SIM based authentication for USIM subscribers. This configuration option may be used, if many USIM subscribers are expected to use pre-release 6 ME implementations that do not support EAP AKA.

NOTE:
When the operator issues USIM cards to subscribers, it is strongly recommended to upgrade the 3GPP AAA Servers to 3GPP release 6 and to support EAP-AKA.
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8.1
General

The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the WLAN UE and the PDG. Tunnel Establishment procedure is always initiated by a WLAN UE, whereas Tunnel Disconnection procedure can be initiated by the WLAN UE or network.

Tunnel Establishment procedures can be initiated by a WLAN UE without having been previously authenticated for WLAN Direct IP Access. There is no requirement to use the full authentication mechanism for the first tunnel establishment if the WLAN UE is already authenticated for WLAN interworking. However, if the WLAN UE is attempting WLAN 3GPP IP Access without being authenticated earlier, i.e. not having received previously any temporary identity; full authentication mechanism shall be used by the 3GPP network and WLAN UE (using the IMSI).
The security mechanisms for tunnel setup using IPsec and IKEv2 are specified in 3GPP TS 33.234 [5].
Last Modification

8.2.2.5
Additional tunnel establishment and in place rekeying

Every active IKE security association shall be associated with a counter maintained by the PDG. The counter is used to indicate the number of IPsec ESP security associations (I-WLAN tunnels) inside an already established IKE security association.
On receipt of a "CREATE_CHILD_SA" request from the WLAN_UE, the PDG shall check: 


If the SA payload is of type ESP and the message contains a NOTIFY payload of type "REKEY SA", the WLAN UE is attempting to rekey an existing IPsec security association (I-WLAN tunnel). The PDG shall use the procedures defined in draft-ietf-ipsec-ikev2 [14] to setup the new IPsec ESP security association (I-WLAN tunnel) and shall subsequently delete the old IPsec ESP security association (I-WLAN tunnel) after successful completion of the procedure. 


If the SA payload is of type ESP and does not contain a "REKEY SA" NOTIFY PAYLOAD, then the WLAN UE is attempting to establish an additional IPsec ESP security association (I-WLAN tunnel).  The PDG shall check: 


If the number of IPsec ESP security associations (I-WLAN tunnels) inside the IKE security assocation is less than the configured maximum number of IPsec ESP security associations (I-WLAN tunnels) per IKE security assocation, then the PDG shall proceed to set up the additional IPsec ESP security association (I-WLAN tunnel) as defined in draft-ietf-ipsec-ikev2 [14] and shall respond with the CREATE_CHILD response message. The PDG shall increment its maintained count of the number of IPsec ESP security associations (I-WLAN tunnels) for that IKE security assocation.


If the count of the number of IPsec ESP security associations (I-WLAN tunnels) inside the IKE security assocation is greater than or equal to the configured maximum number of tunnels per IKE security assocation, the PDG shall reject the establishment request by replying with a CREATE_CHILD_SA reponse with a NOTIFY payload of type "NO_ADDITIONAL_SAS".


If the SA payload is of type IKE, then the user is attempting to rekey the existing IKE security association. The PDG shall use the procedures defined in draft-ietf-ipsec-ikev2 [14] to setup the new IKE security association and shall subsequently delete the old IKE security association on successful completion of the procedure.
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