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PROPOSED CHANGE

4.4
Trust domain

4.4.1
General
RFC 3325 [34] provides for the existence and trust of an asserted identity within a trust domain. For the IM CN subsystem, this trust domain consists of the functional entities that belong to the same operator's network (P-CSCF, the E-CSCF, the I-CSCF, the IBCF, the S-CSCF, the BGCF. the MGCF, the MRFC, and all ASs that are included in the trust domain). Additionally, other nodes within the IM CN subsystem that are not part of the same operator's domain may or may not be part of the trust domain, depending on whether an interconnect agreement exists with the remote network. SIP functional entities that belong to a network for which there is an interconnect agreement are part of the trust domain. ASs outside the operator's network can also belong to the trust domain if they have a trusted relationship with the home network. 

NOTE 1:
Whether any peer functional entity is regarded as part of the same operator's domain, and therefore part of the same trust domain, is dependent on operator policy which is preconfigured into each functional entity.

NOTE 2:
For the purpose of this document, the PSAP is automatically regarded as being within the trust domain. This means that e.g. the handling of the P-Access-Network-Info header, P-Asserted-Identity header and the History-Info header will be as if the PSAP is within the trust domain, and these header fields will not be removed for trust domain issues.

Within the IM CN subsystem trust domains will be applied to a number of header fields. These trust domains do not necessarily contain the same functional entities or cover the same operator domains. The procedures in this subclause apply to the functional entities in clause 5 in the case where a trust domain boundary exists at that functional entity.

A trust domain applies for the purpose of the following header fields: P-Asserted-Identity, P-Access-Network-Info, History-Info, Resource-Priority, P-Asserted-Service, Reason (only in a response). Clause 5 defines additional procedures concerning these header fields. 
4.4.2
P-Asserted-Identity
A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Asserted-Identity header according to RFC 3325 [34] when SIP signalling crosses the boundary of the trust domain. Subclause 5.4 identifies additional cases for the removal of the P-Asserted-Identity header. 
4.4.3
P-Access-Network-Info
A functional entity at the boundary of the trust domain shall remove the P-Access-Network-Info header.
4.4.4
History-Info
A functional entity at the boundary of the trust domain will need to determine whether to remove the History-Info header according to RFC 4244 [66] subclause 3.3 when SIP signalling crosses the boundary of the trust domain. Subclause 5.4 identifies additional cases for the removal of the History-Info header.
4.4.5
P-Asserted-Service
A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Asserted-Service header according to draft-drage-sipping-service-identification [121] when SIP signalling crosses the boundary of the trust domain. 

4.4.6
Resource-Priority
A functional entity shall only include a Resource-Priority header in a request or response forwarded to another entity within the trust domain. If a request or response is forwarded to an entity outside the trust domain, the functional entity shall remove the Resource-Priority header from the forwarded request or response. If a request or response is received from an untrusted entity (with the exception requests or responses received by the P-CSCF from the UE for which procedures are defined in subclause 5.2) that contains the Resource-Priority header, the functional entity shall remove the Resource-Priority header before forwarding the request or response within the trust domain.

4.4.7
Reason (in a response)
A functional entity shall only include a Reason header in a response forwarded to another entity within the trust domain (as specified in draft-jesske-sipping-etsi-ngn-reason [130]). If a response is forwarded to an entity outside the trust domain, the functional entity shall remove the Reason header from the forwarded response. 
NOTE:
A Reason header can be received in a response from outside the trust domain and will not be removed.
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