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1. Introduction

New definitions of types of IOI have been introduced in TS 32.240 v6.3.0 "Charging architecture and principles" and TS 32.299 v6.4.0 "Diameter charging applications" has been aligned accordingly.
Sections in TS 32.240 dealing with IOI are the following:

5.3.4.2
Inter-level correlation

Type 1 IOI is valid until a de-registration occurs for the UE (i.e. its last public user identity is de-registered). 

Type 2 IOI and Type 3 IOI are valid for the duration of the event, which it is associated with. For example, an IOI assigned for session establishment is valid until session termination, etc. 
5.3.4.3
Inter-network correlation

To enable the different operators involved in IMS sessions to identify each other, the Inter Operator Identification concept (IOI) is introduced. IOI allows operators involved with session signalling to identify each other by exchanging operator identification information within the SIP signalling. The IOI is composed of one pair of originating IOI and terminating IOI. The IOI concept may help to support inter operator charging.

The following requirements relate to the IOI concept: 
a) The IOI concept shall allow operators to uniquely identify each other for the SIP based requests; for example between A's HPLMN and B's HPLMN or between an A's HPLMN and a A's VPLMN

b) The IOI concept can be used for inter operator accounting identification purposes.

c) It shall be possible to prevent the information used for IOI from being passed to the UE.

d) It shall be possible to apply the IOI concept on a peer to peer basis between operators. It shall be possible to use different identity values for operator identification between operators involved in IMS session related procedures and session unrelated procedures.

e) IOI identities shall be included within SIP signalling:

1)
When a SIP request is passed out of a network the IOI identity of that network (referred as originating IOI) shall be included in the SIP signalling.

2)
When a SIP response is returned the IOI identity of that responding network (referred as terminating IOI) shall be included in the SIP signalling.

f) Each network is responsible for including its own unique IOI Identity into the SIP signalling.  The IOI Identity shall be unique for each operator (for example the IOI Identity of Home Operator A is different from Home Operator B).

g) Three types of IOI shall be defined: 

h) Type 1 IOI: between the home network operator and a visited network operator for an end user in roaming situation (case when the P-CSCF is located in a visited network); 

i) Type 2 IOI: between the network operator which holds the subscription of the originating end user and the network operator which holds the subscription of the terminating end user. In case of redirection, Type 2 IOI can be used between network operators which hold a subscription of the terminating end user, i.e. between the terminating party's network operator from which the session is redirected to the terminating party's network operator to which the session is redirected.

j) Type 3 IOI: between the home network operator and a service provider; 

k) For Type 1 IOI, the P-CSCF in the VPLMN is responsible for generating the originating IOI and the S-CSCF in the home network is responsible for generating the terminating IOI;

l) For Type 2 IOI, the S-CSCF in the originating party's home network or the originating MGCF is responsible for generating the originating IOI and the S-CSCF in the terminating party's home network or the terminating MGCF is responsible for generating the terminating IOI. In case of redirection by the S-CSCF, the S-CSCF-in the terminating party's network operator from which the session is redirected- is responsible for generating the originating IOI and the S-CSCF in the terminating party's network operator or the terminating MGCF- to which the session is redirected- is responsible for generating the terminating IOI.

m) For Type 3 IOI, when forwarding a request to an AS, the S-CSCF in the home network is responsible for generating the originating IOI and the AS contacted by this S-CSCF is responsible for generating the terminating IOI. For a Type 3 IOI, when an AS initiates a request, the AS is responsible for generating the originating IOI and the S-CSCF or I-CSCF contacted by this AS is responsible for generating the terminating IOI.
n) IOI Identities received in the session signalling shall be incorporated into the CDRs produced by the IMS network elements.  The operator identification information may be used for inter operator accounting purposes.

o) The allocation of the IOI values for the operators is outside the scope of 3GPP standardization.

NOTE:
The relationship of the IOI concept with security aspects between operators is For Further Study (FFS).

Sections in TS 32.299 dealing IOI are the following:
7.2.55
Originating-IOI AVP

The Originating-IOI AVP (AVP code 839) is of type UTF8String (alphanumeric string) and holds the Inter Operator Identifier (IOI) for the originating network as generated by the IMS network element which takes responsibility for populating this parameter [404] in a SIP request [202].

The Originating IOI contains the following values:

· Type 1 IOI: IOI of the visited network where the P-CSCF is located.

· Type 2 IOI:

· IOI of the home network of the originating end user where the S-CSCF is located in case a session is initiated from the IMS. In case of redirection by the S-CSCF, Originating-IOI AVP indicates the terminating party's network operator from which the session is redirected. 

· IOI of the originating network where the MGCF is located in case a session is initiated from the PSTN toward the IMS. 

· Type 3 IOI:

· IOI of the home network (originating side or terminating side) where the S-CSCF is located when forwarding a SIP request [202] to an AS (proxy, terminating UA or redirect server or B2BUA).

· IOI of the service provider network where the AS is located when an AS (originating UA or B2BUA) initiates a SIP request [202].

For further details on the Type 1, Type 2 and Type 3 IOIs, please refer to 3GPP TS 32.240 [1].

7.2.90
Terminating-IOI AVP

The Terminating-IOI AVP (AVP code 840) is of type UTF8String (alphanumeric string) and holds the Inter Operator Identifier (IOI) for the originating network as generated by the IMS network element which takes responsibility for populating this parameter [404] in a SIP response [202].

The Terminating IOI contains the following values:

· Type 1 IOI: IOI of the home network where the S-CSCF is located.

· Type 2 IOI:

· IOI of the home network of the terminating end user where the S-CSCF is located in case a session is initiated toward the IMS. In case of redirection by the S-CSCF, Terminating-IOI AVP indicates the terminating party's network operator to which the session is redirected.

· IOI of the terminating network where the MGCF is located in case a session is initiated from the IMS toward the PSTN.

· Type 3 IOI: 

· IOI of the service provider network (originating side or terminating side) where the AS (proxy, terminating UA or redirect server or B2BUA) is located when receiving a SIP request [202].

· IOI of the home network operator contacted by an AS when an AS (originating UA or B2BUA) initiates a SIP request [202].

For further details on the Type 1, Type 2 and Type 3 IOIs, please refer to 3GPP TS 32.240 [1].

The objective of this document is to discuss the definition of the principles for IOI exchange and storage for Type 1 and Type 3 IOIs taking into account the impacts on Type 2 IOI if any,  in consistency with TS 32.240 and TS 32.299.

2. Discussion and Proposal for IOI description in TS 24.229
The IOI description in TS 24.229 should be aligned with TS 32.240 definition introducing Type 1 and Type 3 IOIs.

As specified at IETF RFC 3455, P-Charging-Vector header may contain several instances of charge-params which include orig-ioi and term-ioi. The value both for orig-ioi and term-ioi is a gen-value which may be a token, a host or a quoted-string according to RFC 3261 about SIP.
gen-value      =  token / host / quoted-string

As defined in TS 32.299, the Originating-IOI AVP and the Terminating-IOI AVP are of type UTF8String (alphanumeric string).

With the introduction of three types of IOIs, it should be possible to recognize the Type of IOI which is used for each (orig-ioi, term-ioi) couple. For that purpose, it is proposed to specify the introduction of a string prefix in the quoted string format of the IOI to determine the type of IOI being Type 1, Type 2 or Type 3.
Use of the prefix in Release 6 for the type 2 IOI and backward compatibility analysis:
a) Exchange of the IOI type 2 between a Release 5 originating S-CSCF and a Release 6 terminating S-CSCF: 
The originating S-CSCF R5 does not add a prefix string indicating "Type 2" in the orig Type 2 IOI. Since the Release 6 terminating S-CSCF does not analyse the content of the string which is used for coding the IOI AVP, this has no impact.

The Release 6 S-CSCF sends back a type 2 term IOI with a prefix string indicating "Type 2". Since the Release 5 originating S-CSCF does not analyse the content of the string which is used for coding the IOI AVP, this has no impact.

b) Exchange of the IOI type 2 between a Release 6 originating S-CSCF and a Release 5 terminating S-CSCF:

The originating S-CSCF R6 sends a type 2 orig IOI with a prefix string indicating "Type 2". Since the Release 5 terminating S-CSCF does not analyse the content of the string which is used for coding the IOI AVP, this has no impact.
The Release 5 S-CSCF sends back a type 2 term IOI without the prefix string indicating "Type 2". Since the Release 6 originating S-CSCF does not analyse the content of the string which is used for coding the IOI AVP, this has no impact.
3. Proposal for Type 1 IOI

Type 1 IOI is exchanged between the P-CSCF and S-CSCF when the UE and P-CSCF are located in a visited network. It is proposed to exchange the IOIs values between the P-CSCF and S-CSCF during the registration procedure.

Advantage of this solution is to exchange Type 1 IOI within a single SIP signalling exchange and not at each type of IMS procedure, e.g. session establishment, session modification, session ending.
It is assumed that only one pair (orig-ioi, term-ioi) is necessary per UE for all public user identities linked to the same contact address. Since the IOI values are linked with the UE/contact address, the IOI values shall be deleted when the last public identity linked to this contact address is being deregistered. 
The valid duration of the IOI has been specified in TS 32.240 section 5.3.4.2:
· Type 1 IOI is valid until a de-registration occurs for the UE (i.e. its last public user identity is de-registered). 

Proposal for the type 1 IOI procedure:
The following procedure is proposed for the exchange of the type 1IOI :

1. The P-CSCF in the visited network inserts an orig-ioi in the P-Charging-Vector header of the REGISTER request. 

2. The S-CSCF retrieves the orig-ioi from the P-Charging-Vector of the REGISTER request. The S-CSCF stores its value if the value of orig-ioi is not already stored for the same UE, i.e. same contact address (e.g. due to a registration of another public identity which is still registered). 

3. The S-CSCF in the home network inserts a term-ioi in the P-Charging-Vector header of the response to the REGISTER request.

4. The P-CSCF retrieves the term-ioi from the P-Charging-Vector of the response of REGISTER request. The P-CSCF stores its value if the value of term-ioi is not already stored for the same UE (e.g. due to a registration of another public identity which is still registered). The P-Charging-Vector header is deleted by the P-CSCF before forwarding the response to the UE.
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Analysis of the backward compatibility:
The introduction of the new type 1 IOI in Release 6 could cause backward compatibility problem with R5 entities (P-CSCF, S-CSCF). 
Case 1: P-Charging-Vector header exchanged between a Release 5 P-CSCF and a Release 6 S-CSCF:
The P-CSCF R5 does not send a type 1 IOI to the S-CSCF R6. If no type 1 orig IOI is received in the P-Charging-Vector header, the S-CSCF R6 does not send a type 1 term IOI. 
Case 2: P-Charging-Vector header exchanged between a Release 6 P-CSCF and a Release 5 S-CSCF:

The P-CSCF R6 sends a type 1 orig IOI to the S-CSCF R5. The S-CSCF R5 does not generate a SIP error when the type 1 IOI is received in the P-Charging-Vector header and the S-CSCF R5 does not use this parameter for the accounting. 

4. Proposal for Type 3 IOI

Type 3 IOI is exchanged between the S-CSCF and AS when the AS is located in an external network. 

Treatments for the type 3 IOI at the originating side and terminating side of the session are the same for Type 3 IOI but treatments should be different for interactions with Type 2 IOI.

The valid duration of the IOI has been specified in TS 32.240 section 5.3.4.2:
· Type 3 IOI is valid for the duration of the event, which it is associated with. For example, an IOI assigned for session establishment is valid until session termination, etc. 
Case 1: Proposal for AS in proxy mode, terminating UA or B2BUA receiving a request

The following figure illustrates the IOI exchange and storage for an AS acting as a proxy when receiving an INVITE request, but the same process is applicable for a AS acting as a terminating UA or a B2BUA receiving a request. 

[image: image2.wmf] 

In SIP signalling, S

-

CSCF 

i

nserts 

Type 3 

orig

-

ioi

 only once if several 

ASs are contacted.

 

INVITE

 

 

In SIP signalling 

S

-

CSCF

 

i

nserts 

Type 3 

orig

-

ioi

 without 

Type 2 orig

-

ioi.

 

AS 

stores 

 Type 3 

orig

-

ioi

 value

.

 

Terminating party

 

AS

 stores 

Type 3 

orig

-

ioi

 value

.

 

In SIP signalling, S

-

CSCF 

i

nserts 

Type 2 

orig

-

ioi

 without 

Type 3 orig

-

ioi.

 

S

-

CSCF stores Type 2 orig

-

ioi 

value.

 

In SIP signalling 

S

-

CSCF 

does not use Type 2 orig

-

ioi and Type 3 orig

-

ioi.

 

Originating party

 

S

-

CSCF

 

AS

 

S

-

CSCF

 

AS

 

In SIP signalling

, AS i

nserts 

Type 3 term

-

ioi

.

 

In SIP signalling

, AS i

nserts 

Type 3 term

-

ioi

.

 

S

-

CSCF stores Type 3 term

-

ioi 

value

. In SI

P Signalling, S

-

CSCF 

inserts Type 2 term

-

ioi and 

does 

not use Type 3 term

-

ioi.

 

S

-

CSCF

 stores 

Type 3 

term

-

ioi

 value

. 

In SIP 

Signal

ling, S

-

CSCF 

does not use Type 2

 

term

-

ioi

 and Type 3 

term

-

ioi

.

 

 

S

-

CSCF stores Type 

2 

term

-

ioi value.

 

2xx, 4xx, 5xx, 6xx response to INV

ITE

 

 


Handling of the S-CSCF at originating side:

The originating S-CSCF inserts the Type 3 orig-ioi in the SIP request only the first time it contacts an AS, it is assumed that the AS does not modify the orig-ioi parameter and that the S-CSCF keeps this parameter when contacting next ASs. The AS stores this value. After the last AS is contacted, the S-CSCF deletes its Type 3 orig-ioi before forwarding the request toward the terminating network and insert a Type 2 IOI toward the terminating S-CSCF. 

The originating S-CSCF stores the Type 2 term-ioi value contained in the response received from the terminating network. The AS inserts the Type 3 term-ioi value in the SIP response. The S-CSCF stores the Type 3 term-ioi value. The S-CSCF deletes the Type 2 and Type 3 IOIs before forwarding the response toward the originating UE (since Type 2 and Type 3 IOIs should not be communicated to the P-CSCF and UE).
Handling of the S-CSCF at terminating side:

The S-CSCF stores the Type 2 orig-ioi value received from the originating network. The S-CSCF inserts the Type 3 orig-ioi in the SIP request (with no Type 2 IOI since Type 2 IOIs are supposed to be exchanged between S-CSCFs only, i.e. S-CSCF deletes Type 2 orig-ioi) only the first time it contacts an AS, it is assumed that the AS does not modify the orig-ioi parameter and that the S-CSCF keeps this parameter when contacting the following ASs. The AS stores this value. After the last AS is contacted, the S-CSCF deletes its Type 3 orig-ioi before forwarding the request toward the terminating UE.

The AS inserts the Type 3 term-ioi value in the SIP response. The S-CSCF stores the Type 3 term-ioi value. The S-CSCF inserts a Type 2 term-ioi (with no Type 3 IOI, i.e. S-CSCF deletes Type 3 term-ioi) before forwarding the response toward the originating S-CSCF.

Case 2: Proposal for AS in originating UA mode or B2BUA initiating a request

For an AS in Originating UA mode or B2BUA initiating a request, another process should be used since orig-ioi is meant for the network where the AS is located and term-ioi is meant for the network where the S-CSCF is located. 
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Treatment for AS in originating UA mode or B2BUA initiating a request:
The AS inserts the Type 3 orig-ioi in the SIP request sent toward the S-CSCF. The S-CSCF stores this value. The S-CSCF deletes the Type 3 orig-ioi (referring to the network where the AS is located) before forwarding the request toward the terminating network and inserts a Type 2 IOI toward the terminating S-CSCF. 

The S-CSCF stores the Type 2 term-ioi value contained in the response received from the terminating network. The S-CSCF inserts the Type 3 term-ioi value in the SIP response. The AS stores the Type 3 term-ioi value. 

Analysis of the backward compatibility:

Case 1: AS in proxy mode, terminating UA or B2BUA receiving a request

a) P-Charging-Vector header exchanged between a Release 5 S-CSCF and a Release 6 AS:
The S-CSCF R5 does not send a type 3 IOI to the AS R6. If no type 3 orig IOI is received in the P-Charging-Vector header, the AS R6 does not send a type 3 term IOI. 
b) P-Charging-Vector header exchanged between a Release 6 S-CSCF and a Release 5 AS:
The S-CSCF R6 sends a type 3 orig IOI to the AS R5. The AS R5 does not generate a SIP error when the type 3 IOI is received in the P-Charging-Vector header and the AS R5 does not use this parameter for the accounting. 

Case 2: AS in originating UA mode or B2BUA initiating a request

a) P-Charging-Vector exchanged between a Release 5 originating AS and a Release 6 S-CSCF:
The originating AS R5 does not send a type 3 IOI to the S-CSCF R6. If no type 3 orig IOI is received in the P-Charging-Vector header, the S-CSCF R6 does not send a type 3 term IOI.

b) P-Charging-Vector exchanged between a Release 6 originating AS and a Release 5 S-CSCF:
The originating AS R6 sends a type 3 orig IOI to the S-CSCF R5. The S-CSCF R5 does not generate a SIP error when the type 3 IOI is received in the P-Charging-Vector header and the S-CSCF R5 does not use this parameter for the accounting. 

5. Conclusion
Orange proposes the following CRs for R6/R7:

· CR on TS 24.229 to align the definition of the principles for exchange and storage of IOI type 1 and type 3 with TS 32.240

· CR on TS 24.229 for the exchange, storage of Type 1 IOI values

· CR on TS 24.229 for the exchange storage of Type 3 IOI values and interactions with Type 2 IOI

RFC 3455

5.6 P-Charging-Vector header syntax

      The syntax for the P-Charging-Vector header is described as

      follows:

      P-Charging-Vector     = "P-Charging-Vector" HCOLON icid-value

                              *(SEMI charge-params)

      charge-params         = icid-gen-addr / orig-ioi /

                              term-ioi / generic-param

      icid-value            = "icid-value" EQUAL gen-value

      icid-gen-addr         = "icid-generated-at" EQUAL host

      orig-ioi              = "orig-ioi" EQUAL gen-value

      term-ioi              = "term-ioi" EQUAL gen-value

   The P-Charging-Vector contains icid-value mandatory parameter.  The

   icid-value represents the IMS charging ID, and contains an identifier

   used for correlating charging records and events.  The first proxy

   that receives the request generates this value.

   The icid-gen-addr parameter contains the host name or IP address of

   the proxy that generated the icid-value.

   The orig-ioi and term-ioi parameters represent, respectively, the

   originating and terminating interoperator identifiers.  They are used

   to correlate charging records between different operators.  The

   originating ioi represents the network responsible for the charging

   records in the originating part of the session or standalone request.

   Similarly, the terminating ioi represents the network responsible for

   the charging records in the terminating part of the session or

   standalone request.
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