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	This is an essential correction.

It is not clear in the standard what procedures are required to apply ciphering or integrity protection to a given radio channel after a successful handover attempt.

For Intra-3G_MSC-B handover/relocation interactions with other RANAP procedures (security mode, RAB assignment, directed retry handover), an operator does not need to activate ciphering, but they are forced by the standard to activate integrity protection for the Iu mode. 

For the case of handover/relocation to UTRAN, the 3G_MSC-B must send a RANAP Security Mode Command to the new serving radio network containing integrity protection information, but it may optionally contain encryption information.

For the case of handover to GERAN, the 3G_MSC-B may optionally send the BSSMAP Cipher Mode Command to the new serving radio network if ciphering is to be activated. It would not hurt to send a BSSMAP Cipher Mode Command with 'no ecryption’, but this should not be made a mandatory requirement.
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12.8

Interactions between handover/relocation control procedures and other RANAP procedures

This clause gives an overview of the procedures that shall be followed when handover/relocation control procedures interact with other RANAP procedures on 3G_MSC-B.

12.8.1

Interactions between handover/relocation control procedures and the security mode procedure

12.8.1.1


Intra-3G_MSC-B handover/relocation

A security mode control procedure may be requested by MSC-A/3G_MSC-A after an Inter-MSC GSM to UMTS handover or Inter-MSC SRNS relocation. If RNS-A replies with an Iu-SECURITY-MODE-REJECT containing the cause value 'Relocation Triggered' due to an already initiated Intra-3G_MSC-B UMTS to GSM handover or Intra-3G_MSC-B SRNS relocation, the 3G_MSC-B shall not forward the result of the security mode control procedure to MSC-A/3G_MSC-A, but wait for the outcome of the handover/relocation procedure. If the relocation procedure is completed successfully, the 3G_MSC-B shall reattempt the security mode control procedure towards the new serving radio network. If the handover procedure is completed successfully, the 3G_MSC-B shall reattempt the cipher mode control procedure towards the new serving radio network, if ciphering is to be activated.
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NOTE: 
The message flow is shown in the perspective of 3G_MSC-B. It is assumed that RNS-A has sent the Iu-RELOCATION-REQUIRED before it received the Iu-SECURITY-MODE-COMMAND.

Figure 35a: Collision between a subsequent Intra-3G_MSC-B handover/relocation and a security mode control procedure i): successful handover/relocation
If the handover/relocation procedure is unsuccessful and the UE is still served by RNS-A, the 3G_MSC-B shall reattempt the security mode procedure towards RNS-A.
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NOTE: 
The message flow is shown in the perspective of 3G_MSC-B. It is assumed that RNS-A has sent the Iu-RELOCATION-REQUIRED before it received the Iu-SECURITY-MODE-COMMAND.

Figure 35b: Collision between a subsequent Intra-3G_MSC-B handover/relocation and a security mode control procedure ii): unsuccessful handover/relocation
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