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1. Overall Description:

SA3 thanks CT1 for their LS regarding TLS security requirements when incorporating “draft-ietf-sip-history-info” for IMS. SA3’s understanding of the text quoted in your LS (subclause 3.2 of draft-ietf-sip-history-info-06.txt) is that it was written in the context of RFC3261 which requires that proxies implement TLS. Therefore, it seems there was no reason in that context to consider the use of IPSec. Furthermore, security requirements and threat models in this draft assumes the open IP network, such as the internet (which is, of course, not the case in 3GPP)
The appropriate handling of a request with History-Info in the case that TLS is not available seems to have been addressed in section 5 and point 4) of the draft, which addresses "Application Considerations", which states:
   4) The security associated with the History-Info header requires the 

      use of TLS. In the case of TLS not being available for a 

      connection over which a request is being forwarded, the History-

      Info header may be removed from a request. The impact of lack of 

      having the information depends upon the nature of the specific 

      application (e.g. is the information something that appears on a 

      display or is it processed by automata which could have negative 

      impacts on the subsequent processing of a request?).   It is 

      suggested that the impact of an intermediary not supporting the 

      security recommendations should be evaluated by the application 

      to ensure that the impacts have been sufficiently addressed by 

      the application.
SA3 believes that adequate security protections are provided by the IMS domain for carrying History-Info header in SIP messages by the IMS Access domain security specification (TS 33.203) and the Network Domain Security for IP services or NDS/IP (TS 33.210). Furthermore, subclause 5.4 of TS 33.203 (“SIP Privacy- handling when interworking with non-IMS Networks”) specifies how to handle SIP privacy information when interworking with proxies in non-IMS networks. Also, subclause 6.5 of TS 33.203 (“CSCF interoperating with proxy located in a non-IMS network”) specifies how TLS can be used when an IMS CSCF needs to interwork with proxy/CSCF located in foreign network. These security principles also needs to be followed when interacting with Application Servers and other network elements that may be involved in handling SIP Privacy headers such as History-Info.

Although the security protections outlined above are suffient for the problem in question, SA3 also wants to inform CT1 that as part of the Rel-7 IMS Security work item in SA3 (called “IMS Security Extensions”), TLS is being considered as one of the two candidate solutions for IMS access security that is short-listed for further consideration in SA3. 
2. Actions:

To CT1:
SA3 kindly asks CT1 to take the information provided above into consideration while further developing support for the History-Info header in IMS. 
3. Date of Next SA3 Meetings:

TSG-SA3 #41 
15 – 18 November 2005
San Diego, US

TSG-SA3 #42
7 – 10 February 2006

TBD






