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Introduction and background

SA2 has accepted a reference architecture when there is a NA(P)T-(PT) (NAT device) between the UE and the P-CSCF. In general there can be cases when NAT device(s) are in the access network operated by others than the operator of the IMS or in end users premise, thus it cannot be assumed that P-CSCF can control those NAT device(s).

Whenever the UE accesses the P-CSCF across a NAT device, the NAT creates a binding. This binding will be released after a reasonable time if no packet belonging to that binding is forwarded. If the binding is released the UE becomes unavailable from the P-CSCF.

The lifetime problem of the NAT binding when UDP is used can be resolved if the either of the P-CSCF or the UE periodically sends some kind of refreshing messages over that "UDP connection". The interval of sending the refreshing messages should be adjusted to the binding lifetime in the NAT device that is in term of tens of seconds. This relatively short binding lifetime implies that the refreshing frequency is very high compared to the normal rate for signalling and therefore can cause performance problem for the P-CSCF.

As the refreshing messages are not supported by every UE, it is necessary for the P-CSCF to provide a solution to send refreshing messages as well.

Note that the refreshing messages must be sent from the same port where the normal signalling traffic is sent to the UE.

Possible Solutions

Several techniques exists to keep UDP NAT bindings alive

1.
Dummy UDP packet for NAT keep-alive

P-CSCF sends dummy UDP packet (i.e., UDP packet with some “all 1” or “all 0” bytes payload) to the UE’s NAT-ed IP address and port.

Pros:

Most light-weight, least performance impacts

Cons:

Several NAT devices refresh the NAT binding based only on outbound traffic (i.e. from UE towards P-CSCF). This technique will not refresh the NAT binding in those NAT devices.

2.
REGISTER

P-CSCF reduces the expiry time for the registration in 200 OK for REGISTER to a value lower than typical UDP NAT binding lifetime, for example 20 sec. SIP client then is forced to resend REGISTER message each 20 sec that then refresh the NAT binding.

Pros:

No problem with NAT devices that refresh NAT binding only on outbound traffic.

Cons:

Very heavy-weight as REGISTER is rather heavy method, that typically need performance-wise high-cost operations like database update or authentication (specially if 3rd party authentication server is used). Furthermore typically P-CSCF is not registrar so the heavy load must either be propagated until registrar or filtered at P-CSCF, which requires B2BUA mode. Furthermore the filtering may not be possible if authentication is needed at each re-registration.

3.
OPTIONS, NOTIFY, etc.

P-CSCF sends periodically some light-weight and state-wise neutral SIP method like OPTIONS or NOTIFY to the UE behind a NAT. The response sent by UE will generate outbound traffic that refresh the NAT binding.

Pros:

No problem with NAT devices that refresh NAT binding only on outbound traffic.

Cons:

It is necessary to differentiate responses received for the 'keep-alive' requests generated by the P-CSCF and the responses sent as part of normal SIP signalling traffic between endpoints, thus it requires further investigation of the SIP response (e.g. checking special values of some SIP headers), before the P-CSCF can separate the keep-alive related traffic. In OPTIONS/NOTIFY technique it is necessary to have some fix pattern in either Via branch or Call-ID value for “refreshing” requests, for example all values have a fix prefix. This fix prefix can be used to filter the SIP refreshing messages from all others. Note that in theory it is possible that a SIP message used for normal signalling accidentally uses the same pattern.

4.
Use an 'unknown' method (either reserve a new SIP method, or generate a method that is not used by anyone else)

P-CSCF sends periodically some method that is unknown outside the P-CSCF for the NAT binding refreshment purposes. According to RFC3261 a SIP UAS receiving unknown SIP method must still response with some error response (405 Method not allowed) that will generate outbound traffic for NAT keep-alive purpose.

Pros:

As this method is not used by anyone else, handling of it can be implemented as totally separated module in the P-CSCF, only for NAT keep-alive purpose. With very lightweight filtering based on the method the response for this particular method can also be separated from all other SIP messages. So handling logic for this high-frequency SIP method can be separate from all other logics and can implemented as lightweight as possible. No problem with NAT devices that refresh NAT binding only on outbound traffic.

Cons:

?

PROPOSAL

We propose that the technique using the 'unknown' method should be used as a performance-optimised solution. Nokia is willing to write and provide a CR contribution, to propose new text, for the next CT1 meeting.

