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====== BEGIN CHANGE =====

5.3.3.1
Authentication procedure

The authentication mechanism described in this clause is optional to implement in the UE and in the NAF.

The Pre-Shared Key Ciphersuites for TLS (PSK TLS) (draft-ietf-tls-psk-01 [15]) can be used with bootstrapped security association as the authentication, confidentiality, and integrity protection method.

The PSK TLS (draft-ietf-tls-psk-01 [15]) handshake shall be used with bootstrapped security association as follows:

-
the ClientHello message shall contain one or more PSK-based ciphersuites;

-
the ClientHello message shall contain the server_name TLS extension as specified in RFC 3546 [18] and it shall contain the hostname of the NAF;

-
the ServerHello message shall contain a PSK-based ciphersuite selected by the NAF;

-
the ServerKeyExchange shall be sent by the server and it shall contain the psk_identity_hint field and it shall contain a static string "3GPP‑bootstrapping". The psk_identity_hint field may contain a list of psk_identity_hints and are separated by a semi-colon character (";") (see NOTE 1);

NOTE 1:
Other psk identity name spaces than "3GPP‑bootstrapping" can be supported, however, they are out of the scope of this specification.

-
the ClientKeyExchange shall contain the psk_identity field and it shall contain a prefix "3GPP‑bootstrapping"indicating selected psk identity name space, a separator character ";" and the B-TID;

-
the UE shall derive the TLS premaster secret from the NAF specific key material (Ks_NAF) in the case of GBA_ME, and the NAF specific external key material (Ks_ext_NAF) in the case GBA_U as specified in draft‑ietf-tls-psk-01 [15];

NOTE 2:
The NAF specific internal key material (Ks_int_NAF) in the case of GBA_U shall not be used with PSK TLS.

An example flow of the PSK TLS procedure can be found in clause F.3.

===== END CHANGE =====
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