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1. Overall Description:

SA3 has identified misalignment between TS 33.220 and TS 24.109 concerning the keys that are used to protect Ua interface in the general case.

TS 24.109 v6.2.0 §5.1 states :

"The usage of bootstrapped security association i.e. B-TID and Ks_NAF (or Ks_ext_NAF) over Ua interface depends on the application protocol used between UE and NAF.

The Ua interface is used to supply the B-TID, generated during the bootstrapping procedure, to the network application function (NAF), and Zn interface is used by the NAF to retrieve the Ks_NAF or Ks_ext_NAF from BSF. The Ua interface depends on type of NAF. The Zn interface is defined in 3GPP TS 29.109 [3]. This clause describes how B‑TID and Ks_NAF or Ks_ext_NAF can be utilized in general Ua usage, as specified in 3GPP TS 33.220 [1], and in the context of more specific Ua usage, as specified for deployment of HTTPS in 3GPP TS 33.222 [4A], or for a PKI portal in 3GPP TS 33.221 [4])."

Although it is true that in release 6 only Ks_ext_NAF and Ks_NAF can be used for deployment of HTTPS in 3GPP TS 33.222, or for a PKI portal in TS 33.221, it is possible to use Ks_int_NAF on Ua interface in the general case.

SA3 would like to refer to the following extract from TS 33.220 v 6.4.0 §5.3.3 :

"…
Next, the UE and the NAF have to agree, which type of keys to use, Ks_ext_NAF or Ks_int_NAF, or both. The default is the use of Ks_ext_NAF only. This use is also supported by MEs and NAFs, which are GBA_U unaware. If Ks_int_NAF, or both Ks_ext_NAF and Ks_int_NAF are to be used, this use has to be agreed between UE and NAF prior to the execution of the procedure described in the remainder of this clause 5.3.3. Any such agreement overrules the default use of the keys. How this agreement is reached is application-specific and is not within the scope of this document."

Therefore, SA3 feels that the possibility to use Ks_int_NAF on Ua interface in the general case should not be excluded from §5.1 in TS 24.109 and that it should be made explicit.

2. Actions:

To CT1 group.

ACTION: 


CT1 is kindly invited to align TS 24.109 §5.1 with TS 33.220 §5.3.3; i.e. the default is the use of Ks_ext_NAF only, but it should be made explicit that the usage of Ks int_NAF  in Ua interface is not excluded in TS 24.109 §5.1.

3. Date of Next TSG-SA3 Meetings:

SA3#39
28th June – 1st July 2005


Montréal, Canada

SA3#40
13th September – 16th September 2005
TBD
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