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	Reason for change:
	As described in discussion paper C1-190079, there are two reject scenarios for 5GSM cause #29 user authentication or authorization failed.

· One is the scenario BEFORE the EAP procedure is invoked i.e., because of PDU DN request container not compliant with the local policy; and
· Another is the scenario AFTER the EAP procedure is invokded i.e., because of EAP authentication failure.

In former case, 
· the cause of failure is on the information for the PDU session authentication and authorization by the external DN (i.e. the DN specific identity). So, if the DN specific identity is corrected, the PDU session establishment with DN authentication may succeed. 
· And it is the SMF determines the failure with NAS procedure; hence it is in the scope of 3GPP. 


	
	

	Summary of change:
	Add the UE behavior when the UE receives 5GSM cause #29 "user authentication or authorization failed" and EAP message IE is not included.

Clarify the network behavior when the information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data.

Interoperability impact analysis
The CR does not cause interoperability issue.


	
	

	Consequences if not approved:
	The UE may not differentiate the failure due to DN specific identity not compliant with local policy from the failure due to EAP failure.

The UE may repeatedly send the same PDU SESSION ESTABLISHMENT REQUEST message, which will result in another failure.
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*** Next change ***
[bookmark: _Toc533172099]6.4.1.6	Abnormal cases in the UE
The following abnormal cases can be identified:
a)	Expiry of timer T3580
	The UE shall, on the first expiry of the timer T3580, retransmit the PDU SESSION ESTABLISHMENT REQUEST message and shall reset and start timer T3580, if still needed. This retransmission can be repeated up to four times, i.e. on the fifth expiry of timer T3580, the UE shall abort the procedure, release the allocated PTI and enter the state PROCEDURE TRANSACTION INACTIVE.
[bookmark: _Hlk1036160]b)	Upon receiving an indication that the 5GSM message was not forwarded due to routing failure along with a PDU SESSION ESTABLISHMENT REQUEST message with the PDU session ID IE set to the PDU session ID of the PDU session, the UE shall stop timer T3580 and shall abort the procedure. If the UE sent the PDU SESSION ESTABLISHMENT REQUEST message in order for the handover of an existing non-emergency PDU session between 3GPP access and non-3GPP access, the UE shall consider that the PDU session is associated with the source access type.
c)	Collision of UE-requested PDU session establishment procedure and network-requested PDU session release procedure.
	If the UE receives a PDU SESSION RELEASE COMMAND message after sending a PDU SESSION ESTABLISHMENT REQUEST message to the network, and the PDU session ID in the PDU SESSION RELEASE COMMAND message is the same as the PDU session ID in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall ignore the PDU SESSION RELEASE COMMAND message and proceed with the UE-requested PDU session establishment procedure.
d)	The information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data
	Upon receipt of the PDU SESSION ESTABLISHMENT REJECT message including 5GSM cause #29 "user authentication or authorization failed" without the EAP message IE, the UE shall not send another PDU SESSION ESTABLISHMENT REQUEST message with the information for the PDU session authentication and authorization by the external DN in the SM PDU DN request container IE provided by the UE during PDU session establishment procedure.
[bookmark: _Toc533172100]
*** Next change ***
6.4.1.7	Abnormal cases on the network side
The following abnormal cases can be identified:
a)	If the received request type is "initial emergency request" and there is already another emergency PDU session for the UE, the SMF shall reject the PDU SESSION ESTABLISHMENT REQUEST message with 5GSM cause #31 "request rejected, unspecified" or release locally the existing emergency PDU session and proceed the new PDU SESSION ESTABLISHMENT REQUEST message
b)	The information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data
	If the PDU session being established is a non-emergency PDU session, the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data and the information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data, the SMF shall reject the PDU session establishment request including the 5GSM cause #29 "user authentication or authorization failed", in the PDU SESSION ESTABLISHMENT REJECT message without the EAP message IE.
c)	UE-requested PDU session establishment with request type set to "initial request" or "initial emergency request" for an existing PDU session:
	If the SMF receives a PDU SESSION ESTABLISHMENT REQUEST message with a PDU session ID identical to the PDU session ID of an existing PDU session and with request type set to "initial request" or "initial emergency request", the SMF shall release locally the existing PDU session and proceed with the PDU session establishment procedure.
d)	UE-requested PDU session establishment with request type "existing PDU session" or "existing emergency PDU session" for a PDU session that does not exist:
	If the SMF receives a PDU SESSION ESTABLISHMENT REQUEST message with request type set to "existing PDU session" or "existing emergency PDU session", and the SMF does not have any information about that PDU session, then the SMF shall reject the PDU session establishment procedure with the 5GSM cause set to #54 "PDU session does not exist" in the PDU SESSION ESTABLISHMENT REJECT message.

