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1. Introduction

In section A.7 of TS 33.501, it is specified that both the ABBA parameter and the length of the ABBA parameter are used as input to the key derivation function 
A.7
KAMF derivation function

A.7.0
Parameters for the input S to the KDF

When deriving a KAMF from KSEAF the following parameters shall be used to form the input S to the KDF. 

-
FC = 0x6D

-
P0 = SUPI represented as a character string

-
L0 = length of SUPI

-
P1 = ABBA parameter 

-
L1 = length of ABBA parameter 

The input key KEY shall be the 256-bit KSEAF. SUPI shall be represented as a character string as specified in B.2.1.2 of TS 33.220 [28], for both IMSI based SUPI as well as in NAI based SUPI.

For ABBA parameter values please refer to clause A.7.1.

A.7.1
ABBA parameter values

ABBA parameter is provided to the UE from SEAF and shall be used as an input parameter for KAMF derivation. To support flexible set of security features ABBA parameter is defined when security features change. To ensure forward compatibility, the ABBA parameter is a variable length parameter.

The SEAF shall set the ABBA parameter to 0x0000. The UE shall use the ABBA parameter provided by the SEAF in the calculation of KAMF.

The following values have been defined for this parameter.

	ABBA parameter value
	Description

	0x0000
	Initial set of security features defined for 5GS.


Table A.7.1-1: ABBA parameter definitions

The above also specifies that, for Rel-15, the ABBA parameter length is 2 octets with an encoding indicating a value of zero.
This document discusses cases when the ABBA parameter length is not 2 octets and when its value is not zero and proposes a way forward to handle this at the UE.

2. Discussion
The requirement for having 2 octets for the ABBA parameter with a value of zero is also specified in TS 24.501 (e.g. in section 5.4.1.3.2):
“In this release of specification, the network shall set the length of ABBA IE to 2 and the ABBA contents to be 2 octets in length with value 0000H as described in subclause 9.11.3.10”

With the above explicit requirements on the length and value of the ABBA parameter, the UE will consider some cases to be erroneous if for example the value of the ABBA parameter is NOT zero.
Regarding the length, TS 24.007 specifies the following in section 11.4.2:
“-        It is not a syntactical error that a type 4 and type 6 standard IE specifies in its length indicator a greater length than possible according to the value part specification: extra bits shall be ignored.”
This means that if a Rel-15 UE receives the ABBA IE and the length indicates more than 2 octets, the UE will ignore extra bits and will only consider the first 2 octets of the value part of the IE. 
Although this is not considered a protocol error, if the UE uses a length of 2 octets but the network does not, then this will lead to different KAMF at the UE and the network. In turn, this leads to security check failures at the UE e.g. the integrity check on the SECURITY MODE COMMAND message would fail.
Observation 1: a Rel-15 UE that receives the ABBA IE whose length field indicates more than 2 octets will only consider the first 2 octets of the value part of the IE and ignore the extra bits. Although the UE does not consider this as protocol error, the KAMF at the UE and AMF will not be the same if the network does not also use a length of 2 octets. This will lead to security check failure at the UE.
Regarding the value part of the ABBA IE, if this field is not set to zero, then this will be considered a protocol error by the UE since the specification requires that it indicates zero in Rel-15. Furthermore, TS 24.007 states:
“-
An IE is defined to be syntactically incorrect in a message if it contains at least one value defined as "reserved", or if its value part violates syntactic rules given in the specification of the value part.

-
A message is defined to have semantically incorrect contents if it contains information which, possibly dependant on the state of the receiver, is in contradiction to the resources of the receiver and/or to the procedural part.”
With this being a protocol error for which no specific handling has been defined, the UE will ignore the AUTHENTICATION REQUEST message and sends the 5GMM STATUS message to the AMF.
Observation 2: a Rel-15 UE that receives the ABBA IE with a value field that is not set to zero will consider this a protocol error and sends the 5GMM STATUS message to the AMF.
The following questions can then be asked: 
· What is the benefit of considering any value that is not zero as an error by a Rel-15 UE?
· TS 33.501 describes the value of zero as “Initial set of security features defined for 5GS”, but does it really matter if the value is not zero?
· Should the UE consider the length of the ABBA parameter to be 2 octets even when the length field indicates that it is more than that? Would this not lead to different KAMF at the UE and the AMF?
In Rel-16, other security features may be defined for which non-zero value(s) can be defined for ABBA. When a Rel-15 UE receives the ono-zero value of ABBA, it will not be able to understand the security features defined in Rel-16 and will not be using them either. However, this should not result in a protocol error nor a registration failure as long as both the UE and the network derive a same key using the same ABBA parameter value and length as input to the key derivation function and complete the NAS security mode procedure successfully. 
Another aspect that needs consideration is the case when a Rel-15 UE operates in a Rel-16 network, wherein in Rel-16 the restrictions on the length (i.e. 2 octets) and the value (zero) of the ABBA will not be in place - which is why the ABBA is defined in a variable length. Thus, if a Rel-16 network uses an ABBA parameter that is e.g. 4 octets long and whose value is non-zero, then the Rel-15 UE will also report an error since the UE Rel-15 UE expects the ABBA parameter to be set to a value of zero.
Additionally, if the Rel-16 or later Release network uses and indicates a length that is more than 2 octets for the ABBA parameter but the Rel-15 UE ignores the extra octets, then the KAMF at the UE and the network will not be the same. This in turn leads to security check failure at the UE as described earlier.
Based on the above, it does not seem to be a desired behaviour for the UE to 
· report a protocol error if a non-zero value is used for the ABBA parameter 

· use a length of 2 octets and ignore extra octets if the ABBA length is more than 2 octets

Observation 3: reporting a protocol error when a Rel-15 UE receives a non-zero ABBA parameter does not seem to be advantageous. Rather it is more important that the UE and the AMF use the same inputs (i.e. ABBA length and value) for key derivation to avoid failure in security checks resulting from the use of different KAMFs.
Proposal 1: in Rel-15, if the UE receives the ABBA parameter with a length that is more than 2 octets and with a non-zero value, the UE uses the ABBA parameter as received from the network.

The proposal above is also useful when a Rel-15 operates in a Rel-16 network that may also mistakenly use and indicate an ABBA parameter with a non-zero value and a length of more than 2 octets.
The table below summarizes the outcomes when a Rel-15 UE operates in networks of different releases

Note: it is expected that a Rel-16 UE will indicate some sort of “ABBA capability” which enables a Rel-16 network to know that the UE can handle any ABBA value and length. The lack of such indication implicitly informs a Rel-16 network that the UE is a Rel-15 UE and hence the network should use a value of zero for the ABBA with a length of 2 octets.

	
	Release 15 network 

ABBA = 0000H

(case A)
	Release 15 network

ABBA != 0000H

(case B)
	Release 16 network 

ABBA = 0000H

(case C)
	Release 16 network

ABBA != 0000H

(case D)

	Release 15 UE
	· No errors (the UE expects this)
	· As per the current specification, the UE considers this an error and sends 5GMM STATUS message

· With Proposal 1, the UE uses the ABBA as received 

( No errors
	· No errors (the UE expects this)
	· As per the current spec, the UE considers this an error and sends 5GMM STATUS message

· With Proposal 1, the UE uses the ABBA as received 

( No errors


From the table above:
· Case B is considered a protocol error without Proposal 1, but not an error if Proposal 1 is implemented

· Case D is considered a protocol error without Proposal 1, but not an error if Proposal 1 is implemented
3. Conclusion
This document discussed cases in which a Rel-15 UE may receive the ABBA IE with

i. The length field indicating a length of more than 2 octets 

ii. The value field indicates a non-zero value

For i), if the UE uses 2 octets for the length field but the network uses the indicated length, then the KAMF at the UE and the network will not be the same.

For ii), the UE will report this as a protocol error although there does not seem to be any advantage for doing so. 

As such, it is proposed that the UE should use the ABBA parameter as received from the network, even if it is not set to 0000H. This avoids the unnecessary error reporting by a Rel-15 UE in a Rel-15 or Rel-16 network that mistakenly sets the ABBA parameter to a value different from 0000H.

Proposal 1: in Rel-15, if the UE receives the ABBA parameter with a length that is more than 2 octets and with a non-zero value, the UE uses the ABBA parameter as received from the network.

Document C1-191279 implements the proposal above.
