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1
Introduction

Currently, in Rel-15, there is a discrepancy between the requirements in the stage 2 specification for security (TS 33.501) and the stage 3 NAS protocol (TS 24.501) regarding whether the UE is allowed to include a SUCI as mobile identity in a NAS message or to respond to an identity request for SUCI.
According to TS 33.501, subclause 6.12.2, 

The UE shall include a SUCI only in the following 5G NAS messages:

-
if the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message, or

-
if the UE includes a 5G-GUTI when sending a Registration Request message of type "mobility registration updating" or "periodic registration updating" to a PLMN and, in response, receives an Identity Request message, then the UE shall include a fresh SUCI in the Identity Response message (see clause 6.12.4). 

On the other hand, stage 3 is much less restrictive regarding the second case 2. Effectively, the UE is always allowed to respond to an identity request for SUCI.
In the present paper we analyse the differences in more detail.

It is proposed to send an LS to SA3, in order to achieve a better alignment between stage 2 and stage 3.
2
Detailed analysis
2.1
Stage 2 requirements 

According to TS 33.501, v 15.3.1, subclause 6.12.2,

"The UE shall include a SUCI only in the following 5G NAS messages:

-
if the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message, or

-
if the UE includes a 5G-GUTI when sending a Registration Request message of type "mobility registration updating" or "periodic registration updating" to a PLMN and, in response, receives an Identity Request message, then the UE shall include a fresh SUCI in the Identity Response message (see clause 6.12.4).
NOTE 3: 
In response to the Identity Request message, the UE never sends the SUPI."
So compared to EPS, where there were not any restrictions regarding the identity request for IMSI, stage 2 for the 5GS is more restrictive.
But we note also that there are the following issues with the current stage 2 requirements:

1) According to the 2nd bullet, the answer to an identity request for SUCI is only allowed during a mobility registration update or periodic registration update. So stage 2 does not consider the case that the UE provides a 5G-GUTI for an initial registration, but the network cannot map this 5G-GUTI to a SUPI and therefore needs to send an identity request for SUCI. – This case needs to be added to stage 2.
2) On the other hand, stage 2 assumes that if during a mobility registration update or periodic registration update the network cannot map the 5G-GUTI to a SUPI, the UE will perform an identity request for SUCI. This is not in line with stage 3 which specifies a specific 5GMM cause #9 "UE identity cannot be derived by the network" for this case. I.e. in stage 3 it is foreseen that the AMF will send a Registration Reject message with this cause value, and upon receipt of the message with this cause the UE will delete its 5G-GUTI and automatically initiate an initial registration procedure.
2.2
Stage 3 requirements 

If we now take a close look at stage 3, we find that CT1 has followed the stage 2 requirements only partially, i.e. stage 3 is foreseeing additional situations in which the UE will include a SUCI as mobile identity in a NAS message or respond to an identity request for SUCI.

1) In subclause 5.3.2, Permanent identifiers, we can find the first stage 2 requirement mentioned above implemented in bullet a) of the following text:

"A UE supporting NG-RAN includes a SUCI:

a)
in the REGISTRATION REQUEST message when the UE is attempting initial registration procedure and a valid 5G-GUTI is not available; or 

b)
in the IDENTITY RESPONSE message, if the SUCI is requested by the network during the identification procedure."
But bullet b) effectively allows the UE to respond to an identity request for SUCI at any time. We note also that the description of the identity request procedure in subclause 5.4.3.3 of TS 24.501 does not foresee any restrictions.

(Note: there is an inconsistency between the description in subclause 5.4.3.3 and the timer table in subclause 10.2, because according to the procedure description the UE can start timer T3519 in any 5GMM state, whereas according to the timer table it will start the timer only in 5GMM-REGISTERED-INITIATED.) 

2) Additionally, TS 24.501, subclause 5.5.2.2.1, mandates the UE to use the SUCI as mobile identity also if the UE initiates the de-registration procedure when it does not have a valid 5G-GUTI available. The typical use case for this is that the user decides to terminate an ongoing initial registration procedure before the UE received a Registration Accept message with a 5G-GUTI from the AMF. In this situation, the use of the SUCI cannot be avoided, as the mobile identity is a mandatory IE in the Deregistration Request message.

We do not think that the use of SUCI for this case creates a security weakness, but for reasons of consistency this specific case should be added to the bulleted list in subclause 5.3.2 of TS 24.501 and to stage 2. 

3) Furthermore, TS 24.501 explicitly specifies the use of identity request for SUCI for certain error cases occurring during a 5G authentication procedure:

· if the UE identified itself with a 5G-GUTI and the network finds that the authentication response (RES) returned by the UE is not valid; and
· if the UE responds to the Authentication Request with an Authentication Failure message with 5GMM cause #20 "MAC failure" or #26 "non-5G authentication unacceptable". 
For these cases, the network behaviour – to initiate an identity request, if the UE identified itself via a temporary identity – has been specified in this way since GSM phase 1, 3GPP Rel-99 and Rel-8, respectively. The idea was that if due to some error the network mapped the temporary mobile identity (TMSI, P-TMSI, 4G-GUTI) to a wrong IMSI and as a consequence it used a wrong authentication challenge, if can recover from this after retrieving the correct IMSI directly from the UE. CT1 adopted this behaviour also for 5G, although strictly speaking it is not in line with stage 2 requirements.

If in the 5GS the AMF is not allowed to initiate an identity request for SUCI in these error cases, CT1 (and SA3) would need to think about alternatives:

If the authentication is performed during a registration, de-registration or service request procedure, and the AMF is not allowed to initiate an identity request when the authentication response from the UE is not valid, an alternative would be to reject the GMM specific procedure or service request procedure with a suitable, possibly new cause value that will result in the UE deleting its 5G-GUTI and initiating an initial registration procedure using its SUCI as mobile identity.

For the case of a stand-alone authentication procedure during which the AMF detects an invalid authentication response, use of the Authentication Reject message would not be an option as this will result in the UE marking the USIM as invalid. But the AMF could initiate a de-registration procedure with "re-registration required" indication.   

The cases where the UE sends an Authentication Failure message with 5GMM cause #20 "MAC failure" or #26 "non-5G authentication unacceptable" could be a bigger problem, because when sending these cause values the UE will also start timer T3520 (15 sec), and if the network is not able to send a new (valid) Authentication Request before the timer expires, the UE will deem that the network has failed the authentication check. This means the UE will request RRC to locally release the RRC connection and treat the active cell as barred. In the worst case, if the UE cannot find another, suitable cell, this can mean that the UE remains "out-of-service" for a certain time (typically 5 min).
Unfortunately we do not have any statistical data, how often the latter case occurs in real network deployments, i.e. how often it happens that the UE detects a "MAC failure" or a "non-5G authentication unacceptable" error, and it turns out that this error was caused by a wrong "temporary identity to IMSI" mapping. 

But in any case, this kind of mapping error should only occur if the authentication procedure is performed during a registration, de-registration or service request procedure. If the authentication procedure is performed stand-alone, via an existing NAS signalling connection for which the secure exchange of NAS messages has already been established, then an authentication failures due to an erroneous identity mapping in the AMF should not occur. 

So one option could be to allow the UE to respond to an identity request for SUCI during the registration, de-registration or service request procedure, but not while the UE is in 5GMM-REGISTERED.
2.3
Discussion

As we have seen in the previous sections, 

· stage 3 is allowing the identity request for SUCI in more situations than stage 2, and 

· in some of these situations sending the SUCI cannot be avoided (de-registration without valid 5G-GUTI) or there are good reasons to allow the UE to respond to an identity request for SUCI ("MAC failure" or a "non-5G authentication unacceptable" error during a registration, de-registration or service request procedure).
In our view the current differences between stage 2 and stage 3 are not acceptable, because if SA3 has a wrong notion of what is implemented in stage 3, it could become difficult for them to analyse any security issues that may come up in future.

Regarding the 2 issues described in section 2.1 and the use of SUCI in the de-registration procedure (section 2.2, item 2), we think that stage 2 needs to be updated.
Regarding the identity response for SUCI, in our view there are various options, e.g.:

i) allow the identity response for SUCI always (as currently in stage 3)

ii) allow the identity response for SUCI only during the initial registration, de-registration and service request procedure, but not during a stand-alone identity request procedure
iii) allow the identity response for SUCI only during initial registration 
From option i) to iii), the changes required to implement these options in TS 24.501 (and in UE and AMF) are increasing, and especially option iii) could have a noticeable impact on the user experience (if the case of a wrong 5G-GUTI to SUPI mapping occurs more frequently).

Other options could be possible as well, but CT1 needs to ensure that any solution agreed between CT1 and SA3 is implementable in practice (i.e. taking into account that the NAS protocol also needs to cover error and abnormal cases). CT1 and SA3 also need to take into account that Rel-15 has already been frozen.

In our view, option ii) could be a possible compromise between the current stage 3 and the stage 2 requirements.
3
Proposal
It is proposed to send an LS to SA3, 
- 
describing the current differences between stage 2 and stage 3 UE requirements regarding whether the UE is allowed to send its SUCI via NAS signalling, 
- 
asking SA3 for guidance how to solve the inconsistencies, 
- 
and, if CT1 agrees to it, offering option ii) as a possible solution for an alignment between stage 2 and 3.   

