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1. Introduction
The purpose of this pCR is to introduce a new subclause 306.5 and some of its subclauses covering Confidentiality and Integrity protection of sensitive XML content. Its parent subclause is 3GPP TS 24.282 subclause 6.5.
The parent subclause can be re-used unchanged in nearly its entirety when the IWF is acting as an MCData server, but clarification is needed that in the case of copying and forwarding XML content in a message body towards a client homed in the IWF, the procedure is outside the scope of this document.  

2. Reason for Change
Clarify scope of behaviour of an IWF acting as an MCData Server in the case of XML content copying and forwarding.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.883 v0.5.1.
Update references and subclause numbering. Clarify via a NOTE that behaviour in the case of SIP MIME body copy and forward is not applicable because behaviour on the LMR side of an IWF is out of scope. 
* * * First Change * * * *

306.5
Confidentiality and Integrity Protection of sensitive XML content

306.5.1
General

* * * Next Change * * * *

306.5.1.2
Performing XML content encryption

Whenever the MCData UE includes XML elements or attributes pertaining to the data specified in subclause 4.6 in SIP requests or SIP responses, the MCData UE shall perform the procedures in 3GPP TS 24.282 [82] subclause 6.5.2.3.1.

Whenever the MCData server includes XML elements or attributes pertaining to the data specified in subclause 4.6 in SIP requests or SIP responses, the MCData server shall perform the procedures in subclause 3GPP TS 24.282 [82] 6.5.2.3.2, with the exception that when the MCData server receives a SIP request with XML elements or attributes in an MIME body that need to be copied from the incoming SIP request to an outgoing SIP request without modification, the MCData server shall perform the procedures specified in subclause 3GPP TS 24.282 [82] 6.5.2.5.

NOTE 1:
The procedures in subclause 6.5.2.3.1 and subclause 6.5.2.3.2 first determine (by referring to configuration) if confidentiality protection is enabled and then call the necessary procedures to encrypt the contents of the XML elements if confidentiality protection is enabled.

NOTE 2:
The use case of an IWF acting as an MCData server receiving a SIP request with XML elements or attributes in an MIME body that need to be copied from the incoming SIP request to an outgoing SIP request without modification is not applicable because the behaviour of the LMR side of an IWF is outside the scope of this document.

* * * Next Change * * * *

<Proposed change in revision marks>

