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	Reason for change:
	1) When the SUCI conceals an IMSI and the null protection scheme is used, the scheme output consists of the MSIN. It is currently not clear whether in this case, each digit of the MSIN encoded in BCD is included in its own octet, or packed into 4 bits.
2) Handling of the case when the SUCI conceals an IMSI, the null protection scheme is used and the MSIN in the IMSI contains an odd number of digits is currently not specified. It is proposed that in this case, the 4 MSBs of the last octet of the scheme output are set to "1111".

	
	

	Summary of change:
	1) It was clarified that when the SUCI conceals an IMSI and the null protection scheme is used, each digit of the MSIN contained in the scheme output is encoded in BCD packed over 4 bits.
2) It was specified that when the SUPI conceals an IMSI, the null protection scheme is used, and the MSIN contains an odd number of digits, the 4 MSBs of the last octet of the scheme output are set to "1111".

Interoperability impact analysis
1.  UE compliant with TS 24.501 v15.2.1 interworking with AMF compliant with this CR:

In case the SUCI conceals an IMSI and the null protection scheme is used, a UE compliant with TS 24.501 v15.2.1 may encode the MSIN in the scheme output using 8 bits for each digit instead of 4. Additionally, in case the MSIN contains an odd number of digits, the UE may not set the 4 MSBs of the last octet of the scheme output to "1111". Both of these will lead to the AMF being unable to decode the SUCI included by the UE in the REGISTRATION REQUEST message.

1.  UE compliant with this CR interworking with AMF compliant with TS 24.501 v15.2.1:

In case the SUCI conceals an IMSI and the null protection scheme is used, an AMF compliant with TS 25.401 v15.2.1 may expect the MSIN in the scheme output to be encoded using 8 bits for each digit instead of 4. Additionally, the AMF may not understand that the remaining 4 bits of the last octet of the scheme output being set to "1111" means the MSIN includes an odd number of digits. Both of these will lead to the AMF being unable to decode the SUCI included by the UE in the REGISTRATION REQUEST message.

	
	

	Consequences if not approved:
	Encoding of the SUCI when the SUCI conceals an IMSI and the null protection scheme is used will remain unclear, leading to differing UE implementation and interoperability issues.
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*** First change ***
[bookmark: _Toc533172429]9.11.3.4	5GS mobile identity
The purpose of the 5GS mobile identity information element is to provide either the SUCI, the 5G-GUTI, the IMEI, the IMEISV or the 5G-S-TMSI.
The 5GS mobile identity information element is coded as shown in figures 9.11.3.4.1, 9.11.3.4.2, 9.11.3.4.3, 9.11.3.4.4, 9.11.3.4.5 and 9.11.3.4.6, and table 9.11.3.4.1.
The 5GS mobile identity is a type 6 information element with a minimum length of 4.
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	AMF Set ID (continued)
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5G-TMSI (continued)
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Figure 9.11.3.4.1: 5GS mobile identity information element for type of identity "5G-GUTI"
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Figure 9.11.3.4.2: 5GS mobile identity information element for type of identity or "IMEI" or "IMEISV"
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Figure 9.11.3.4.3: 5GS mobile identity information element for type of identity "SUCI" and SUPI format "IMSI"
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Figure 9.11.3.4.3a: Scheme output for Protection scheme Id "Null scheme"
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Figure 9.11.3.4.4: 5GS mobile identity information element for type of identity "SUCI" and SUPI format "Network specific identifier"
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Figure 9.11.3.4.5: 5GS mobile identity information element for type of identity "5G-S-TMSI"
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Figure 9.11.3.4.6: 5GS mobile identity information element for type of identity "No identity"
Table 9.11.3.4.1: 5GS mobile identity information element
	Type of identity (octet 4)
Bits

	3
	2
	1
	

	0
	0
	0
	No identity (NOTE)

	0
	0
	1
	SUCI

	0
	1
	0
	5G-GUTI

	0
	1
	1
	IMEI

	1
	0
	0
	5G-S-TMSI

	1
	0
	1
	IMEISV

	
All other values are reserved.

	

	Odd/even indication (octet 4)
Bit

	4
	
	
	

	0
	
	
	even number of identity digits

	1
	
	
	odd number of identity digits

	

	For the 5G-GUTI, then bits 5 to 8 of octet 3 are coded as "1111", octet 4 through 6 contain the MCC and MNC values as specified below, octet 7 through 9 contain the AMF Region ID, the AMF Set ID and the AMF Pointer values and  octet 10 through 13 contain the 5G-TMSI as defined in 3GPP TS 23.003 [4].


	MCC, Mobile country code (octet 5, octet 6 bits 1 to 4)

The MCC field is coded as in ITU-T Recommendation E.212 [42], annex A.

	MNC, Mobile network code (octet 6 bits 5 to 8, octet 7)

[bookmark: _Hlk520885591]The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, bits 5 to 8 of octet 6 shall be coded as "1111".

The contents of the MCC and MNC digits are coded as octets 6 to 8 of the Temporary mobile group identity IE in figure 10.5.154 of 3GPP TS 24.008 [12].

	

	AMF Region ID (octet 8)
This field contains the binary encoding of the AMF Region ID. Bit 8 of octet 7 is the most significant bit and bit 1 of octet 7 is the least significant bit.

AMF Set ID (octet 9, octet 9 bits 7 to 8)
This field contains the binary encoding of the AMF Set ID. Bit 8 of octet 8 is the most significant bit and bit 7 of octet 9 is the least significant bit. 

AMF Pointer (octet 10 bits 1 to 6)
This field contains the binary encoding of the AMF Pointer. Bit 6 of octet 9 is the most significant bit and bit 1 of octet 9 is the least significant bit.

5G-TMSI (octet 11 to 14)
Bit 8 of octet 11 is the most significant bit and bit 1 of octet 14 is the least significant bit.

	

	Identity digit (octet 4 bits 5 to 8, octet 5 etc.)


	For the IMEI, Identity digit field is coded using BCD coding. If the number of identity digits is even then bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111". The format of the IMEI is described in 3GPP TS 23.003 [4].

	

	For the IMEISV, Identity digit field is coded using BCD coding. Bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111". The format of the IMEISV is described in 3GPP TS 23.003 [4].

	

	For the SUCI, bit 8 of octet 4 is spare and shall be coded as zero. Bits 5-7 of octet 4 contain the SUPI format and are coded as shown below.


	SUPI format (octet 4, bits 5-7)
Bits

	7
	6
	5
	
	

	0
	0
	0
	
	IMSI

	0
	0
	1
	
	Network Specific Identifier

	
All other values are interpreted as IMSI by this version of the protocol.

	

	For the SUCI with SUPI format "IMSI", octets 5 through 7 contain the MCC and MNC values as specified below. For subsequent fields, bit 8 of octet 8 is the most significant bit and bit 1 of the last octet the least significant bit. The required fields for the SUCI are as defined in 3GPP TS 23.003 [4].


	MCC, Mobile country code (octet 5, octet 6 bits 1 to 4)

The MCC field is coded as in ITU-T Recommendation E.212 [42], annex A.


	MNC, Mobile network code (octet 6 bits 5 to 8, octet 7)

The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, bits 5 to 8 of octet 6 shall be coded as "1111".

The contents of the MCC and MNC digits are coded as octets 6 to 8 of the Temporary mobile group identity IE in figure 10.5.154 of 3GPP TS 24.008 [12].

	

	Routing indicator (octets 8-9)

Routing Indicator shall consist of 1 to 4 digits. The coding of this field is the responsibility of home network operator but BCD coding shall be used. If a network operator decides to assign less than 4 digits to Routing Indicator, the remaining digits shall be coded as "1111" and inserted at the left side to fill the 4 digits coding of Routing Indicator.

	

	Protection scheme identifier (octet 10 bits 1 to 4)

	Bits

	

	4
	3
	2
	1
	

	0
	0
	0
	0
	Null scheme

	0
	0
	0
	1
	ECIES scheme profile A

	0
	0
	1
	0
	ECIES scheme profile B

	0
	0
	1
	1
	

	to
	Reserved

	1
	0
	1
	1
	

	1
	1
	0
	0
	

	to
	Operator-specific protection scheme

	1
	1
	1
	1
	

	

	Bits 5-8 of octet 10 are spare and shall be coded as zero.

	

	Home network public key identifier (octet 10)


	The Home network public key identifier (PKI) field is coded as defined in 3GPP TS 23.003 [4]. Home network public key identifier shall be coded as "00000000" when Protection scheme identifier is set to "0000" (i.e. Null scheme).

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	Home network PKI value 0

	0
	0
	0
	0
	0
	0
	0
	1
	
	

	to
	
	Home network PKI value (1-254)

	1
	1
	1
	1
	1
	1
	1
	0
	
	

	1
	1
	1
	1
	1
	1
	1
	1
	
	Reserved

	

	

	Scheme output (octets 12 to x)

The Scheme output field consists of a string of characters with a variable length or hexadecimal digits is as specified in 3GPP TS 23.003 [4]. If Protection scheme identifier is set to "0000" (i.e. Null scheme), then the Scheme output consists of the MSIN and is coded using BCD coding with each digit of the MSIN coded over 4 bits. If the MSIN includes an odd number of digits, bits 8 to 5 of octet x shall be coded as "1111". If Protection scheme identifier is not "0000" (i.e. ECIES scheme profile A, ECIES scheme profile B or Operator-specific protection scheme), then Scheme output is coded as hexadecimal digits.

	

	For the SUCI with SUPI format set to "Network specific identifier", the SUCI NAI field contains an NAI constructed as specified in subclause 28.7.3 of 3GPP TS 23.003 [4] and encoded as UTF-8 string.

	

	For the 5G-S-TMSI, bits 5 to 8 of octet 4 are coded as "1111". The coding of the 5G-S-TMSI is left open for each administration.

	

	AMF Set ID (octet 5, octet 6 bits 7 to 8)
This field contains the binary encoding of the AMF Set ID. Bit 8 of octet 5 is the most significant bit and bit 7 of octet 6 is the least significant bit. 

AMF Pointer (octet 6 bits 1 to 6)
This field contains the binary encoding of the AMF Pointer. Bit 6 of octet 6 is the most significant bit and bit 1 of octet 6 is the least significant bit.

5G-TMSI (octet 7 to 10)
Bit 8 of octet 7 is the most significant bit and bit 1 of octet 10 is the least significant bit.


	For Type of identity "No identity", the length of mobile identity contents parameter shall be set to 1 and the bits 4-8 of octet 4 are spare and shall be coded as zero.

	

	NOTE:	This can be used when the requested identity is not available at the UE during the identification procedure.



*** End of changes ***

