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1. Abstract
This document argues that security is essential for PWS messages handled by IoT UEs.

2. Reason for change
TR 23.735 states:
-------------

-
The enhanced Public Warning System shall support enabling the IoT UE supporting enhanced PWS to identify information that can be mapped to an event or a disaster and perform a UE implementation-specific action associated with the information.

-------------
and TS 22.268 states:

-------------

9.4.1
Requirements for ePWS-UE with no user interface

ePWS-UEs with no user interface shall be able to receive a Warning Notification broadcast from the 3GPP network.
Subject to the intended function of the ePWS-UE (e.g. IoT) which has no user interface and regional regulatory requirements, the ePWS-UE may either:

1. Ignore Warning Notification; or

2. Take actions consistent with the ePWS-UE function (e.g. IoT) in response to specific Warning Notifications based on the content of the Warning Notification, e.g. shut down machinery or trigger a building alarm system.

-------------
Observation-1:
ePWS can be used to trigger IoT UEs receiving warning message to perform a UE implementation-specific action e.g. shut down of machinery or triggering of a building alarm system.
Shut down of machinery can be very costly process, e.g. in case of blast furnace, chemical factory or coal or nuclear power station. Furthermore, restarting of the machinery after shut down might require costs too and it might require significant time.
Triggering building alarm system e.g. in schools or hospitals can also generate costs in terms of lost teaching time or lost time for surgeries, and possibly even loss of life (e.g. if a surgery of a patient with live threatning disease needs to be postponed).
Observation-2:
Such UE implementation-specific actions can be very costly and even can result into loss of lifes.
If such shut down of machinery can be triggered by a warning message sent by an attacker, this would generate badwill for 3GPP itself and for 3GPP network operators. Similarly, if a building alarm system can be triggered by a warning message sent by an attacker, this would generate badwill for 3GPP itself and for 3GPP network operators.

Observation-3:
If such UE implementation-specific actions can be triggered by attacker, this would generate badwill for 3GPP network operators and 3GPP itself.
In Rel-12, there was a conscious decision to not have a security solution for protection of PWS messages, see details in 3GPP TR 33.969. I.e. the warning message is delivered to the UE as one or more cell broadcast messages which cannot be authenticated by the UE. Also, the warning message itself cannot be authenticated by the UEs. 

Thus, an attacker can in theory setup a false base station with a good signal strength, attract IoT UEs to the false base station and send the IoT UEs a false warning message, causing the IoT UEs to perform the UE implementation-specific action.
Observation-4:
For the current PWS system, it was decided (due to reasons mentioned in 3GPP TR 33.969) to not have solution for protection of PWS messages. Thus, an attacker could in theory attract UEs to a false base station and send them a false warning message triggering the IoT UEs to perform such UE implementation-specific action.
To prevent this security threat, it is proposed to introduce a stage-2 requirement enabling the IoT UE to detect whether the warning message was sent by authorized sender and to enable the IoT UE to detect that the warning message was not modified while in transit to the UE.
Proposal-1:
It is proposed to introduce a stage-2 requirement in TR 23.735, enabling the IoT UE to detect whether the warning message was sent by authorized sender and to enable the IoT UE to detect that the warning message was not modified while in transit to the UE.
Proposal-2:
It is proposed to request SA3 to study the method how to satisfy this stage-2 requirement.
3. Conclusions

Observation-1:
ePWS can be used to trigger IoT UEs receiving warning message to perform a UE implementation-specific action e.g. shut down of machinery or triggering of a building alarm system.

Observation-2:
Such UE implementation-specific actions can be very costly and even can result into loss of lifes.
Observation-3:
If such UE implementation-specific actions can be triggered by attacker, this would generate badwill for 3GPP network operators and 3GPP itself.

Observation-4:
For the current PWS system, it was decided (due to reasons mentioned in 3GPP TR 33.969) to not have solution for protection of PWS messages. Thus, an attacker could in theory attract UEs to a false base station and send them a false warning message triggering the IoT UEs to perform such UE implementation-specific action.

Proposal-1:
It is proposed to introduce a stage-2 requirement in TR 23.735, enabling the IoT UE to detect whether the warning message was sent by authorized sender and to enable the IoT UE to detect that the warning message was not modified while in transit to the UE.

Proposal-2:
It is proposed to request SA3 to study the method how to satisfy this stage-2 requirement.

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.735.
* * * Change * * * *
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* * * Change * * * *

5.x
Key issue x
ePWS can be used to trigger IoT UEs receiving warning message to perform a UE implementation-specific action e.g. shut down of machinery or triggering of a building alarm system.
Such UE implementation-specific actions can be very costly and can even result into loss of lifes.

If such UE implementation-specific actions can be triggered by attacker, this would generate badwill for 3GPP network operators and 3GPP itself.
For the current PWS system, it was decided (due to reasons mentioned in 3GPP TR 33.969 [x]) to not have solution for protection of PWS messages. Thus, an attacker could in theory attract UEs to a false base station and send them a false warning message triggering the IoT UEs to perform such UE implementation-specific action.
* * * Change * * * *

6.x
Solution x

ePWS needs to enable an IoT UE to detect whether the warning message was sent by authorized sender and to enable the IoT UE to detect that the warning message was not modified while in transit to the UE.
Editor's note: solution enabling the UE to detect whether the warning message was sent by authorized sender and to enable the UE to detect that the warning message was not modified while in transit to the UE, is to be specified by SA3.
If the IoT UE detects that the warning message was not sent by authorized sender or the warning message was modified while in transit to the UE, the IoT UE shall discard the warning message.
