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1. Introduction
This contribution provides the text for subclause 106.6.2.2 Keys used in confidentiality protection procedures.
Changes in 8622 :

- Corrected references to TS 24.379 and to subclause 106.6.2.3.

- Deleted reference to a CSK/CSK-ID being available on the sender and recipient of the encrypted content, since a CSK applies to communication with an MCPTT client.

2. Proposal

It is proposed to agree the following changes to 3GPP TR 24.833 v0.4.0.
* * * First Change * * * *

106.6.2.2
Keys used in confidentiality protection procedures

Confidentiality protection uses an XPK to encrypt the data which (depending on who is the sender and who is the receiver of the encrypted information) can be a CSK or an SPK as specified in 3GPP TS 24.379 [81] subclause 4.8. An XPK-ID (CSK-ID/SPK-ID) is used to key the XPK (CSK/SPK). It is assumed that before the procedures in this subclause are called, the SPK/SPK-ID is available on the sender and recipient of the encrypted content as described in 3GPP TS 24.379 [81] subclause 4.8.

The procedures in subclause 106.6.2.3 and 3GPP TS 24.379 [81] subclause 6.6.2.4 are used with a XPK equal to the SPK and a XPK-ID equal to the SPK-ID in the following circumstances as described in 3GPP TS 33.180 [78]:

1)
IWF sends confidentiality protected content to an MCPTT server in the same domain; and

2)
IWF sends confidentiality protected content to an MCPTT server in another domain.
* * * End Changes * * * *

