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***** Next change *****
7.3.1
General

The purpose of this procedure is to establish a secure connection between the UE and the N3IWF, which is used to securely exchange NAS signalling messages between the UE and the AMF, via the N3IWF. The UE establishes a secure connection by establishing an IKE SA and first child SA to the N3IWF. The IKE SA and first child SA, called signalling IPsec SA, are created between the UE and the N3IWF after the IKE_SA_INIT exchange and after the IKE_AUTH exchange (see IETF RFC 7296 [6]). The signalling IPsec established is used to transfer NAS signalling traffic. Additional child SAs i.e. user plane IPsec SAs can be established between the UE and the N3IWF as described in subclause 7.5 to transfer user-plane traffic.
Upon completion of the 
N3IWF selection procedure according to subclause 7.2, the UE initiates an IKE_SA_INIT exchange as specified in IETF RFC 7296 [6]. During this IKE_SA_INIT exchange, the UE needs to treat any error notification carefully since some may lead to a subsequent succesfull exchange as described in IETF RFC 7296 [6]. Upon completion of the IKE_SA_INIT exchange the UE shall inform the upper layers that the access stratum is established.

Upon establishment of the access stratum connection, the UE initiates IKE_AUTH exchange according to IETF RFC 7296 [6] with EAP-5G encapsulation, as specified in subclause 7.3.2.

The UE encapsulates the initial NAS message and the AN parameters using the EAP-5G procedure as described in subclause 7.3.3. The signalling IPsec SA is established after completion of the EAP-5G procedure and IKE_AUTH exchange.

***** Next change *****
7.3.2.3
IKE SA and signalling IPsec SA establishment not accepted by the network
If IKE SA and signalling IPsec SA establishment is not accepted by the network the IKE SA is not created and the UE receives from the N3IWF an IKE_AUTH response message including a Notify payload with an error type. Since the cryptographically protected IKE SA is already established in IKE_SA_INIT, the IKE_AUTH exchange is encrypted and integrity potected, thus the UE should consider all errors that occurs in IKE_AUTH response as authentcation error and the UE should treat them accordingly. Unless the error occurs due to unsupported payload format or when the message is malformed. The UE shall reject the IKE_AUTH response from the N3IWF with an appropirate error code, see IETF RFC 7296 [6].
Upon receiving the IKE_AUTH response message with a Notify payload with an error type, the UE shall pass the error indication to the upper layer along with the encapsulated messages within EAP-Request/5G-NAS packet. Due to the nature of the Notify payload, the UE may reject the IKE_AUTH response with an appropriate error code or it may consider the error type as an authentication error and thereby terminate the IKE_AUTH exchange by sending an EAP-Request/5G-NAS packet with a payload containing the Failure message, see IETF RFC 7296 [6].

***** Next change *****
7.3.3.2
EAP-5G session completion initiated by the network
Upon completion of successful authentication and on reception of the N3IWF key from the AMF, the N3IWF shall complete the EAP-5G session by sending an EAP-Success message.

On reception of the EAP-Success message from the N3IWF, the UE proceeds to establish an IKE SA and signalling IPsec SA as described in subclause 7.3.2. 

An example of an EAP-5G session after successful authentication is shown in figure 7.3.3.2-1.
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Figure 7.3.3.2-1: EAP-5G session for successful UE registration over non-3GPP access
***** End of changes *****
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