[bookmark: _Toc525229232]106.6.2.5	IWF in the role of an MCPTT server copying received XML content
The following procedure is executed when an IWF in the role of an MCPTT server receives a SIP request containing XML MIME bodies, where the content needs to be copied from the incoming SIP request to the outgoing SIP request.
The IWF in the role of an MCPTT server:
1)	shall copy the XML elements from the XML MIME body of the incoming SIP request that do not contain a <EncryptedData> XML element, to the same XML body in the outgoing SIP request;
2)	for each encrypted XML element in the XML MIME body of the incoming SIP request as determined by 3GPP TS 24.379 [81] subclause 6.6.2.4.1:
a)	shall use the keying information described in subclause 106.6.2.2 to decrypt the content within the XML element by following the procedures specified in 3GPP TS 24.379 [81] subclause 6.6.2.4.2, and shall continue with the steps below if the encrypted XML element was successfully decrypted;
b)	if confidentiality protection is enabled as specified in subclause 106.6.2.3.2, then for each decrypted XML element:
i)	shall re-encrypt the content within the XML element using the keying information described in subclause 106.6.2.2 and by following the procedures specified in 3GPP TS 24.379 [81] subclause 6.6.2.3.3; and
ii)	shall include the re-encrypted content into the same XML MIME body of the outgoing SIP request; and
c)	if confidentiality protection is disabled as specified in subclause 106.6.2.3.2, shall include the decrypted content in the same XML MIME body of the outgoing SIP request.
3)	for each encrypted XML URI attribute in the XML MIME body of the incoming SIP request as determined by 3GPP TS 24.379 [81] subclause 6.6.2.4.1:
a)	shall use the keying information described in subclause 106.6.2.2 to decrypt the URI value of the XML attribute by following the procedures specified in 3GPP TS 24.379 [81] subclause 6.6.2.4.3, and shall continue with the steps below if the encrypted XML attribute value was successfully decrypted;
b)	if confidentiality protection is enabled as specified in subclause 106.6.2.3.2, then for each decrypted XML element:
[bookmark: _GoBack]i)	shall re-encrypt the URI value of the XML attribute using the keying information described in subclause 106.6.2.2 and by following the procedures specified in 3GPP TS 24.379 [81] subclause 6.6.2.3.4; and
ii)	shall include the re-encrypted attribute value into the same XML MIME body of the outgoing SIP request; and
c)	if confidentiality protection is disabled as specified in subclause 106.6.2.3.2, shall include the decrypted value in the same XML MIME body of the outgoing SIP request.
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