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1. Introduction
The present document contains proposed subclauses for inclusion in 3GPP TR 24.883 "Mission Critical Systems Connection to LMR." This is modification of text in 3GPP TS 24.282, with the original subclause numbers prefixed by '30'.
2. Reason for Change
When there is interworking with LMR, it needs to be clarified that sensitive XML application data is protected, but only as far as the IWF. The IWF will encrypt/decrypt on behalf of the user.
The changes consist of 

- aligning reference numbers

- removing a reference to FD as this functionality is not included in LMR interworking
- adding a note to indicate that in a communication flow involving the IWF, protection from the SIP layer will terminate at the IWF, which will encrypt/decrypt on behalf of the user

- include reference to the IWF for key provisioning.

3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 24.883-030.
* * * First Change * * * *

304.6
Protection of sensitive XML application data

In certain deployments, for example, in the case that the MCData operator uses the underlying SIP core infrastructure from the carrier operator, the MCData operator can prevent certain sensitive application data from being visible in the clear to the SIP layer. The following data are classed as sensitive application data:

-
MCData ID;

-
MCData group ID;

-
alert indicator;

-
access token (containing the MCData ID); and

-
MCData client ID.
The above data is transported as XML content in SIP messages. in XML elements or XML attributes.

NOTE:
SIP layer protection terminates at the IWF. 

Data is transported in attributes in the following circumstances in the procedures in the present document:

-
an MCData ID, an MCData Group ID, and an MCData client ID in an XML document published in SIP PUBLISH request for affiliation according to IETF RFC 3856 [51];

-
an MCData ID or an MCData Group ID in XML document notified in a SIP NOTIFY request for affiliation according to IETF RFC 3856 [51]; and
-
an MCData ID in application/resource-lists+xml document included in a SIP MESSAGE or SIP INVITE request for one-to-one SDS, according to IETF RFC 5366 [20];

3GPP TS 33.180 [78] describes a method to provide confidentiality protection of sensitive application data in elements by using XML encryption (i.e. xmlenc) and in attributes by using an attribute confidentiality protection scheme described in 3GPP TS 24.282 [82] subclause 6.6.2.3. Integrity protection can also be provided by using XML signatures (i.e. xmlsig).

Protection of the data relies on a shared XML protection key (XPK) used to encrypt and sign data:

-
between the MCData client and the MCData server, the XPK is a client-server key (CSK); and

-
between MCData servers and an IWF, the XPK is a signalling protection key (SPK).

The CSK (XPK) and a key-id CSK-ID (XPK-ID) are generated from keying material provided by the key management server. Identity based public key encryption based on MIKEY-SAKKE is used to transport the CSK between SIP end-points. The encrypted CSK is transported from the MCData client to the MCData server when the MCData client performs service authorisation as described in 3GPP TS 24.282 [82] clause 7 and is also used during service authorisation to protect the access token.

The SPK (XPK) and a key-id SPK-ID (XPK-ID) are directly provisioned in the MCData server and IWF.

Configuration in the MCData client, IWF and MCData server is used to determine whether one or both of confidentiality protection and integrity protection are required.

3GPP TS 24.282 subclause 4.6 provides examples of confidentiality and integrity protectionapplied to application data.










































































































* * * End Change * * * *

