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Attachments:
-
1. Overall Description:

SA3 would like to thank SA2 for their Reply LS on initial NAS message protection (S3-182126/S2-187505).
Regarding the action to SA3: 

“SA2 respectfully asks SA3 to analyze and indicate which, if any, of the remaining parameters in the Initial NAS message (e.g. in the Registration Request message the remaining parameters are UE 5GC Capability, PDU Session status, List Of PDU Sessions To Be Activated, Follow on request, MICO mode preference, Requested DRX) contain sensitive information that could be misused by attackers, and that would require to be encrypted.”
SA3 analysed the remaining parameters in the initial NAS message. There were 14 companies agreeing that there is sensitive information in the remaining parameters. 6 companies disagreed with this opinion. Therefore, no consensus was reached regarding this question.
2. Actions:

To SA2 and CT1 group.

ACTION: 
SA3 would like to kindly ask SA2 and CT1 to take the above into account.
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